Universal Periodic Review
Human Rights Council

Joint Submission on Internet-related Human Rights Issues in
Colombia by Colnodo

www.colnodo.orqg

and the Association for Progressive Communications

ASSOCIATION
FOR PROGRESSIVE
COMMUNICATIONS

WWW.apC.org
2 October 2012

Colnodo Contact: julian@colnodo.apc.org

APC Contact: Shawna@apc.org



http://www.colnodo.org/
http://www.apc.org/
mailto:julian@colnodo.apc.org
mailto:Shawna@apc.org

SUBMISSION TO THE UNIVERSAL PERIODIC REVIEW OF COLOMBIA
Executive Summary

1. This submission has been prepared by Colnodo® and the Association for Progressive
Communications. APC has general ECOSOC consultative status and is concerned with
human rights and their recognition with regard to the internet from the perspective of the
critical role we believe the internet can play to enhance social and economic
development.

2. This submission focuses on two issues: violence against women and freedom of
expression, in the context of the internet. It highlights how the internet is being used to
promote and protect human rights, and the danger to human rights posed by Bill
201/2012, also known as the “Ley Lleras Bill”. Six recommendations are made for
follow-up and implementation in the UPR process.

The Internet and Human Rights

3. The first UPR of Colombia did not include reference to internet related human
rights issues, Human rights and the internet are referred to in the founding documents on
the United Nations World Summit of the Information Society,” the Geneva Declaration of
Principles® and the Internet Governance Forum.* During 2011 it became clear that the
UPR must include the promotion and protection of human rights and fundamental
freedoms on the internet, particularly freedom of expression and freedom of association.
In 2011 the Human Rights Committee noted that freedom of expression (including the
right to information and access to information) includes internet based expression.®
Member States existing human rights obligations’ extend to taking steps to ensure access
to the internet and that limitations or restrictions on freedom of expression comply with
agreed international standards, including women’s human rights.® This submission also
focuses on the internet in relation to the protection and promotion of women and minority
groups. The first UPR of Colombia did include reference to violence against women and
minority groups.®

Violence against women and minority groups

4, In its 2008 review, Colombia made voluntary commitments to (1) guarantee female
victims of such violence full access to justice, and (2) guarantee a safe setting and
favourable environment for the exercise by women of their Rights'®. Since then,
Colombia has passed new legislation to combat violence against women, including Law
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1257, which expands the definition of violence against women to include physical,
sexual, psychological, economic and material assets-related aspects.™

5. New research on violence against women indicates that the internet is a critical
space in the struggle for fundamental rights and freedoms.*? In conflict areas such as
Magdalena del Medio, women are documenting their testimonies of violence and creating
short radio programmes about their life and experiences. In Bogotd’s urban areas,
displaced women are learning how to conduct online awareness campaigns about
violence against women; and members of the leshian, gay and transgender community are
using Web 2.0 to advocate for peaceful, non-violent relationships.*®

6. At the same time, it is important to address the dangers that the internet and ICTs**
pose to women and marginalised groups.™ In recent years the media have published
many cases where women have been the victims of violence and where ICTs were used
as the means to carry such attacks. However, these cases are not recognized as such and
the role of the ICT in relation to violence is often neglected or ignored. It is important to
highlight this issue and for the media, policy institutions, communication companies and
social organizations to include in their own agendas urgent measures to prevent gender
violence perpetuated through ICTs.

7. We recommend that legislation intended to combat violence against women extend
to include violence against women online.

Bill 201/2012 and freedom of expression

8. In 2012 Colombian lawmakers passed the "Ley Lleras" (Lleras Law), also known
as the "two strikes™ law. Under it, copyright infringers could face harsh criminal
penalties, whether or not the individual is aware of committing infringement. Since the
definition of infringement encompasses the act of copying a product for the purpose of
distribution, and the bill creates no minimum threshold for applying criminal sanctions
even individuals creating a CD for a friend could be fined or put in jail.*® This extends
also to internet service providers who facilitate media piracy, requiring them to "to block
pages, P2P ports, suspend access to users and even cut off the service.""’

9. Local groups have called on the government to amend the law based on Article 27
of the Universal Declaration of Human Rights, the protection of copyright on the
Internet must be weighed against the negative impact it could have for exercising
one's right to freedom of expression.*®

10. In its 2008 review, Colombia accepted the recommendation to “Deepen itS
engagement with and support for civil society actors, human rights defenders and
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minority groups, and ensure their safety, with specific mechanisms in place if necessary,
including through supportive public statements on the important role they play in
democracy”™®. However a number of groups have reported insufficient engagement in the
drafting of Bill 201/2012, and only three days after its initial reading, the law was
approved by the Senate and House of Representatives secondary committees.?

RedPaTodos, a citizen participation platform that promotes discussion on copyright
and its application on the Internet, warns that the adoption of Bill 201/2012 failed the
public debate, ignored citizens’ requests for participation, and disregarded the arguments
of scholars and experts in the field in the design of the standard.?* Senator Camilo
Romero has challenged the controversial law in the Constitutional Court, and warns that
the law severely limits rights such as freedom of expression and privacy, and it restricts
access to knowledge.?

In 2011 the Special Rapporteur on Freedom of Expression stated:* “While blocking
and filtering measures deny users access to specific content on the Internet, States have
also taken measures to cut off access to the Internet entirely. The Special Rapporteur
considers cutting off users from Internet access, regardless of the justification provided,
including on the grounds of violating intellectual property rights law, to be
disproportionate and thus a violation of article 19, paragraph 3, of the International
Covenant on Civil and Political Rights.”

We recommend that Colombia engage with and support civil society actors, human
rights defenders and minority groups on issues related to human rights online, including
protection of freedom of expression.

We further recommend that the government amend any laws that provide for cut off
of internet access for copyright violations; and ensure constitutional protections make it
clear that freedom of expression in Colombia includes internet related expression, in
accordance with General Comment 34 on Article 19 of the Human Rights Committee.*

Recommendations

15.

16.

17.

18.

19.

Support organisations that work with women and ICTs to help put an end to
violence against women.

Extend legislation intended to combat violence against women to include ICTs and
violence against women online.

Repeal or amend legislation that restricts freedom of expression, such as blocking
or banning online content.

Engage civil society groups and internet activists in discussion and debate on
legislation relating to the internet, human rights and intellectual property.

Ensure that constitutional protections for freedom of expression include internet
related expression, in accordance with General Comment 34 on Article 19 of the Human
Rights Committee.
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