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1. Introduction
Privacy International (PI) [footnoteRef:1] welcomes the opportunity to provide input to a report by the Special Rapporteur on the issue of counter-terrorism and the protection of human rights by regional organisations.[footnoteRef:2]  The report will be presented to the United Nations General Assembly in October 2024. [1:  Privacy International (PI) is a non-governmental organisation that researches and advocates globally against government and corporate abuses of data and technology. It exposes harm and abuses, mobilises allies globally, campaigns with the public for solutions, and pressures companies and governments to change.  PI challenges overreaching state and corporate surveillance so that people everywhere can have greater security and freedom through greater personal privacy. Within its range of activities, PI investigates how peoples’ personal data is generated and exploited, and how it can be protected through legal and technological frameworks. It has advised and reported to regional and international organisations like the Council of Europe, the European Parliament, the Organisation for Economic Cooperation and Development, the UN Office of the High Commissioner for Human Rights and the UN Refugee Agency. https://privacyinternational.org/ ]  [2:  Call for inputs for the Special Rapporteur’s report on the Protection of Human Rights by Regional Organizations when Countering Terrorism: https://www.ohchr.org/en/calls-for-input/2024/call-inputs-protection-human-rights-regional-organizations-when-countering ] 

The following sections provide PI's information and analysis of some of the topics listed in the call for submission. We recommend that the Special Rapporteur on counter-terrorism and human rights include the following recommendations to regional organisations in their report:
· ensure that all counter-terrorism projects are carried out in accordance with international and regional human rights standards;
· ensure that human rights impact assessments and data protection impact assessments are conducted prior to the approval of any counter-terrorism project and that they are updated throughout the project's lifecycle;
· develop clear, specific and consistent guidelines for human rights due diligence, including the identification, prevention, and mitigation of potential adverse human rights impacts of counter-terrorism projects;
· increase transparency and disclosure in their activities, including project assessments and due diligence processes of counter-terrorism projects;
· establish clear and accessible mechanisms for affected communities and civil society organisations to provide feedback and file complaints regarding the potential negative impacts of counter-terrorism projects on human rights.

2. [bookmark: _Toc35549319]On the obligation to conduct prior human rights impact assessments

The example provided below concerns the European Union (EU)’s aid and assistance programmes. The EU's aid and assistance programmes offer a broader range of support, including grants, technical assistance, and policy dialogue, and they aim to address poverty reduction, economic growth, social development, and environmental sustainability in developing countries. Significantly for the Special Rapporteur’s report, these programmes have also been used for purposes related to managing migration and countering terrorism.

EU organisations, such as the European Commission, as well as, most notably, the European Border and Coast Guard Agency (Frontex), the European Union Agency for Law Enforcement Training (CEPOL) and the European External Action Service (EEAS) have for years been providing development aid and cooperation programmes to authorities of non-EU countries under multi-million euro public funds, including for purposes of countering terrorism.[footnoteRef:3] This surveillance support from several EU bodies and institutions includes among others direct transfer of surveillance equipment to third countries; training of third country intelligence and security forces; facilitating of exports of surveillance equipment by industry and promoting legislation which enables surveillance. Most notably, it also includes financing of law enforcement and other public authorities’ operations as well as financing the procurement of surveillance technologies. [3:  PI, Surveillance Disclosures Show Urgent Need for Reforms to EU Aid Programmes, November 2020 https://privacyinternational.org/long-read/4291/surveillance-disclosures-show-urgent-need-reforms-eu-aid-programmes ] 


Our research into EU surveillance cooperation suggested that in most of these cases no human rights risk and impact assessments seem to have been carried out prior to the engagement of the aforementioned EU organisations with authorities of third countries. In particular, the EU Trust Fund for stability and addressing root causes of irregular migration and displaced persons in Africa (EUTF for Africa) uses development aid and cooperation funds to manage and deter migration to Europe, as well as “supporting partner countries in the fight against terrorism”[footnoteRef:4]. Since succeeded by the by the Neighbourhood, Development and International Cooperation Instrument (NDICI), the EUTF for Africa funded numerous projects presenting urgent threats to privacy, including developing biometric databases, training security units in surveillance, and equipping them with surveillance equipment.[footnoteRef:5] Together with 5 other civil society organisations, we submitted a complaint before the European Ombudsman – the EU independent authority charged with investigating instances of maladministration by EU agencies – to launch an investigation into the allegations of these activities.[footnoteRef:6] [4:  European Union, Factsheet: European Union Emergency Trust Fund for Africa, May 2021 https://international-partnerships.ec.europa.eu/document/download/3184ff44-b2d6-4a49-b3d2-aaeb83448db9_en#:~:text=The%20EUTF%20focuses%20on%20supporting,lack%20of%20food%20and%20water ]  [5:  Resources currently allocated to the EU Trust Fund for Africa as of July 2019 amount to EUR 4.6 billion including more than EUR 4.0 billion from the European Development Fund(EDF),the EU’s main instrument for development aid, the Development Cooperation Instrument(DCI), and the European Neighbourhood Instrument(ENI),funding from the Directorate General (DG) for Migration and Home Affairs and DG European Civil Protection and Humanitarian Aid Operations(ECHO). EU Member States and Norway and Switzerland have so far contributed EUR 526 million;
See: PI, “Policy Briefing - The Future of the EU Trust Fund for Africa”, 18 September 2019, https://privacyinternational.org/advocacy/3220/policy-briefing-future-eu-trust-fund-africa]  [6:  PI, Complaint on EU surveillance transfers to third countries, 19 October 2021, https://privacyinternational.org/legal-action/complaint-eu-surveillance-transfers-third-countries ] 


A decision by the European Ombudsman on PI’s complaint concluded that the European Commission is under an obligation to conduct human rights risk and impact assessments prior to engaging in any form of (surveillance) transfer. In her decision, on 28 November 2022, the European Ombudsman emphasized the importance of human rights impact assessments in their inquiry into the European Union's transfer of surveillance capabilities to partner countries under the European Union Trade Facilitation Agreement. The Ombudsman found that prior assessments could help prevent negative human rights impacts and improve transparency and accountability.

Further, it is important to emphasise that human rights impact assessments should take place before a project starts and prior to operations, as this can help prevent negative impacts on human rights and allow for mitigating measures to be put in place. The European Ombudsman decision recognises the importance of prior assessments in preventing human rights violations. The decision states that:

prior human rights impact assessments can be preventive since, if negative impacts are identified, either the negotiated provisions need to be modified or mitigating measures have to be decided upon before the agreement is entered into.[footnoteRef:7] [7:  European Ombudsman decision, para 22] 


The decision also notes that "the goal should instead be to prevent such violations, and prior human rights impact assessments can play an important role to this end."[footnoteRef:8]  The European Ombudsman has highlighted in her decision: [8:  European Ombudsman decision, para 26] 


The EUTFA projects covered by the inquiry are implemented in countries with major governance issues and, in many cases, with poor human rights records. This increases the risk of human rights violations in the context of EUTFA projects. If the surveillance technologies and capacity transferred are used by the partner countries for purposes not foreseen under the project, there is a risk for human rights of individuals in these countries, as well as for the ability of the EU to fulfil or realise its human rights obligations.[footnoteRef:9] [9:  European Ombudsman decision, para 25] 


3. [bookmark: _Toc35549321]Lack of transparency and oversight of funding

Forms in which EUTF for Africa assistance come include the direct equipping of foreign intelligence and security forces, training of foreign intelligence and security forces, the financing of their operations and procurement, the facilitation of exports of surveillance equipment by industry and the promotion of legislation which enables surveillance for purposes including counter-terrorism. 

There must be greater transparency of such assistance from regional organisations to governments. There needs to be an end to the transfer of unlawful surveillance, and for the promotion transfer of adequate privacy protections.[footnoteRef:10] [10:  PI, Challenging the Drivers of Surveillance, https://privacyinternational.org/challenging-drivers-surveillance] 


For example, the Migrant Information and Data Analysis System (MIDAS), a migration database partially funded by the EU and installed at land borders, is set to interact with the EUTF for Africa-funded West Africa Police Information System (WAPIS) programme, criminal databases intended to gather and share biometric data in 17 countries in West Africa, including at a regional level between states, implemented by the International Criminal Police Organisation (INTERPOL) in cooperation with the regional organisation of the Economic Community of West African States (ECOWAS) from which it receives “political and strategic support”[footnoteRef:11].   [11:  INTERPOL, “WAPIS Brochure”, https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://www.interpol.int/content/download/16378/file/20COM0209-WAPIS_Programme_21x21_08-2020_EN_03_24pagesLR_Optimized.pdf&ved=2ahUKEwjh1cyFkfuGAxUBRPEDHQaYAOcQFnoECA4QAQ&usg=AOvVaw3ocICRruzYEkHrfWJeudi4] 


The EUTF for Africa-funded WAPIS programme is in part a counter-terrorism initiative, aiming to “increase the efficiency of law enforcement agencies in tackling crime and terrorism” and setting out to use biometric data and “Integrate the necessary fingerprints-based identification capability to enable an accurate and reliable identification of criminals and terrorists”.[footnoteRef:12] New research published by PI in July 2024 entitled “When Spiders Share Webs: The creeping expansion of INTERPOL’s interoperable policing and biometrics entrench externalised EU borders in West Africa”, reveals that WAPIS, a policing programme with counter-terrorism objectives, is a prime example of mission creep as it also aims to restrict freedom of movement and “tackle the root causes of irregular migration” through border and migration management activities, thus blurring the lines between counter terrorism and migration control, and conflating securitisation with the data-driven tracking of certain populations across borders and to externalise the EU border, despite the wide scale adverse impacts on human rights that such activities may exact.[footnoteRef:13] [12:  INTERPOL, “WAPIS Programme” https://www.interpol.int/en/How-we-work/Capacity-building/WAPIS- Programme; INTERPOL, “WAPIS Newsletter August 2023” https://www.interpol.int/en/How-we-work/Capacity- building/WAPIS-Programme; INTERPOL, ‘Activity 2.18’ in “Support to the strengthening of police information systems in the broader West Africa region – Description of the Action”, Contract number: 390-579 (2021) ]  [13:  PI, “When Spiders Share Webs: The creeping expansion of INTERPOL’s interoperable policing and biometrics entrench externalised EU borders in West Africa” (2024) https://privacyinternational.org/report/5341/when-spiders-share-webs-unveiling-privacy-threats-eu-funded-interpol-policing-programme  ] 


Despite the potential human rights implications of such activities, these processes aimed at supporting counter-terrorism in non EU countries are sanctioned without the levels of transparency and oversight required. The EUTF for Africa has been put together hastily without due diligence procedures in place or consideration of the impact of these policies. The European Court of Auditors has found that, while it is a flexible tool for providing assistance, its objectives are too broad, and the Commission has failed to appropriately measure the extent to which it has met its objectives. Further, the Fund lacks key transparency and oversight mechanisms because the European Parliament is only currently an “observer”. The significant transparency and oversight concerns present a major threat to people’s human rights, security, and to democratisation in third countries.[footnoteRef:14] [14:  European Court of Auditors, EU trust fund for Africa: flexible emergency tool, but lacking focus, 5 December 2018, https://www.eca.europa.eu/Lists/ECADocuments/INSR18_32/INSR_EUTF_AFRICA_EN.pdf ] 


Further, the companies procuring the contracts funded under such programmes are left unsupervised to implement the projects as it best suits their business plans. Their priorities do not include the protection of the human rights. This is driven and sanctioned by these public funds that are distributed and spent with insufficient transparency or oversight throughout the process.

PI has tried repeatedly to obtain access to documentation about these contracts, but these were never made public, and so it has not been possible to know what, if any, oversight and accountability measures exist.
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