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Executive Summary

eeking to manage growing flows of migrants, the United States and European Union have dramatically

expanded their engagement with migration origin and transit countries, including in providing and

supporting the deployment of sophisticated technology to understand, monitor, and influence the
movement of people across borders.

In recent years, the U.S. government has deployed a host of tools and resources to address the unprecedented
immigration situation on the southern U.S. border, including the deployment of new technologies.! The U.S.
government is encouraging migrants, for example, to use the CBP One app to file paperwork from their home
countries—seeking authorization in advance for parole in the United States for certain eligible populations—
rather than applying upon arrival.? U.S. Customs and Border Protection (CBP) and U.S. Immigration and
Customs Enforcement (ICE) have deployed drones and utilized cell phone data to track and analyze the
movement of people across borders, as well as people already in the United States, and have dramatically
expanded collection of information about travelers both to and from the United States.?

Countries in Europe have also increasingly utilized technology to address the volume of migrants seeking to
enter their countries.* Frontex, also known as the European Border and Coast Guard Agency, relies heavily
on data collection from EU member states and non-EU partners, organizations, and open sources and has
established third-country partnerships, such as the Africa-Frontex Intelligence Community, to monitor
irregular migration and human smuggling.® Frontex also routinely deploys surveillance airplanes and drones
for real-time monitoring of land and sea borders and provides assistance to EU member states in their own
operations, which it is able to do remotely.® At the same time, the European Union has launched eu-LISA—the
European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom,
Security and Justice—which is meant to increase the interoperability of the European Union’s security, border,
and migration management systems.”
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Importantly, these efforts do not end at the borders of the United States or the European Union. Both have
increasingly exported migration management technologies to their neighbors, including some of the major
migration origin countries, expanding the spheres of U.S. and EU interest to include the movement of people
within their respective regions. In some cases, migrants are tracked long before they arrive at their ultimate
destination.®

Through two case studies of migration—(1) toward the United States from Central America and (2) toward
Europe from West and North Africa—this report analyzes the use and exportation of migration management
technologies by origin countries, as well as their motivations in doing so, including the growing influence

of destination countries. It then assesses the human rights risks associated with these uses and provides
recommendations for origin, transit, and destination governments as well as businesses supplying technology
for migration management.

As home, transit, and destination country governments continue to expand their use of technology—which

is highly likely—stronger guardrails against the misuse of that technology, and the data it generates, are
necessary. This could include domestic policy reforms, such as stronger up-front human rights due diligence,
as well as agreements among provider states on the appropriate bounds of the use of this technology.

As home, transit, and destination country governments
continue to expand their use of technology—which is
highly likely—stronger guardrails against the misuse of that
technology, and the data it generates, are necessary.
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Historical Deployment of
Technology in Migration
Management

overnments have been using available technology to track the movement of people across borders

for decades. However, the terrorist attacks of September 11, 2001, followed by successive migration

“crises” in Europe and North America, set the stage for more than two decades of rapid expansion of
technology to manage migration.® These technologies aim to reduce the burden on governments of monitoring
and processing an ever-increasing volume of people on the move while also enhancing governments’ ability
to understand who is moving and why. But this convenience comes with risks, particularly with respect to the
rights of migrants to control and manage their personal information, and the ability of governments to misuse
technology to violate privacy and other rights."°

Securing the Border

For destination governments—especially the United States and EU countries—border management and
immigration policy in the 2000s were viewed primarily through a national security lens, built to prevent
would-be terrorists from moving across international borders to carry out attacks. Technology deployment
followed this objective.

In the United States, the Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (PATRIOT)
Act and the Intelligence Reform and Terrorism Prevention Act of 2004 provided the legal framework for the
U.S. government to begin collecting biometric data from arriving visitors or immigrants, ushering in a new area
of information gathering and sharing. Beginning in 2002, the National Security Entry-Exit Registration System
(NSEERS) required noncitizen males from Muslim-majority countries to submit biographic information and
biometrics when attempting to enter the United States, and in 2004, data collection was expanded to include
migrants of all nationalities through the U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT)
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program." These systems were designed to ensure the U.S. government had visibility into who was seeking to
enter the United States and, in principle, when they would depart. This provided the legal framework for the
U.S. government to begin collecting biometric data from arriving visitors and immigrants, ushering in a new
area of information gathering and sharing.?

Europe took a similar approach, beginning after September 11 and ramping up following the Madrid and
London bombings in 2004 and 2005, with the EU Counter-Terrorism Strategy published in December 2005.

In 2015, the European Council approved additional counterterrorism measures specifically to secure external
borders. In 2004, Frontex was established to monitor external EU borders, thereby increasing security and
improving migration management.” The agency relies heavily on data collection and sharing from member
states through the European Border Surveillance System (Eurosur) and non-EU partners, organizations, and
open sources, to achieve its aims." It has established several third-country partnerships to monitor migrant
smuggling and human trafficking, including the Africa-Frontex Intelligence Community (AFIC), established in
2010." Under AFIC, Frontex currently runs five risk analysis cells—based in Ghana, Gambia, Niger, Nigeria, and
Senegal— intended to facilitate “the exchange of information.”¢ Frontex also routinely deploys surveillance
airplanes and drones for real-time monitoring of land and sea borders and provides assistance to member
states in their own operations, which it is able to do remotely.” Through eu-LISA, the European Union also
began to increase data sharing across security, border, and migration management systems, including existing
systems—such as the Schengen Information System (SIS), Eurodac, and the Visa Information System (VIS)—and
new systems currently being developed—such as the Entry/Exit System (EES), the European Travel Information
and Authorisation System (ETIAS), and the European Criminal Record Information System (ECRIS-TCN
system). One of the primary goals of this new approach is to help the institutions managing migrants to “detect
people who are hiding criminal or terrorist activities behind false identities.”'®

These approaches were not without criticism. The American Civil Liberties Union (ACLU) and other rights
organizations repeatedly challenged the Patriot Act in U.S. courts, citing violations of the First, Fourth, and
Fifth Amendments, including protection from unreasonable search and seizure and the right to due process."®
While these concerns applied to everyone, including U.S. citizens, NSEERS specifically prompted allegations of
racial profiling against migrants.?° In 2013, ICE began using a Risk Classification Assessment Tool for detention-
related decisionmaking. Although this technology allowed two decision choices to be made—detention

or release—the New York Civil Liberties Union discovered that ICE removed the release decision from the
automated process, leading to detention as the only possible decision.? Such manipulation is easier to execute
and more difficult to detect when hidden behind automated systems and algorithms. In Europe, the pervasive
surveillance of migrants—both those en route to Europe and those already residing there—has long also been a
major concern for rights organizations, as has Frontex’s close collaboration with countries with poor human
rights records.?

Volume Control

In the 2010s, the global scale of human mobility—including refugees, internally displaced persons, asylum
seekers, and migrants—increased exponentially to levels not seen since World War II, sparked by violent
conflict, political unrest, growing inequality, and the increasing effects of climate change. The devastating
conflicts in Syria, Afghanistan, and Iraq triggered dramatically increased migration to Europe between 2015
and 2016; more than one million people arrived in 2015 alone.? The Americas also experienced a marked
increase in migration during the 2010s, driven by struggling economies, worsening environmental conditions,
endemic violence, and political instability in parts of Latin America.? Destination countries accordingly
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expanded their technology focus to identify solutions to process the sheer volume of people moving across
borders more efficiently. This launched a new era of technology deployment among governments and
migration organizations.

In the United States, the Immigration and Naturalization Service, and later the Department of Homeland
Security (DHS), began using the Automated Biometric Identification System (IDENT) identity management
system to collect, store, and process biographic and biometric information from potential migrants attempting
to travel to the United States at 115 airports, 15 seaports, 100 land border stations, and 211 visa offices around
the world, as well as from some partner governments.? Six of the eight DHS component entities now collect
and use biometrics, including fingerprints, facial recognition, iris, voice, and DNA.? As of November 2020,
IDENT stored about 3.2 billion fingerprint images, 3.5 million iris pairs, and approximately 800 million face
images, totaling more than 260 million unique identities.?” Beginning in 2020, the DHS began to roll out the
Homeland Advanced Recognition Technology System (HART), a more sophisticated system that will include
biographic and biometric information for up to 500 million people and can collect additional data, including
voice prints and DNA profiles, if desired.? As a digital profile repository, HART’s enhanced capacity will enable
it to store, process, and manage multi-model biometric data as well as additional biographic information,
derogatory information such as warrants and criminal records, border encounter data, and personal
comments from DHS officials, including with some partner governments in Central America and Mexico.?
HART is designed for scalability, given the volume of data it is projected to store. The DHS estimated that it
would have more than 260 million profiles in the HART database by 2022.%°

Building on the 2009 Stockholm Programme, which asserted that “Technology can play a key role in
improving and reinforcing the system of external border controls,” EU countries have also adopted several
new technology-driven initiatives during this period.* In May 2015, the European Commission issued the
European Agenda of Migration, which proposed new measures to coordinate regional and national responses
to the so-called “migration crisis” and stressed coordinated migration management while also seeking to
address the root causes of migration.*? Technology featured as a key component within these policy responses,
compensating for the European Commission’s lack of authority to fully harmonize asylum and migration
policies across the European Union. The agenda further institutionalized this policy initiative by adopting
“smart borders” to manage irregular migration.*

Programs such as the European Union Emergency Trust Fund for Stability and Addressing Root Causes of
Irregular Migration and Displaced Persons in Africa (EUTF) were launched to provide assistance in migration
management to partner governments and to support economic development initiatives to promote improved
governance and prevent conflict.>* In October 2016, Frontex was officially launched, extending the reach of EU
border management beyond Europe’s physical borders. Within its Third Country Analysis Sector, Frontex has
established four key information-sharing partnerships: the Western Balkans Risk Analysis Network (WB-RAN),
the Eastern Partnership Risk Analysis Network (EaP-RAN), the Turkey-Frontex Risk Analysis Network (TU-
RAN), and AFIC.* For example, through its five risk analysis cells in Africa, AFIC employ local analysts trained
by Frontex.3¢

Pushing Borders Out

In the late 2010s and early 2020s, both the European Union and United States adopted a “neighborhood
approach,” establishing and expanding mechanisms for direct cooperation and coordination with migration
origin and transit countries.*” These destination countries have drawn an increasingly wide circle of interest;
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no longer satisfied to wait until migrants arrive at their borders, the United States and European Union
are increasingly monitoring and gathering data about migrants moving throughout their home regions.
In the Americas, this includes migrants moving throughout Central America and Mexico, while European
governments are particularly focused on migrants departing from Africa and the Middle East.

Among the primary goals of such approaches are formalizing the movement of migrations and minimizing
“irregular” migration, as articulated within policy frameworks such as the U.S. Strategy for Addressing the
Root Causes of Migration in Central America, released in July 2021, and the European Union’s New Pact

on Migration and Asylum, released in September 2020.3¢ These documents affirm a broad interest among
destination countries to regularize movement by tracking not just those attempting to cross their borders but
also those who may try to do so in the future. To achieve this broad understanding of migration patterns, the
United States and European Union rely on data collected by partner governments, often using technology
provided by or funded through U.S. and EU foreign assistance or security cooperation.

This border externalization has resulted in the United States and European Union promoting complementary
and interoperable systems throughout migrant source countries. Initiatives such as the United States’
Biometric Data Sharing Program Arrangements with Northern Triangle countries and the European Union’s
EUTF and mobility partnerships with African countries exchange technology transfers for data-sharing
arrangements, enabling information sharing about migration patterns and individual migrants.* Six EU data
systems—SIS, Eurodac, VIS, EES, ETIAS, and ECRIS-TCN—are being made interoperable, and a new European
search portal will “allow authorities to search multiple information systems simultaneously,” including a
biometric matching service that enables fingerprints and facial images to be cross-checked and a multiple
identity detector that will alert authorities to identity fraud.*® In exchange for this technology, some recipient
states sign data-sharing agreements that improve donor countries’ capacity to identify security threats but also
to identify who is moving where and when they are moving.

Origin and transit governments adopt this technology to serve their own perceived security, political, and
economic interests, with the understanding that destination governments will also benefit from its use. This
expanded use of technology—which not only tracks aggregate movements of people but also collects detailed
information about individual travelers—carries human rights risks that have only partially been addressed.

Home and Transit Country Participation

Migrant home and transit countries have their own motivations for adopting new technology and cooperating
with destination countries. Some governments believe they benefit from the institutional capacity
development that accompanies an influx of migration management equipment and training.* Security and
political elites also leverage donor interests to bolster agencies and organs of government they control, cherry-
picking the programs whose political and regional framing most align with their interests.*? Political leaders
often have their own interests in managing migration as well, as is evident in the Central America case study
below. Often, the interests of home, transit, and destination countries align, with each benefiting from the
regularization of movement and the political, security, and economic benefits it confers. Origin and transit
country governments have therefore in some cases proactively asked for support from external donors to
help improve their technical capabilities for population and border management, including technology for
domestic service delivery such as digital IDs.*
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Data Collected by Migration Management Technology

Biometric Data: unique physical characteristics tied to a person’s identity, including fingerprints, iris
scans, facial images, or other biometry that can be used to verify identity.

Biographic Data: personal information, such as name, address, gender, marital status, nationality, and
date of birth.

Entry-Exit Data: information such as a person’s name, travel document number, and biometric data, used
to monitor where and when people enter and exit a country’s borders.

Travel Documents: digital documentation or copies of identity documents issued by a government or
international entity that enable individuals to cross borders.

Geolocation Data: data from an electronic device that can be used to determine the physical location of a
person or object.

Aerial Imagery: aerial photography and imagery captured by remotely piloted aircraft.
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The Human Rights Risks

igration management technologies, which include biometric data collection and the use of artificial

intelligence (AI), carry inherent risk to the rights of migrants whose data or movement is being

collected and analyzed. The most salient risks include violations of privacy rights (including opacity
in how data is used), discrimination (including the potential for automation bias in data processing), threats to
physical safety, and difficulties in accessing remedies for violations that occur.*

Right to Privacy

The right to privacy is enshrined in the Universal Declaration of Human Rights, the International Covenant on
Civil and Political Rights, and in the foundational documents of regional organizations such as the European
Union.* Informed consent—defined as an “Agreement to an interaction or action rendered with knowledge of
relevant facts, such as the risks involved or any available alternatives”—is a consistent feature across domestic
privacy regimes.* Its applicability to noncitizens, including migrants, however, varies by jurisdiction and is
hotly debated.

The risks associated with the use of technology by unaccountable governments to surveil migrants have been well
established. The Business & Human Rights Resource Centre (Resource Centre) recorded 25 allegations of abuse
linked to these technologies around the world between July 2017 and July 2022.#” In 2020, the Department of State
issued due diligence guidance to companies seeking to export surveillance technology, urging them to follow a risk
assessment process in line with the UN Guiding Principles on Business and Human Rights to prevent their products
or services from being misused by governments to commit human rights abuses.*® The scale of abuse of these
technologies is so widespread that in August 2021, following a broad investigation, a group of UN experts called for a
“global moratorium on the sale and transfer of surveillance technology” until an international regulatory regime is
in place to ensure compliance with human rights standards.*
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Only a subset of the information-gathering technology shared by destination governments and used by home
and transit governments technically falls into the category of surveillance technology. However, the data-
collection tools used by these governments in the migration management space bear many similarities in
terms of risk profile, including the collection of sensitive personal information, difficulty in securing informed
consent for its collection or use, and opacity in how it is stored, shared, and used by both the collecting and
partner governments.

In July 2022, the Resource Centre conducted a survey of 24 companies that were alleged to have sold
surveillance technologies to countries in the Middle East and Nort Africa (MENA) region for use in migration
management to find out what, if any, human rights safeguards companies had put in place.’® None of the

24 companies, including the 5 companies that responded to the survey, disclosed which governments they
had supplied technology to, or which technologies they provided. Only a handful of companies reported
carrying out human rights due diligence in advance of providing technology to governments (none disclosed
their actual due diligence policy) or consulting with affected stakeholders from civil society, including
representatives from migrant communities. In additional research commissioned by the Center for Strategic
and International Studies (CSIS), the Resource Centre surveyed abuses associated with the use of technology
for migration management in 12 identified countries in Central America and West and North Africa. In
response to CSIS’s request, the Resource Centre identified 10 instances where companies sold technology to
governments that had previously used similar technologies to facilitate human rights abuses.

In North Africa (7 of the 10 identified instances), six cases of concern were related to surveillance technologies
that can be used to monitor—and therefore intercept and detain—migrants. Civil society organizations report
that migrants intercepted and returned to North Africa using this surveillance technology have been abused
by local authorities upon arrival.” They have also alleged that the Libyan government has used surveillance
technology provided to prevent irregular migration instead to crack down on dissent. These allegations repeat
a troubling history; in 2007 and 2001, companies sold surveillance technology to the Gaddafi regime, which
in turn used it to track dissidents who were later tortured.*? In 2022, one company’s former CEO was charged
with “complicity in acts of torture” in French court as a result of these ties.

In the Northern Triangle (3 of the 10 cases identified by the Resource Centre), concerns centered around

the use of biometric identity systems and the potential those technologies have to violate migrants’ right to
privacy. These cases primarily involved technology transfers and U.S. funding to Mexico, which was given with
the expectation that data collected would be shared. Migrants passing through these data collection points
may not be aware of why their data is being collected, how it will be used, when (f ever) it will be deleted,

and who it is being shared with.>* They often cannot access their own data. In other cases, access to aid
requires utilization of technologies that collect highly personal data.>® Concerns about privacy have increased
as governments have expanded the collection of migrant data from basic biographical information to detailed
biometric data and created systems capable of collecting even more intrusive information such as DNA.

Right to Nondiscrimination

The right to nondiscrimination is implicated in governments’ use of algorithmic systems to help manage
migration. Al can be used to discern additional personal information about individuals, infringing their right
to privacy as well as facilitating government identification or targeting of populations based on traits such

as ethnicity, sexuality, political orientation, and health. (For example, if an airline passenger repeatedly
requests special assistance, automation processes can be used to determine whether this individual has health
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issues.)* Some uses of Al carry greater risks than others. For example, software to help aid organizations
more accurately predict large population movements in order to more efficiently distribute resources carries
less risk than the use of Al tools to evaluate individuals’ visa applications or claims to asylum. Additionally,
European governments have started to input their displacement and migration data into machine learning
algorithms to forecast how events such as wars, conflicts, and pandemics will impact the number of asylum
applications.”” However, when carried out without adequate human rights due diligence and mitigation
measures, even these uses can contribute to abuses. All uses of Al require an assessment of human rights risks
and plans to mitigate and remedy any potential violations.

A November 2020 report by the United Nations Special Rapporteur on Contemporary Forms of Racism, Racial
Discrimination, Xenophobia, and Related Intolerance found that “Governments and non-State actors are
developing and deploying emerging digital technologies in ways that are uniquely experimental, dangerous

and discriminatory in the border and immigration enforcement context,” particularly with respect to

border processes that rely on machine learning, automated decisionmaking, and predictive analytics.’® Most
governments’ immigration and refugee decisionmaking processes rely to some extent on the judgment of officials
to interpret the applicability of eligibility criteria and, in particular, to assess credibility. However, automated
immigration processes can introduce additional biases or replicate and exacerbate biases already embedded in
immigration systems, as has been well-established with the use of some facial recognition systems.*

In 2021, the European Union Court of Justice called for greater transparency in the iBorderCtrl project, an
EU-funded experiment seeking to digitalize border management using automated lie detection by combining
biometric verification, deception detection, document authentication, and risk assessment.® Several
organizations, lawmakers, and human rights groups voiced concerns over the technology’s ability to fairly assess
people’s intentions when migrating as well as its potential for discriminating and racially profiling travelers.®
Building on iBorderCtrl’s work, the TRESSPASS project, funded by the European Union’s Horizon 2020 program,
tried to create a “multimodel border crossing risk-based security solution” that can be used for land and airport
border control.®? TRESSPASS indicated that the use of behavioral analysis technology during interviews with
border and customs officers potentially increased the correctness of interview outcomes. However, many
questions remain regarding the ethical implications of these technologies, such as their ability to accurately
assess human behavior across people and their different identities. The German and Turkish governments have
also tested speech recognition technologies to detect migrants’ countries and regions of origin. In Germany,

the Asylum Act authorizes the use of technology that can identify an individual’s dialect, but only with the
individual’s consent. In Turkey, the director general for migration management received EU funding to create

an Al-based language analysis system to identify Uyghur and Uzbek speakers.® Similar to German efforts, the
Turkish Al-based accent recognition system accurately determined dialects in only up to 70 percent of cases.**

In addition to posing risks, technology can be used to safeguard human rights. For example, some
governments have started to review Al models to uncover and minimize bias and discrimination. After facing
backlash from its own efforts to use algorithms to process visitor visa applications, the UK government now
requires all public sector agencies to conduct an impact assessment and record any potential or anticipated
bias due to Al decisionmaking prior to using it. The agencies must also document all uses of algorithms

and continue to monitor the outcomes of these algorithms once they are implemented; if the data show
unintended biases compared to real-world data, the algorithms can be altered to achieve more equitable
outcomes. Using well-trained AI decisionmaking, governments can detect biases in visa and other screening
processes and then decrease their prevalence.
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Right to Life, Liberty, and Security

Technology has also been used to facilitate other abuses of migrant rights. In particular, migrants’ rights to
“life, liberty, and security of person” are put at risk when they are subject to arbitrary detention or placed

in dangerous conditions as a result of the deployment of technology.5® For example, law enforcement and
intelligence services increasingly use algorithms and facial recognition technology to determine who should
be subject to detention.®® These uses of technology create clear risks for migrants in both the United State and
Europe. Since the U.S. government began using more technology to secure the United States-Mexico border—
including introducing Al-driven surveillance towers and drones—migrant deaths along the border have actually
significantly increased as migrants seek out the smaller number of unmonitored routes, which are more
remote and challenging to navigate.®” In the Mediterranean, drones and other surveillance technology increase
the number of ships carrying migrants intercepted before they reach European waters and return them to
Libya where migrants are known to be subject to detention in inhumane conditions.

Access to Remedy

Access to remedy is often used to justify the assumption of human rights risk, including in the case of privacy
concerns related to data collection and sharing. However, access to remedy is particularly difficult in the

case of human rights violations related to technology for migrants. The lack of transparency in how data is
collected and used, the transitory and sometimes undocumented status of the victims of violations, and the
gaps in national and international law to clarify these rights combine to make the possibility of remediation
remote at best.®® Attempting to access remedy for even serious violations can be costly and time consuming;:
on January 24, 2023, a group of 21 migrants sued the U.S. government over a November data leak that caused
personal information of more than 6,000 migrants being held in detention facilities to be posted publicly

on the ICE website, exposing the names, nationalities, and locations of these migrants, some of whom were
asylum seekers fleeing torture and persecution.®® The leak, the plaintiffs claim, has put their short- and long-
term safety at risk and is an example of the possible consequences of collecting and storing highly sensitive
data. The case will likely take years to adjudicate.”® Data-sharing agreements between the United States and
the governments of Mexico and Guatemala (described in more detail in the case study below) rely on an
assumption of access to remedy through direct appeals to the relevant government agencies in each country to
mitigate relevant human rights risks. However, there is little publicly available data on how often remediation
has been attempted or secured, making it impossible to assess the validity of this assumption.
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Use Cases of Migration
Management Technology
in Central America and
West and North Africa

n order to better understand the relationships between origin, transit, and destination countries in their

decisions about use of technology, the study team identified two case studies where these relationships

are already well developed: the migration corridors between Central America and the United States, and
between West Africa, North Africa, and Western Europe.

In both cases, destination countries have increased their engagement with origin and transit countries to
better anticipate, deter, and stop the movement of irregular migrants, including providing technology and
training to do so. In the Americas, much of this effort is undertaken by law enforcement-oriented agencies,
including the DHS and the Department of State’s Bureau of International Narcotics and Law Enforcement.

In Europe, much of the funding for capacity building on technology comes from the EUTF. In the Americas,
data sharing between the United States, Mexico, and Northern Triangle countries is emerging as an important
component of this relationship; although nascent, there is a growing expectation that data collected on
individual migrants moving through Central America will be accessible to U.S. government agencies. In West
and North Africa, this expectation has yet to emerge, though it may in the future. In that sense, lessons learned
from the experience in the Americas may be useful for governments and civil society organizations in West
and North Africa as well.

Case Study: The Northern Triangle, Mexico, and the United States

This case study reviews the approaches to migration-related technology in Mexico and the Northern Triangle
countries of Guatemala, Honduras, and El Salvador, as well as cooperation among these countries and with
the United States, as the region’s major migrant destination country, on data sharing and other migration
technology issues.
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REGIONAL MIGRATION TRENDS

Over the last 30 years, migration from the Northern Triangle countries to Mexico and the United States has
accelerated, fueled by economic instability, political crises, and systemic violence. Since 2014, over two million
people have fled El Salvador, Guatemala, and Honduras traveling north in search of new opportunities.” Many
seek to reach the United States—in fiscal year (FY) 2022, CBP had more than 2.3 million encounters at the U.S.
southern land border with Mexico, including 521,000 foreign nationals from the Northern Triangle countries,
including 199,000 Hondurans, 228,000 Guatemalans, and 93,000 Salvadorans.™

Over the last 30 years, migration from the Northern Triangle
countries to Mexico and the United States has accelerated, fueled
by economic instability, political crises, and systemic violence.

However, Mexico is no longer just a transit point for migrants on their journey to the United States; it has become
one of the world’s most popular destinations for asylum seekers and other migrants. The 2020 Mexican census
identified 1.2 million people in Mexico who were born in another country, up 20 percent since 2020, while

only 15 percent of the international migrant population in Mexico indicated they were heading to another final
destination country.” In 2021, nearly 130,000 people applied for asylum in Mexico—the third-highest number of
any country in the world, and more than 100 times the figure for 2013.%

The vast majority of these migrants arrived in Mexico via its southern border with Guatemala, many from
neighboring Northern Triangle countries and others coming from as far away as Cameroon. Under the Central
American Free Mobility Agreement, citizens from the Northern Triangle countries and Nicaragua do not require
a passport or visa to move within the Central America region, and travelers and migrants have been able to cross
borders with only an official ID.”” However, because migrants from the Northern Triangle countries do require a
visa to enter Mexico, most enter the country through unofficial channels with undocumented status.

REGIONAL APPROACHES TO MIGRATION MANAGEMENT AND POLICY ALIGNMENT
The U.S. government’s desire to stem the flow of migrants across its southern border has led to a widening
circle of interest in migration flows throughout the region, including migrants moving through Central
America and Mexico, with an aim to detect patterns and deploy prevention strategies long before migrants
arrive at the United States’ southern border. This approach has driven the United States to expand its
engagement with regional governments on migration management, including supporting the deployment
of new technology. In July 2021, the Biden administration released its Collaborative Migration Management
Strategy, which seeks to create a regional framework for “safe, orderly, and humane migration” in North
and Central America.” The strategy includes secure borders and humane border management as key lines
of effort, which involves providing support for modernizing border infrastructure and technology in Mexico
and the Northern Triangle.

Due to the volume of migrants who now see Mexico as their final destination, interests are aligning between the
United States and Mexico. Both governments realize the efficiency gains of better managing Mexico’s 541-mile
southern border with Guatemala compared to the challenge of managing its 1,951-mile northern border with the
United States. Former assistant secretary of state for the Bureau of International Narcotics and Law Enforcement,
Ambassador William Brownfield, stressed in a 2018 interview that “from the U.S. side, we accepted and understood
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that it is a lot easier, cheaper and more efficient to manage migrant flows from Central America to the U.S. at
Mexico’s much smaller southern border than at our longer and more complicated [U.S.-Mexico] border.””

Due to the volume of migrants who now see Mexico as their
final destination, interests are aligning between the United
States and Mexico.

Upon taking office in 2018, Mexican president Andrew Manuel Lopez Obrador advocated for a coordinated
approach to the migration surge among governments to its north and south, with a particular focus on
addressing the root causes of migration. However, record-setting arrival figures and pressure from both domestic
constituencies and the U.S. government soon led to a narrowing in focus toward stemming the flow of migrants
into Mexico and on to the United States.” The June 2022 announcement that Mexico would spend $1.5 billion in
border infrastructure between 2022 and 2024, complementing the $3.4 billion included in the U.S. Bipartisan
Infrastructure Law for construction and modernization products at the border, is one component of this
approach, but it is not the only one.”™

In implementing an approach to border management that emphasizes law enforcement, the Mexican
government has deployed new resources to prevent migrants from entering the country illegally, as well as to
process and manage those who do enter Mexico. Much of this response has been focused on a surge of more
than 12,000 personnel to Mexico’s southern border, though the government has indicated it will ramp up its
focus on technology as well.*° This includes investments already made in biometric identity management (at
the border and at detention centers) as well as drones and other technology to monitor Mexico’s borders with
Guatemala and El Salvador.®

This assertive ramp up of security has come at a cost. As The Guardian reported, “Human rights activists say
soldiers, police officers and immigration officials are . . . guilty of crimes against migrants, ranging from robbery
to extortion and kidnap for ransom.”®? It has also had the unintended impact of pushing migrants toward
evermore dangerous—and less-monitored—routes in order to avoid detection. This has led to an increasing
number of deaths due to exposure to the elements.

Regional governments are taking other steps to enhance their use of technology in managing migration as

well, many at U.S. urging. In El Salvador, the government established a border patrol with support from the
Department of State’s Bureau of International Narcotics and Law Enforcement Affairs—the only one of the three
Northern Triangle countries to have done so—and it is focused on monitoring irregular crossing points on the
borders with Honduras and Guatemala. In Honduras, despite worsening relations with the United States, the
government has set up 12 additional checkpoints along migratory routes as a deterrent to irregular migration and
is also investing in facial recognition technology to be implemented at the new Comayagua International Airport,
scheduled to serve about 1.5 million people each year.®® Countries also engage in international cooperation
initiatives, such as the Joint Border Intelligence Group (GCIF), which enables participant countries to share their
criminal databases and records with CBP and U.S. law enforcement in order to track and monitor the movement
of gangs and criminal groups across and along the U.S. border.®* The GCIF personnel come from El Salvador,
Guatemala, Honduras, Mexico, Canada, Australia, Spain, and the United States.
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U.S.-MEXICO COOPERATION IN BIOMETRIC IDENTITY MANAGEMENT IN MEXICAN
IMMIGRATION DETENTION CENTERS

As part of the U.S. Southern Border Plan, the Department of State’s Bureau of International Narcotics and Law
Enforcement provided Mexico with $3.5 million in mobile kiosks for collecting biometric and biographical data
to be used by Mexico’s Instituto Nacional de Migracion at migrant detention centers.3 This biometric equipment
was installed in each of Mexico’s 52 long- and short-term migrant detention centers and has the ability to

collect fingerprints, iris scans, and identify features such as tattoos and scars.®® While the program does not
collect information on Mexican citizens, by August 2018, it had gathered significant amounts of information, for
example, data on more than 30,000 migrants at detention facilities in Tapachula, in southern Mexico, and at
Iztapalapa, in Mexico City.*

The kiosks were designed to sync with U.S. databases, helping both governments identify migrants who may be

wanted by law enforcement. However, the initial system worked poorly. According to press reporting, the initial

data sharing moved only in one direction—toward the United States—and the systems were slow to operate, though
recent updates have made them more efficient and increased data sharing in both directions. According to U.S.
officials, the program’s goal is to “have the capability to screen every migrant taken into custody in Mexico.”*®

Beyond the sharing of equipment and training of security forces, the United States has expanded its sharing
of biographic and biometric information with foreign governments, both in the Americas and with other
partner governments. Through bilateral agreements with visa waiver countries, multilateral agreements

with strategic partners, and the Biometric Data Sharing Program (BDSP), the United States is receiving data
collected by partner governments and entering it into the IDENT system (soon to transition to HART).® This
includes information collected by foreign governments in the course of both law enforcement operations and
immigration-related actions.

As early as 2011, the United States and Mexico agreed to cooperate on immigration-related information
sharing. A series of agreements in 2011, 2013, and 2017 established a system for exchange of biometric
information on migrants moving to and through their countries.®® In 2019, this cooperation extended to signed
agreements between the DHS and the governments of Guatemala, Honduras, and El Salvador to exchange
biometric data and biographic information.® These efforts have borne some fruit: according to the Department
of State, “Since January 2021 this and other border security programs have resulted in . . . a tripling in the
number of migrants checked against U.S. criminal and terrorist databases.”®?

While much of the focus of these data exchanges is on preventing criminal or terrorist activity by identifying
potential perpetrators attempting to enter the United States, programs in the Americas include an explicit
intent to use the data to better understand and manage migration, including through collecting data on
migrants not suspected or accused of committing crimes. For example, one stated purpose of the BDSP is to
receive “fingerprint submissions from Mexico to help clarify migration patterns within that country potentially
affecting the United States.”*

WORRYING GAPS IN THE SYSTEM

In privacy impact assessments undertaken for the IDENT and HART systems, the DHS addressed numerous
risks associated with the collection, storage, and use of biometric information by migrants. With respect to data
sharing with partner governments, the DHS acknowledges that it is “difficult . . . to externally impose the same
controls that govern the data internally” and points to audit and redress provisions implemented by partner
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governments to mitigate these risks. As noted above, access to remedy is particularly important in respect to
abuses related to the collection and use of private data, especially for migrant populations. Absent regular
monitoring and transparency in the use of redress mechanisms, including the disposition of cases, it is difficult to
assess how successful these partnerships have been at preventing and mitigating human rights abuses.

Case Study: West and North Africa and Europe

This case study reviews the approaches to migration-related technology deployment adopted by governments
in West and North Africa. It has a specific focus on Senegal, as an origin and transit country, and Morocco, as
a main transit country for migrants seeking to enter Europe, though the lessons are likely relevant to other
similar countries. It also examines the cooperative relationships between these countries and the European
Union and its member states. The case study explores areas of potential concern, including whether and how
human rights are considered as part of these efforts.

REGIONAL MIGRATION TRENDS

There is a strong pattern of regular and seasonal labor migration among North and West African countries and
from West Africa to Western Europe through North Africa. In 2022, EU member states reported 133,748 irregular
border crossings on the Western and Central Mediterranean migration routes, representing 75.7 percent of

the detected irregular crossings that year.* As a result, there is a strong incentive for African countries and the
European Union and its member states to cooperate in monitoring and managing migration, particularly with
respect to migrants seeking to enter Europe. Technology plays an important role in that relationship.

EUROPEAN APPROACHES TO MIGRATION MANAGEMENT
The European Union and its member states provide African governments with financing, training, and direct
technology transfer to support their management of migration flows.

Although migration agreements existed prior to the “crisis,” the November 2015 Joint Valetta Action

Plan (JVAP) initiated a new period of cooperation between European and African leaders on migration
management.” Participants in the Valletta Summit established the EUTF to improve stability and address the
root causes of irregular migration and displaced persons in Africa. With border management being one of the
EUTF’s core objectives, this mechanism has facilitated a significant transfer of funds, equipment, and training
to support border security projects across West and North Africa. To achieve this objective, EUTF funding
has concentrated on establishing and building upon the capacity of institutions in Sahelian and West African
states, specifically through technological advancement.

For example, the EUTF Border Management Programme for the Maghreb region, which primarily focuses on
Morocco and Tunisia, is a €55 million ($58.8 million) effort to “mitigate vulnerabilities arising from irregular
migration and to combat irregular migration.”®® The 2013 EU-Moroccan mobility partnership agreement lays
out a framework for the European Union to provide technical and financial support to Morocco for irregular
migration management. An objective of the integrated border management system in Morocco is to develop a
robust information technology infrastructure that collects, archives, and identifies migrants’ biometric data.
The initiative also aims to strengthen the Moroccan government’s surveillance, intervention, and internal
communications capabilities by providing aerial technologies and other mobile units.

Additionally, in 2016, the EUTF began funding the West Africa Police Information System (WAPIS), which was
established in 2013 to “provide local law enforcement authorities with national police data systems allowing
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them to create, manage, and share files” to counter transnational crime and terrorism.?”” WAPIS is currently
financed under the 11th European Development Fund mechanism and is being implemented in 16 West
African countries by Interpol.®® At the national level, Interpol supports the digitalization of law enforcement
data and the management of national police data. Interpol is also facilitating the integration of biometric data
into national WAPIS systems through the Automated Fingerprint Identification Systems (AFIS) to overcome
challenges related to misidentification, identity fraud, and “generally weak civil registry and identity
systems.”®® AFIS technology is being developed by Thales Group—a technology company partially owned by
the French government—which is linking fingerprints with face and iris recognition data.!*

Under the national WAPIS Programme, local law enforcement databases are connected to Interpol’s global
databases through its 1-24/7 system. Participating governments, including Senegal, and Interpol signed a
memorandum of understanding that links national WAPIS databases to 1-24/7. While this link is not direct

and countries have ownership over police data, interoperability between databases is clearly the end goal

for the European Commission. For example, two of the key objectives of AFIS are to “wherever feasible”
connect with national WAPIS databases and 1-24/7 and to “allow interfacing with other relevant databases,”
including migration management databases such as the U.S.-funded PISCES and the International Organization
for Migration’s Migration Information and Data Analysis System (MIDAS).!”! While there are legitimate law
enforcement concerns related to human smuggling and weapons trafficking, there is limited transparency on
when, how, and to whom data is being shared, and whether migrants across the region understand the ways
in which their biometric data is being shared faster than they are traveling. In fact, it is unclear if human rights
concerns were even considered during initial design and funding of the AFIS, WAPIS, and 1-24/7 systems.

DRIVERS OF SENEGALESE AND MOROCCAN MIGRATION PRIORITIES

In part because of the economic benefit that migration brings to Senegal (primarily through remittances),
the Senegalese government does not seek to restrict migration flows. It is, however, focused on making
sure migration occurs in a safe and regular manner. For its citizens abroad, a major focus of the Senegalese
government is successful repatriation of citizens who are stranded abroad in places such as Libya, where
imprisoned migrants are frequently held in inhumane conditions and even tortured.!°?

Migration management technologies are also useful for Senegal to achieve its goals of stronger regional integration.
In October 2016, Senegal became the first country in the Economic Community of West African States (ECOWAS) to
launch biometric ID cards for citizens.!® In 2017, the EUTF allocated €28 million (about $30 million) to a biometric
identity system in Senegal that can be used for migration management and general identification services.'* These
systems collect personal information and physical characteristics, such as fingerprints, face data, and iris scans, to
then link these data to an identity card or number.'® The project’s stated goal is to provide recognition of identities,
an objective backed by Senegal’s national migration policy, which aims to modernize public administration and
improve the reliability, coherence, and useability of migration data while promoting national data sovereignty.'*

For its part, Morocco has leveraged its geostrategically important location to exert outsized influence on

the policies of the European Union and beyond. The presence of the Spanish cities of Melilla and Ceuta on
the African continent means that there is a land border between the European Union and Africa (and more
specifically Morocco). Meanwhile, citizens of many African nations, including Senegal, can travel to Morocco
visa-free. That means that migrants wishing to enter the European Union can get all the way to the border of
Spain through regular channels. If they manage to cross the land border into Melilla or Ceuta, they can then
travel throughout the Schengen Area without going through any border controls. For some migrants, this is a
particularly attractive option compared to more perilous sea routes.
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For the European Union (and Spain in particular), this reality means heavy investment in guarding its land borders
and supporting Morocco to do the same; in 2018, Morocco deployed 13,000 personnel along its borders, spending
about €102 million ($109 million)per year in border management.!” Morocco generally cooperates with Spain to
patrol these borders, but a dispute in 2021 over Morocco’s claims to Western Sahara soured relations between the
two countries. In an apparent retaliation, Moroccan authorities allowed about 10,000 migrants to cross into Ceuta
unimpeded.'®® While this particular incident was not directly related to the technologies the two countries use to
control their borders, it suggests a willingness to selectively deploy migration management efforts in a way that uses
migrant access to Spain as a bargaining chip in conversations on other geopolitical issues.

THE EUROPEAN OMBUDSMAN RULING ON HUMAN RIGHTS DUE DILIGENCE BY
THE EUTF

The EUTF is a large-scale EU mechanism developed to provide technical support to address migration to Europe
from African countries.'® It does so by deploying mainly development and humanitarian funds to support partner
governments in a range of migration-related issues, both in addressing root causes such as economic insecurity and
in tracking and monitoring migrants.

The latter component—tracking and monitoring—has resulted in a large investment of EUTF support for the
adoption of new technology by governments in West and North Africa. In 2019, for example, the European
Union reported that it supported the rollout of online civil registry systems and biometric databases for travel
and identity documents in Senegal, Mali, Cabo Verde, Guinea, and Cote D’Ivoire."° In Niger, the EUTF provided
€11.5 million ($12.3 million) to support the deployment of surveillance drones, cameras, and software, along

with technology to monitor mobile phones.™ Countries also provide training assistance on online surveillance

techniques, both through the EUTF and other mechanisms, including how to access and analyze individuals’ cell
phone and social media data.

In November 2022, in response to a complaint filed by six civil society organizations, the European
Ombudsman found that the EUTF maintains an obligation to carry out human rights due diligence to

assess risks associated with its projects and failed to do so with regard to its migration-related assistance in
Africa."? Although some projects, such as the Border Management Programme for the Maghreb, included
acknowledgments of the obligation to “promote, respect and protect the human rights of individuals at the
border” and committed to work toward standardization of border procedures in alignment with international
standards, the European Ombudsman found no indication that human rights impact assessments were
conducted during the development of the program and that in only a handful of cases were specific risks

and corresponding mitigation measures identified in the program documents.!* Importantly, the European
Ombudsman also found no record that external stakeholders, such as civil society organizations that would
be in a particularly strong position to identify human rights risks, were consulted in the design of the projects.
While the European Ombudsman does not have the authority to impose changes on the EUTF’s process, she
issued a strong recommendation that the European Commission’s “guidelines concerning the evaluation of EU
Trust Fund projects . . . require that an assessment of the potential human rights impacts of projects” and that
those results “be presented together with corresponding mitigation measures.”!
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In November 2022, in response to a complaint filed by six
civil society organizations, the European Ombudsman
found that the EUTF maintains an obligation to carry out
human rights due diligence to assess risks associated with
its projects and failed to do so with regard to its migration-
related assistance in Africa.

POLICY ALIGNMENT AND NONALIGNMENT

The European Union and Senegal have differing overall incentives to deploy migration management
technologies. They look at the questions of data collection and sharing specifically through different
lenses. Europeans want access to the biometric data in Senegalese databases in part because it could help
them identify terrorists and other bad actors and in part because it could assist them in identifying, and
eventually deporting, irregular migrants. Senegal’s goals are to facilitate safer and more legal pathways for
its citizens to travel and work abroad.'

The Senegalese government has welcomed EU financial and technical assistance but has not shared

the data it collects with other governments, in part due to a lack of informed consent from citizens to
share it when it was collected. Interviewees in Dakar did raise concerns with the authors that private
contractors involved in developing the national ID database would have had the ability to access and copy
personal data, though no information is available to suggest this has occurred. An additional concern

was voiced about the personal data of applicants for European visas. Embassies of many European
countries utilize private companies to process visa applications. In Senegal, for example, the embassies
of eight EU nations, China, and five other countries utilize VFS Global, a private company that handles
visa- and passport-related tasks, and eight EU and three non-EU countries do the same in Morocco."¢ VFS
Global claims to adhere to the security and data protection regulations of all client governments, and
according to their website, the company “does not store any personal data related to a visa application”
and purges all collected data from their systems “30 days after a case is closed or as directed by client
governments.”'” Access to personal data is also restricted to individuals authorized by client governments.
Despite these safeguards, concerns remain about having a third-party private company collecting and
handling sensitive citizen data. The question of with whom the embassy shares data is also a sensitive one
for migrants. Particularly in cases where an individual applies for a visa and is rejected, if that individual
later tries to migrate irregularly, there is a concern that if they interact with other government agencies
(in transit and in the destination country), they will be identified and deported.

While EU and Senegalese incentives may be different, they can lead to areas of cooperation. The
protection of migrant rights should be one such common denominator, but this is not always the case.
For example, international organizations have warned that national biometric identity systems could
be connected with return case management systems (RECAMAS)—electronic registers which allow EU
member states to submit applications for migrant deportation, including by cross-referencing EU data
with that of the intended state of return."® What happens in Senegal could set a precedent for other
countries in the region that choose to adopt these systems.
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WORRYING GAPS IN THE SYSTEM

The authors of this report did not find many public allegations of abuse of migration management
technologies by Senegalese, Moroccan, or European governments. However, several gaps in the system
remain that will require vigilance to ensure that technologies are deployed for their intended purposes and
according to human rights protection principles. The most potentially troublesome of these gaps relates to
the protection of interoperable and regional databases with sensitive biometric data. There is also the concern
that technology intended to monitor migration, such as drones, biometric databases, and spyware, could be
abused and repurposed to keep tabs on journalists, political dissidents, and opponents.'?
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Recommendations

he potential benefits of using technology to more efficiently monitor and manage migration must be

carefully weighed against the attendant human rights risks. Some nongovernmental organizations have

argued strongly for a moratorium on the use of most or all advanced technology in this space. Others,
including the European Commission via the Artificial Intelligence Act, have focused on a ban on the use of
specific products such as facial recognition software, both by private and public entities, unless and until
additional safeguards are in place.'?® Despite these calls, most governments continue to test and deploy these
technologies. With that reality in mind, the following recommendations provide a path for governments to

deploy migration management technology, develop expertise, fund new initiatives, and share data with greater
attention to and mitigation of inherent human rights risks.

1. Mainstream the conduct of regular upstream and downstream human rights due diligence for
each potential project involving migration-related technology.

= Evaluate the human rights records of companies providing hardware, software, and services for
any project.

= Assess the human rights risks associated with the use and misuse of the technology by the specific
partner government and different migration contexts.

= Constantly evaluate how technology is being used in practice by partner governments, including
through human rights risk assessments and evaluation of complaint and remedy mechanisms.

2. Develop a consistent and comprehensive approach to due diligence for migration-related
technology engagement across departments and agencies (in the case of the United States),
member countries (in the case of the European Union), and international partnerships.
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= In the United States, multiple departments and agencies engage in migration-related sharing of
technology, capacity-building expertise, and data, including the Department of State, Department
of Homeland Security, and the U.S. Agency for International Development, and each agency
deploys its own approach to human rights due diligence (for this and other sectors)®. There is
no government-wide policy on best practices for government agencies and private companies on
the use of the relevant technologies in the migration space. Development of such guidance could
be extremely helpful in addressing a range of human rights risks, not just privacy, and could also
draw significantly on the Department of State’s 2020 guidance to companies seeking to export
surveillance technology.

= The European Ombudsman’s report (see “Data Collected by Migration Management Technology”
text box) on the EUTF showcased similar deficiencies across EU member states and responsible
EU agencies. Though the focus of that report was on the lack of human rights due diligence at the
design and initial implementation stages of EUTF projects, policymakers should also incorporate
regular assessments, ideally in collaboration with civil society, after technologies are deployed.

= Although each data-sharing partner will be deferential to its own laws and regulations regarding
data privacy, partners should agree on a minimum floor of protection for all data, including data
security standards and human rights protections, in line with international norms. This includes
agreements on collection of the minimum amount of data necessary for the intended use, storage
for only the necessary amount of time, and a common understanding of informed consent
standards. Specifically, a clear understanding should be adopted among all partners about what
privacy standards apply to noncitizens in each data collecting country, as these are often vague
or differ significantly from the standards applicable to citizens. In some respects, the forthcoming
Export Controls and Human Rights Initiative, expected to be announced by the United States and
eight partner countries at the 2023 Summit for Democracy, could provide a forum and template for
cooperation on this issue among some destination, origin, and transit countries.

3. Create structures to involve affected stakeholders from civil society, including migrant rights
organizations, in program design and execution, as well as assessment, monitoring, and
evaluation efforts.

» The deployment of migration management technology is usually approached as a law enforcement
exercise. However, the majority of individuals who encounter or are impacted by these technologies
are neither criminals nor suspected terrorists; they are people seeking to move through regular
or irregular channels across international borders. Incorporating the experiences and expertise of
stakeholders that work with these populations into the design of migration monitoring and analysis
programs can both increase the effectiveness of the deployment as well as the likelihood that
programs are designed and carried out in a rights-respecting manner. Such an approach can also
increase the use of available remedy mechanisms by populations negatively impacted by technology.

4. Increase transparency in how technology is being deployed and its impacts.

= Although some uses and outcomes of technology in migration management involve sensitive law
enforcement or national security information and should not be shared publicly, other information
does not share these risks. Examples include aggregative information on data being transferred
between partner countries and the number and disposition of complaints and requests for remedy.
This information can help migrant rights organizations assess risk and deploy tools to help migrants
understand and protect their rights.
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