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To UN Special Rapporteur on Foreign Debt 

Russian Aggression against Ukraine, Financial Obligation and Digital Systems 

Our Association of Reintegration of Crimea (ARC)1, is non-governmental expert and 

human rights organisation2, our expert researches are related with human rights and 

humanitarian issues, including their fundamental rights, informational rights, right to 

development, also as with issues of the transitional justice for Crimean peninsula, with 

relevant humanitarian, informational, economic, social and financial impacts.  

Since 2020 we sent more than 50 submissions and proposals to UN human rights’ 

strictures, major part of them were published in the official web-sources. Our experts 

researched the issues of financial obligations and relevant activities on the Russia-occupied 

territories3.  

1. As it is well-known, since 24th of February 2022 Russia committed broad and open 

military aggression to all Ukraine’s territory from own territory, occupied Crimea, Belarus, 

Black and Azov seas against Ukrainian mainland. Due last three months of fights Russia 

occupied some territories of Donetzk, Kharkiv, Kherson, Luhansk, Zaporizhzhya regions and 

strong fights are going near cities of Kharkiv, Mykolaiv and others with total population more 

than 8 millions persons near the frontline.  

Ukraine immediately filed an Application with the International Court of Justice (ICJ) on 

25 February 2022, instituting proceedings against Russian in a dispute concerning the 

interpretation, application or fulfillment of the UN Convention on the Prevention and 

Punishment of the Crime of Genocide. Russia refused to execute the ICJ order in this case to 

stop the aggression4. Russia-controlled troops and mercenaries committed in Ukraine, during 

this invasion, gross violation of international humanitarian law and international human 

rights’ law already, including broad crimes against property, social and cultural rights and 

environment, attacks on journalists and broadcasting agencies, Internet and mobile 

infrastructure56789101112.  

All war crimes, committed by Russian invaders during ongoing hostilities, are connected 

with absolutely clear Russia’s war targets in maximal destruction the civil infrastructure, 

including objects, essential for Ukrainian economic, including bank sector, mobile, Internet, 
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TV and radio broadcasting networks13. Those issues now are the subject of the investigation 

the International Criminal Court14 Due to gross violation the human rights Ukraine filed an 

application to the European Court of Human Rights also15. Russian government refused to 

execute the demand of the ECtHR and the order of ICJ to immediately suspend the military 

operations that it commenced on 24 February 2022.16  

On March 16 2022, Russia was excluded from the Council of Europe and refused officially 

to execute the demands of European Convention on Human Rights17, which guarantee the 

right to respect for private and family life and correspondence, to receive and impart 

information and ideas without interference by public authority and regardless of frontiers.  

. UN Human Rights Council (HRC) adopted its resolution 49/1 on 4 March 2022 where it 

expressed grave concern at the documented harm to the enjoyment of many human rights, 

resulting from the aggression against Ukraine by Russia18.  

On 8 March 2022 UN human rights experts called on Russia to immediately end its 

invasion of Ukraine to avoid further bloodshed; experts recalled that intentional attacks 

against civilian objects amount to war crimes19. In other UN experts’ statements the negative 

impact of Russia’s aggression on vulnerable persons20212223. 

On 6 May 2022 UN human rights experts and the Global Protection Cluster Coordinator 

issued a statement alarming by the scale of displacement in Ukraine where pointed that 

alongside displaced people in Ukraine, the estimated 13 million people who are stranded in 

areas affected by the conflict are experiencing acute risks as well24. 

UN General Assembly in its resolution ES-11/1 on 2 March 2022 recognized that the 

military operations of Russia inside the sovereign territory of Ukraine are on a scale that the 

international community has not seen in Europe in decades and that urgent action is needed to 

save this generation from the scourge of war25. 

UN General Assembly in its resolution ES-11/2 on 24 March 2022, articles 5 and 8, 

demanded again full respect for and protection of objects indispensable to the survival of the 

civilian population and civilian infrastructure that is critical to the delivery of essential 

services in armed conflict26.  

On 7 April 2022 the UN General Assembly adopted a resolution ES-11/327 calling for 

Russia to be suspended from the Human Rights Council28.  

The UN Human Rights Council adopted on 12th of May a resolution on the deteriorating 

human rights situation in Ukraine where pointed that Russia should immediately cease its 

aggression, withdraw all its forces from the whole territory of Ukraine29. 

Those decisions are not executed by Russian troops, Russia-controlled mercenaries and 

terroristic groups, which established policy or terror and repressions over the Russia-occupied 
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territories of Ukraine, especially in the Crimea, Donetsk, Kharkiv, Kherson Luhansk and 

Zaporizhzhya regions3031.  

A lot of persons were killed or kidnapped as “non-loyal” ones or during looting their 

property. Russian occupation of Kherson, Melitopol and other cities in Southern Ukraine in 

March-September 2022 led to mass actions of resistance to the aggressor32. Russian troops 

block the humanitarian corridors established to evacuate civil population from hostilities 

zones and occupied territories and block any information about such corridors. 

Since March 2022 Russia makes sustainable illegal steps to prepare crime of attempted 

annexation the territories of Donetsk, Kherson33, Luhansk and Zaporizhzhya34 regions of 

Ukraine. Russian criminal illegal “administrations” in those areas pursues tasks that are 

mostly related to the suppression of pro-Ukrainian resistance, the subjugation of the will of the 

local inhabitants35 and the involvement of the relevant districts in the so-called “ruble zone” 

and “Russian informational space”.  

As Ukrainian self-government, governmental agencies and bank institutions refused 

to co-operate with the Russian invaders in their illegal activities,36 Russia transfer 

illegally the other bank institutions to the occupied territories of Kherson and 

Zaporizhzhya regions with direct target to undermine the Ukraine’s sovereignty in those 

areas in digital and financial issues37.  

Our Association informed the International Telecommunication Union (ITU)’ 

plenipotentiary bodies on 4th May 2022 in letter № 121/2022 and on 9th May 2022 № 

132/2022 on challenges for digital issues, created by the Russia’s broad and open military 

aggression to all Ukraine’s territory against Ukrainian mainland3839404142.  

At the same time Ukrainian authorities warned the population of those regions that Russian 

troops make full control over the relevant mobile communication there, even if it is realized 

via Ukrainian operators. 

Later the Russia’s Ministry of Digital Development announced that subscribers of mobile 

operators of the Russian illegal “administrations” in the East of Ukraine will receive illegally 

the telephone code of the Russian numbering system43444546. 

So Russia blocked the possibility for Ukrainian citizens and legal persons, residing in the 

Russia-occupied territories, to get the information and to communicate without illegal 

interfere to their privacy, including all digital financial operations, as all Russia-controlled 

Internet and mobile operators are under full control of Russia’s authoritarian regime, its 

military and special services47. 

Those Russia’s illegal activities on Russia-occupied territories of Ukraine’s mainland 

brutally violate Ukrainians’ right and Ukraine’s informational and financial sovereignty. 
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Such illegal Russia’s activities in the East of Ukraine directly violate the norms of UN 

Charter and provisions of the UN Human Rights Council resolution 49/1 on 4 March 202248, 

UN General Assembly resolutions ES-11/1 “Aggression against Ukraine”49 and ES-11/2 

“Humanitarian consequences of the aggression against Ukraine”50. More, such illegal Russia’s 

military interference to the Ukraine’s tele- and radio-communication and other digital 

systems, including mobile network, is not in compliance with demands of international 

humanitarian law, including IV Geneva Convention.  

Such Russia’s illegal activities also violate brutally articles 40, 42, 45 and 47 of the 

Constitution of the ITU, norms of Convention of the ITU, and its Administrative Regulations, 

including Unions’ resolutions such as resolution R 80051.  

More, Russian invaders use the new “operators” “and block the Ukrainian Internet and 

mobile operators for illegal banking procedures. As in addition to announcing the criminal 

introduction of the so-called “ruble zone” in the occupied territories of Zaporizhzhya and 

Kherson regions, the Russian invaders have stated illegally that the so-called “International 

Settlement Bank” (“Международный расчетный банк”) will enter those Ukrainian 

territories.  

Earlier in 2018, the occupiers introduced the same “financial model” with the same “bank” 

in the Russia-occupied districts of Ukraine’s Donetsk and Luhansk regions. Limited Liability 

Company Commercial Bank “International Settlement Bank” was once registered in Russia, 

by Bank of Russia in 1994 registration number 3028, and the Russian Central Bank “revoked 

its license” regarding the document 2217700032340 dated 13 January 20215253  

Therefore, this bank was “re-registered” from an apartment in Shcherbinki, Moscow, to 

Georgian Tskhinvali, to the fake “jurisdiction of South Ossetia”. The funds of other, “white” 

Russian banks were illegally transferred to the “grey” “International Settlement Bank” and 

from there to the Russia-occupied territories of Ukraine and back. Limited Liability Company 

Commercial Bank “International Settlement Bank” was “re-registered” in Georgian 

Tskhinvali, Stalin Street, 20, with “registration number” 12 dated 15 May 2015 and “tax 

number” 1159800030409 and “license for bank activities” 16 dated 6 April 2017; it has 

Dzgoev Oleh “appointed” as “head of bank’s governing body”5455. 

Our Association has no information about sanctions, criminal proceedings of other legal 

administrative, fiscal, procedural forms of Georgian authorized authorities’ reacting to the 

“International Settlement Bank” and its “stuff and personnel” illegal activities. Anyway, 

regarding the demands of international criminal, international humanitarian and international 

human rights law, Georgia as a State is as minimum partially responsible, together with 

Russia, for the activities of the “International Settlement Bank”, “re-registered” by its owners 

and beneficiaries exactly on Georgian territory.  

Georgia ratified the Roma Statute of the International Criminal Court in 200356 and 

Georgia has obligations regarding the Geneva Conventions, 1949, to respect and to ensure 

respect for those Conventions, including occupied territories’ issues, in all circumstances57 

Georgia is member of Council of Europe and regarding the sustainable position of the 

European Court of Human Rights, absence of Georgia’s control over Tskhinvali Region do 
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not exclude Georgia’s responsibility for respect and ensuring respect to basic human rights, 

directly violated by the “International Settlement Bank” in Ukraine.  

It is established by European Court of Human Rights in case “Ilaşcu and others v. Moldova 

and Russia” 48787/9958 and it is pointed preliminary by Court, exactly regarding Tskhinvali 

issues, in case “Khadizat Sergeyevna Dzhioyeva v. Georgia” 24964/0959. 

Also Russian invaders started illegally the activities of Russian state “Promsvyazbank” in 

the Russia-occupied territories of Ukraine’s mainland.  

Illegal activities of the so-called “International Settlement Bank” and 

“Promsvyazbank” in the Crimea, Donetsk, Kherson, Luhansk and Zaporizhzhya regions 

also violate brutally the rights of Ukrainian citizens and legal persons to respect for 

private and family life, property and correspondence, to receive and impart information 

– as all data, collected by this “bank” on-line, is available for Russian militaries and 

special services. 

All Ukraine’s attempts for the peace-building, including peace talks and negotiations with 

Russian government were unsuccessful and Russia rejects all peace propositions and it refuses 

to execute the demands of ICJ and ECtHR orders to stop the aggression and hostilities.   
2-6. Our Association believes that next urgent, immediate steps of the UN OHCHR in 

Ukraine, in condition of ongoing interstate conflict and hostilities, of ongoing Russia’s 

discriminative and racist policy against Ukrainians’ rights to property and privacy in 

conditions of illegal financial operations must be done, including all observation procedures 

and visits to Ukraine.  

7. We hope that above-pointed special statements of the UN experts and rapporteurs 

regarding situation in Ukraine must be supported by next UN HRC’s and UN High 

Commissioner for Human Rights’ official positions. Our Association believes that urgent, 

immediate steps of the UN OHCHR bodies must be done; monitoring procedure, mentioned in 

UN HRC resolution 49/1, must be enforced immediately. UN OHCHR may communicate 

with ITU authorized structures on this issue. 

Such UN OHCHR steps must counteract the gross human rights violations committed by 

the Russian troops in Ukraine; such steps must include the activities of the Human Rights 

Council and in the framework of High Commissioner for Human Rights’ and Human Rights 

Council’s mandates.  

Above-pointed issues of influence the interstate conflict, aggression, occupation and 

attempted annexation on the international financial obligations, digital systems and human 

rights must be included to the relevant report to the Human Rights Council, 52nd session 

 

29th of September, 2022                                                                Representative of the ARC 

Dr. Borys Babin 
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