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1. It is necessary to comprehensively study the specifics of the artificial intelligence systems, assess its impact on human rights, develop clear legislative provisions and mechanisms for the protection of human rights, as well as raise public awareness.

2. The organization of various processes, and the provision of services using the latest technologies may contain risks in terms of the prohibition of discrimination, the right to privacy and the protection of personal data. In this regard, industry experts note that Armenia does not provide adequate mechanisms for protecting personal data of citizens, and the toolkit for supervision in the field of cybersecurity is extremely limited.

3. Legislation of the Republic of Armenia does not regulate the processes of personal data processing and security requirements through the use of artificial intelligence and, in general, the latest technologies. The main document regulating personal data is the Law “On Personal Data Protection”, which was adopted in 2015. Although the law establishes the principles of legitimacy and proportionality of personal data processing, there are no regulations for the processing of personal data using artificial intelligence technologies, and therefore, no proper mechanisms for the protection of rights in that context.

4. At the same time according to part 4 of Article 19 of the Law “On Personal Data Protection” the requirements for ensuring security of processing of personal data in information systems, the requirements for tangible media of biometric personal data and technologies for storage of these personal data out of information systems shall be prescribed by the Decision of the Government of the Republic of Armenia.

5. The adoption of the draft decision of the Government of the Republic of Armenia “On establishing requirements for ensuring the security of personal data processing in information systems” was provided for by the Decision of the Prime Minister of the Republic of Armenia No. 573-a, dated July 3, 2015, however, it is not yet adopted.

6. In this regard, it is essential to provide the necessary regulations, tools and procedures for the protection of personal data through artificial intelligence systems under the Law of the Republic of Armenia “On Protection of Personal Data”.

7. In the context of legislative initiatives, in 2017, the Ministry of High-Tech Industry distributed a draft protocol decision of the Government of the Republic of Armenia “On approval of the Cybersecurity Strategy” which, however, still remains at the development stage. 

8. On February 11, 2021, the Decision of the Government of the Republic of Armenia No. 183-L “On approval of the Digitalization Strategy of Armenia, the Action plan of the strategy and performance indicators” was adopted. In this regard, emphasizing the fundamental importance of protecting human rights in the field of artificial intelligence, it is necessary to consolidate in strategic documents the principles relating to the protection of human rights, including the protection of personal data, in accordance with international human rights standards.

9. The lack of mechanisms for monitoring the implementation of specific measures within the framework of Digitalization Strategy of Armenia and measurable performance indicators is problematic. At the same time, taking into consideration the features of artificial intelligence systems and the rapid development of the industry, it is necessary to conduct in-depth research in this area, based on which the digitalization strategy will be revised.

10. In December 2023, the Ministry of High-Tech Industry distributed a package of revised drafts of the Law “On Cybersecurity” of Armenia, and related laws. The draft regulates relations related to the detection of cyber incidents, their notification, prevention and elimination, the application of control measures, supervision and responsibility for compliance with the requirements of the law, as well as defines the range of entities that are required to ensure the cybersecurity of the information systems and critical infrastructures they use, their continuous uninterrupted and safe use.

11. The Defender’s Office presented an opinion on the draft law, suggesting, in the principles provided for in the draft, among other things, to provide for the consolidation of the principles of human rights protection, human dignity, personal data protection, fairness, as well as transparency in accordance with international human rights standards.

12. The Defender’s Office emphasizes that when implementing any artificial intelligence system, it is necessary to take into consideration its possible impact on human rights. At the same time, assessments of the interaction between fundamental rights and artificial intelligence should be conducted both before the deployment of an artificial intelligence system and on a regular basis thereafter.

13. According to the information received from the Ministry of High Technology Industry and the Ministry of Justice, in 2023, the ministries did not receive complaints about the protection of personal data due to the use of the latest technologies. However, according to industry experts, this is the result of a low level of public awareness.

14. According to information received from the Ministry of Education, Science, Culture and Sports of the Republic of Armenia (MօESCS), educational programs in the field of artificial intelligence are being implemented in Armenia. It is noteworthy that on September 1, 2022 and June 15, 2023, agreements on cooperation in the implementation of Generation AI school project were signed between the Ministry and the Foundation for Science and Technology of Armenia(FAST).

15. The Generation AI program is aimed at creating an educational path for a scientist and innovator in the field of AI, starting from school. The programs were developed by Foundation for Science and Technology of Armenia and implemented with the support of the RA MօESCS in corporation with industry structures and the private sector. Within the framework of the school project Generation AI, the pilot stage was established from September 1, 2023 to August 2026. The list of beneficiary schools of the program was selected by the professional Council formed within the framework of the program and approved by the order of the Minister of Education and Culture of the Republic of Armenia No. 1253-A/2 of July 28, 2023.

16. The MօESCS has also informed that in the first year of implementation of the Generation AI school project, 391 tenth grade students are enrolled in 16 schools, of which 250 (64%) are boys and 141 are girls. Each school has 1-2 classes with about 25 students.

17. A total of 41 school teachers are involved in the 16 schools of the Generation AI school project, of which 25 are math teachers, and 16 teachers (one from each school) are “Digital literacy and computer science” subject teachers. There are also 8 specialists from industry organizations involved in teaching the Python programming language.

18. At the same time, according to information provided by the MօESCS, in almost all universities of Armenia, issues related to the possible dangers of the latest technologies, including artificial intelligence, in particular, personal data protection, are included in the materials of mandatory curricula, but are not taught as a separate subject.

19. The Defender’s Office welcomes the implementation of Generation AI school project, emphasizes the importance of organizing continuous work to raise awareness about artificial intelligence both by conducting campaigns among the public at large to increase digital literacy, and by organizing training programs for state officials.



