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Maat for Peace’s Report on cyber bullying against persons with disabilities
The expansion of the use of the Internet and social media platforms has led to increased rates of bullying against persons with disabilities on the Internet. In October 2022, the Human Rights Council adopted 10/51 regarding cyberbullying. The resolution included, among other things, the preparation of a report on cyberbullying against persons with disabilities. Maat for Peace, Development and Human Rights is trying to assist OHCHR with the information the report needs. Maat would like to place in the hands of OHCHR a set of information on the subject of cyber/electronic bullying against persons with disabilities to contribute to the OHCHR’s report on this subject.
Internet bullying, digital harassment, or cyberbullying are different terms with one meaning, which is someone using digital technology and the Internet to cause harm and damage to others. It is possible for any person to be exposed to bullying through the Internet, regardless of age, gender, religious or ethnic reference[footnoteRef:1], Cyberbullying includes insults, threats, blackmail, exploiting sexual images or hostile comments, and spreading offensive rumors. It extends to the use of emojis that indicate bullying without even writing a single word or sending a picture or audio recording. Cyberbullying is practiced through a huge range of digital tools, including social media, forums, emails, chat rooms, digital video games and mobile phones[footnoteRef:2]. Maat uses some of the questions requested by OHCHR in the call for input, but Maat mainly focuses on the impact of cyberbullying on the human rights of persons with disabilities, in addition to additional measures and penalties against persons with disabilities, and good practices in favor of ensuring the rights of persons with disabilities in cyberspace. [1:  Cyberbullying, safety, https://www.esafety.gov.au/key-topics/cyberbullying]  [2:  Panel discussion on cyberbullying against children, 27 September 2023, https://webtv.un.org/en/asset/k1m/k1mo6jr0hn.] 

· First: The impact of cyberbullying via the Internet on the human rights of people with disabilities:
According to research reviewed by Maat, there is a direct relationship between cyberbullying and violating the rights of people with disabilities. In the United Kingdom, people who reported having a disability were almost twice as likely to be exposed to cyberbullying compared to those who did not report having a disability,[footnoteRef:3] and in Ethiopia, Maat reviewed various testimonies stating that people with disabilities no longer use social media due to bullying and stigma. They are exposed to it on the Internet in light of the weak laws that address these practices, which deprives them of freedom of expression on the Internet. Cyberbullying is one of the most common acts and practices that violate a wide range of human rights at the same time. Bullying through the Internet takes a number of forms and millions of people around the world are exposed to it. For example, nearly 130 million students around the world suffer from cyberbullying alone at a rate of one student out of every three students. people with disabilities are among the most vulnerable to various types of bullying, including cyberbullying, which leads to tension, stress, and insomnia, and its consequences reach depression, self-flagellation, social isolation, and concealment of feelings, in addition to mental and psychological damage and social stigma, and it may even lead to suicide for people with disabilities. The consequences of cyberbullying against people with disabilities are exacerbated because they are less able to express and report the practices they are exposed to online. [footnoteRef:4] Bullying against people with disabilities violates a number of human rights, the most important of which is the right to mental and psychological health, in addition to inhuman and degrading treatment. Online bullying against people with disabilities violates the right to privacy, in contravention of the guarantees of this right in the Universal Declaration of Human Rights, and even extends to a violation of the most sublime human rights. The most important of them is the right to life, as the exposure of people, especially those with disabilities, to continuous cyberbullying leads to suicide and the loss of life. Half of the suicide statistics around the world, especially among young people, were due to one of the forms of bullying, whether online or offline.[footnoteRef:5] Online bullying differs from offline bullying in many aspects, the most important of which is that digital bullying is exposed to people throughout the day, even when they are alone. It is sufficient for the person to own a mobile phone or computer and to be connected to the Internet by any means. Unlike the usual traditional bullying, which is directed directly from one person to another, people are therefore more vulnerable to bullying on the Internet, especially with the increasing dependence on the Internet in daily life. It is noted that the people who practice traditional bullying are mostly the same ones who practice bullying via the Internet, and perhaps on a broader scale. As there is broader freedom in the electronic and digital space, there are no dedicated, precise, and detailed laws for bullying through the Internet, especially against people with disabilities, in the majority of countries in the world.[footnoteRef:6] Internet bullying is rapidly spreading and has a strong impact due to its electronic nature, unlike traditional bullying, which is often limited in its spread.[footnoteRef:7] [3:  Written evidence submitted by the Anti-Bullying Alliance , https://committees.parliament.uk/writtenevidence/86982/html/ ]  [4:  Online bullying and SEN/disability, anti-bullyingalliance, https://tinyurl.com/evken6t4]  [5:  Bullying and Suicide, https://tinyurl.com/532sh9ce]  [6:  Ibid, https://tinyurl.com/3hha3nfv]  [7:  التنمر السيبراني: أسبابه، أساليبه، أهم البرامج العالمية لمواجهته، مخبر البحوث والدراسات الاجتماعية، المجلد 7، الجزائر، ص 100] 

· Second: Additional obstacles against people with disabilities online:
Electronic/cyber bullying does not represent the only digital violation of the rights of persons with disabilities. Rather, obstacles and violations of the rights of persons with disabilities via the Internet extend to various forms, and technical problems in using the Internet represent one of the most important obstacles facing many persons with disabilities in using digital technology, as A large number of blind or visually impaired people are unable to use a mouse while they rely entirely on keyboards to navigate between different pages and perform the tasks they want to do, which may lead to major obstacles for them, and if software developers do not take into account the issue of arranging tabs In a way that serves people with disabilities, they will not be able to complete the tasks they desire. For example, if pressing the “tab” key in some electronic payment forms after completing the field used to write the name will lead the user to another form for payment and not moving to the next field to complete the process. Entering data, and check boxes during browsing that cannot be easily selected by using the keyboard constitute a major obstacle for people with disabilities to continue their work. [footnoteRef:8] Therefore, there is an urgent need for technology companies and software developers to pay attention to those technical problems that hinder people with disabilities from practicing. Their digital rights naturally, which requires close cooperation with these companies to urge them to respond to these recommendations. [8:  How Do People with Disabilities Access the Web? Levelaccess, May 11, 2023, https://tinyurl.com/4ay7b26f
] 

· Third: Measures to address violations and practices on the Internet against persons with disabilities:
The many obstacles and violations practiced online against persons with disabilities require a set of integrated measures and procedures to ensure their elimination or reduction. Some countries have attempted to issue new legislation to reduce bullying against persons with disabilities. For example, the Egyptian legislature approved Law No. 156 of 2021 issued amending some provisions of the Law on the Rights of Persons with Disabilities issued No. 10 of 2018, by adding a new article No. 50 bis, which states that “the person who bullies a person with disabilities shall be punished by imprisonment for a period of not less than two years and a fine of not less than 50 thousand pounds, nor If the The crime was committed by two or more people, or the perpetrator was a descendant of the victim, or one of those responsible for his upbringing or supervision, or someone who had authority over him. If the two circumstances come together, the minimum penalty will be doubled, and in the event of recidivism, the penalty will be doubled at its minimum and maximum levels.” This Egyptian law represents a legislative development. It is important to mitigate the spread of the phenomenon of bullying, especially against people with disabilities in Egyptian society[footnoteRef:9]. It is legislation that came within the framework of the launch of the presidential initiative “Able to Difference,” the fifth edition of which was organized in 2024. [9:  حبس سنتين وغرامة 100 ألف جنيه: عقوبة التنمر على ذوى الإعاقة.، برلماني، 5 ديسمبر 2023، https://tinyurl.com/2b686vtj
] 

Despite the attempts of some countries and civil society organizations to focus on the importance of confronting online bullying against people with disabilities, there remain large gaps in legislation that confronts this phenomenon, especially for people with disabilities. Even in some European countries, there is no legislation specific to cyberbullying against people with disabilities. For example, in Germany there is no law specifically for online harassment or cyberbullying. However, the criminal law is resorted to to confront crimes related to cyberbullying or digital harassment, such as insult, defamation, blackmail, and publishing images without their owner’s permission. For example, Article 185 of the law criminalizes The German Criminal Code for Insulting Persons stipulates that anyone who harms or insults another person, whether by word or deed, exposes himself to prosecution, while Articles 186 and 187 of the same law stipulate that defamation and slander are criminalized, and that anyone who spreads lies about a person, whether in forums or Social media networks or blogs, or utters insults with the intention of harming another person’s reputation and defaming him, is subject to prosecution. [footnoteRef:10] [10:  Is cyberbullying punishable by law? Klicksafe, https://www.klicksafe.de/en/cybermobbing#c51127] 

Throughout the first decade of the twenty-first century, the United States of America remained devoid of any specific legislation related to cyberbullying, but the increase in suicide cases due to cyberbullying prompted more than half of the American states to include cyberbullying within their broader legislation related to harassment, and it represents one of the main reasons. In not enacting legislation specifically for cyberbullying, especially within the United States of America, there is a thin line between bullying and freedom of expression online, and it is a topic that raises a lot of debate and legal scrutiny in the United States of America. [footnoteRef:11] In the Philippines, there is not yet a law specifically for cyberbullying and digital harassment. Rather, resort is made to another group of more general laws, the provisions of which are subject to some forms of cyberbullying, such as the Cybercrime Prevention Law of 2012, which includes a wide range of online behaviors such as publishing data for the purpose of defamation or Circulating unauthorized photos or video clips, and there is a law combating infringement of privacy, whether by photography or video, of 2009. [footnoteRef:12] [11:  Cyberbullying Laws, findlaw, September 18, 2023, https://tinyurl.com/pt2efpdy]  [12:  Cyberbullying Laws Philippines, respicio, October 16, 2023, https://tinyurl.com/2wfv52mv] 

The severe lack of specialized legislation to combat cyberbullying and digital harassment in many countries of the world requires greater efforts by the legislative and judicial authorities in those countries in order to issue laws and develop detailed and organized legislation for cyberbullying and harassment through various means of digital technology, so that these legislations include Putting an end to the spread of cyberbullying. These legislations must also focus on the need to include persons with disabilities, so that there are specific and detailed texts for them, and the penalties against them are severe, so that they constitute a deterrent to anyone who thinks about practicing any type of cyberbullying against them, and they must join hands. Legislative efforts to confront cyberbullying against persons with disabilities, along with a number of other social, cultural and educational measures, as the law alone, no matter how strong it is or no matter how deterrent it is, cannot control the phenomenon of cyberbullying against persons with disabilities.
· Fourth: What are the good practices, mechanisms or models to ensure the ability of persons with disabilities to exercise their rights in cyberspace, especially on electronic platforms? Are there special challenges in implementing or adopting it? What additional measures should be developed and implemented?
Maat noted a set of good practices for the benefit of persons with disabilities, which some countries have initiated. In Egypt, the United Nations Development Program and the Egyptian government launched the Inclusion Initiative, an initiative whose goal is to empower and integrate persons with disabilities through the use of technology on more than one level, including raising Awareness in society of the importance of using digital technologies to benefit from the capabilities of people with disabilities.[footnoteRef:13] According to the testimonies of some of the beneficiaries of this initiative, it helps the deaf and hard of hearing to recognize websites in two ways. The first is clearly drawing a sign language line, and the second method is sign language videos that help us in Identify the content of websites.[footnoteRef:14] [13:  دامج- مبادرة أممية في مصر لتمكين الأشخاص ذوي الإعاقة باستخدام التكنولوجيا، https://news.un.org/ar/story/2023/07/1121852]  [14:  Ibid ] 

In the Kingdom of Saudi Arabia, the Digital Government Authority, in partnership with the Ministry of Human Resources and Social Development, and the Authority for the Care of Persons with Disabilities, launched a program known as Digital Inclusion. The program aims to raise the percentage of people with disabilities using digital government services independently and safely.[footnoteRef:15] In the Kingdom of Morocco, civil society launched coordinated campaigns for digital awareness for persons with disabilities, including digital campaigns on the principles of digital safety for the deaf group by publishing awareness videos in an uncomplicated manner and courses in sign language, in order to raise the level of awareness of digital risks for the category of persons with disabilities in the Kingdom.[footnoteRef:16] Egypt also signed a memorandum of understanding with the Assistive Technology Development Organization in Japan to provide electronic speaking services for people with disabilities, including easy access to information while using technology to provide various social services. In this context, the Japanese International Cooperation Agency cooperates with the Egyptian Ministry of Communications to provide Cultural materials in a way that suits people with visual disabilities in a way that guarantees their cultural rights, while the Ministry of International Solidarity signed a cooperation protocol with Wafa Commercial Bank with the aim of providing service offices that take into account the rights of people with disabilities and facilitate the provision of banking services to them. [footnoteRef:17] [footnoteRef:18] [footnoteRef:19] [15:  "الحكومة الرقمية" تُطلِق "برنامج الشمولية الرقمية" لخدمة ذوي الإعاقة وكبار السن، https://sabq.org/saudia/t1saj3p01q ]  [16:  في المغرب.. حملة رقمية لتعليم مبادئ الأمن الرقمي لفئة الأشخاص الصم، علي الرابط ز https://ijnet.org/en/node/8832 
]  [17:  مذكرة تفاهم بين الاتصالات ومنظمة يابانية للتعاون في مجال الدمج الرقمي لذوي الإعاقة، حابي ، ديسمبر 2019 ، https://bit.ly/2y0MrLe]  [18:  JICA supports Egypt for inclusion of persons with disabilities . dailynewssegypt . October 7, 2018 . https://bit.ly/2x2WAHe]  [19:  Ministry of Social Solidarity and Attijariwafa bank Egypt Sign Cooperation Protocol to develop 70 service offices for Persons with Disability in 6 Governorates. . Attijariwafa bank . 16 December 2018 . https://bit.ly/2UTS873] 

However, Maat notes that the current procedures and measures are insufficient and this requires the development of more programs and taking additional measures to ensure the safety of persons with disabilities on the Internet, including the establishment of hotlines that enable persons with disabilities to access a specific complaints mechanism to report the practices to which they are exposed. on the Internet. The limited awareness campaigns lead to an increase in cyberbullying practices in Lebanon. For example, a study shows that children with disabilities are more vulnerable to bullying.[footnoteRef:20] There are difficulties represented by the lack of awareness of cyberbullying, as awareness of cyberbullying as a potential type of bullying was very limited among mothers and children in Lebanon. [footnoteRef:21]Maat also noted the weakness of the resources allocated to bodies concerned with the rights of persons with disabilities, which makes the roles of these bodies limited and unable to push towards confronting cyberbullying. [20:  BULLYING IN LEBANON, Save The children, page 29, https://tinyurl.com/3nxyuzuc]  [21:  Ibid] 
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