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REPUBLIC OF CYPRUS


CYPRUS’ INPUT REGARDING THE REPORT OH THE OFFICE OF THE HIGH CPMMISSIONER ON HUMAN RIGHTS ON CYBERBULLING AGAINST PERSONS WITH DISABILITIES PURSUANT TO RESOLUTION 51/10


Cyprus has the honour to submit the following for the preparation of the relevant report by the Office of the High Commissioner of Human Rights regarding the subject in reference:


Please provide information, in particular any study or detailed assessment you have undertaken, about how cyberbullying affects the human rights of persons with disabilities. If available, please provide disaggregated data.  

There is not a recent study about cyberbullying in Cyprus , but the  European network (Better Internet for kids, available at: https://www.betterinternetforkids.eu/documents/167024/200055/Best-practice+guideline+-+Children+and+young+people+with+disabilities+-+March+2021+-+FINAL.pdf/1dab1ba7-0437-d04a-e5b0-f4a60420112d?t=1617107094923), shows that cyberbullying increased vulnerability. Specifically, persons with disabilities often face challenges in socialization and may rely more heavily on online platforms for social interaction. However, this reliance can expose them to a higher risk of cyberbullying. Additionally, individuals with disabilities may have limited support networks or lack the resources to effectively deal with cyberbullying incidents. Also, targeting can deeply affect the self-esteem and confidence of persons with disabilities, exacerbating the impact of cyberbullying. In the meantime, cyberbullying can have severe consequences on their mental health. It can aggravate existing conditions, such as depression, anxiety, and post-traumatic stress disorder. Moreover, cyberbullying infringes upon the fundamental human rights of individuals with disabilities (UN Committee on the Rights of the Child published General Comment No 25 in March 2021). These include the right to dignity, privacy, equality, and non-discrimination. Cyberbullying creates an environment of fear and intimidation, which directly undermines these rights.

Please provide information about good practices (developed and/or implemented by States, national human rights institutions, civil society organizations, business enterprises, international organizations) at local, national, regional or international levels, to address cyberbullying against persons with disabilities, including its root causes.

The anti-racist policy ʺCode of Conduct against Racism and Guide for Managing and Recording Racist Incidentsʺ of the Ministry of Education, Sport and Youth (MOESY) is being implemented, since 2014-2015. The anti-racist policy was developed based on the Follow-up Report of Cyprus for Recommendation No 20 and a recommendation by the Anti-Discrimination Body. The development and implementation of the policy responds to the European Commission’s against Racism and Intolerance guideline Νο 10 and is also in line with various international and European conventions that Cyprus has ratified, such as the Convention on the Rights of the Child, the Council of Europe’s Recommendation CM/Rec(2010) of the Committee of Ministers to member states, the Convention on the Elimination of All Forms of Violence Against Women, and the European Social Charter. The policy conceptualizes racism in a broad manner, including online discrimination and cyberbullying and online hate speech against persons with disabilities. It includes the theoretical background, outlines the responsibilities and commitments expected by each member of the school community, and provides schools and teachers with a detailed plan on how to deal with and prevent racist incidents. As the anti-racist policy views diversity as a multidimensional phenomenon, involving various aspects of people’s identities, it is expected to contribute to the decrease of bullying and discrimination based on any form of diversity in schools, including disability, religion, beliefs, ethnicity, language, appearance, gender, sexual orientation, etc. Since 2018, the CPI continues to organise and facilitate a “School Network for the Support of Anti-racist Policy Implementation”, which supports teachers from schools of all levels in relation to the theoretical and practical aspects of the anti-racist policy, through an intersectional approach. The theoretical concept of intersectionality permeates all trainings conducted, as the anti-racist policy views diversity as a multidimensional phenomenon, involving various aspects of people’s identities and contributes to the decrease of discrimination based on any form of diversity in schools. In addition to the trainings, every year, the CPI offers support to the Network schools in the following ways:
· Continuous update of website 
· Support helpline
· Parents information leaflet about the policy in seven languages
· Focused training opportunities (school-based seminars, optional afternoon seminars, network meetings, conferences in collaboration with relevant NGOs and bodies, e.g. UNHCR, Commissioner for Children’s Rights etc.).
[bookmark: _Hlk1561118]Overall, the Anti-racist School Network, employing an intersectional approach, identifies and aims to empower teachers and schools in dealing with challenges that relate to the implementation of anti-racist policies not only in Cyprus but across the world: the under-reporting of racist incidents, the need for accountability on behalf of organisations and individuals, the development of contextually appropriate pedagogical interventions based on the racisms operating in each context and, the constant awareness of the continually changing and evolving racisms across the globe, including cyberbullying and online hate speech against individuals with disabilities.

Moreover, the CPI supports teachers and schools, by providing training on issues of racism and human rights. Indicatively, the in-service seminars provided focus on bullying, cyberbullying, online hate speech, anti-racist education, human rights education and conflict resolution. More specifically, in the context of the support for schools for the implementation of the anti-racist policy, the CPI empowers and trains teachers to identify and manage incidents of face to face or online bullying, racism and hate speech towards groups or individuals with disabilities.

Regarding the cyberbullying, the Cyprus Government has taken actions to address the needs of all children in digital environment. Firstly, the Cyprus Safer Internet Centre (SIC) – CYberSafety, as a part of the European Safer Internet programme, provides resources and support to children, young people, and parents to help them stay safe online. The centre also organises awareness-raising campaigns, training sessions, and workshops for teachers. The Government has also established a national strategy for the protection of children from violence, abuse, and exploitation, which includes a section on the protection of children online. The strategy outlines several actions to be taken to ensure the safety and well-being of children and young people in the digital environment, such as developing guidelines and educational materials for parents, teachers, and children. 

The SIC has been operating since July 2016, utilizing European funding, within the context of the Better Internet for Kids programme. The Centre aims to strengthen efforts for creative and safer use of the Internet in Cyprus. Focusing on the new and growing needs, resulting from the changes, at national and European level, the Centre promotes the cooperation between the national bodies involved, with the aim of creating a Safer Internet culture. The SIC aims to create a safer and a better internet, where kids their parents, teachers and the wider public are empowered to use technology responsibly, respectfully, critically, and creatively. 
The SIC promotes the actions of the National Strategy for a Better Internet for Children in Cyprus and participates in the coordination and implementation of actions of the Cybersecurity Strategy of the Republic of Cyprus. The Centre focuses on awareness and Information by developing rich educational materials, resources and tools, as well as organised campaigns to empower children, young people, parents and teachers with knowledge, attitudes and skills, about Internet safety. The 1480 helpline provides information, advice and assistance to children, young people, parents and teachers, on issues related to the use of digital technologies and the Internet. CYberSafety IV brings together major national stakeholders to create a safe internet culture, empowering creative, innovative, and critical citizens in the digital society. It also aims to provide an awareness platform where actors can (a) find news, resources and tools, (b) learn about, and apply to participate in events, seminars, and workshops, (c) share experiences, expertise, and good practices. 
The Helpline 1480 (www.cybersafety.cy/helpline) aims to ensure that all users will be able to receive advice and support from specialist supporters, in real time, on issues related to the use of digital technologies. The 1480 Complaint Line (www.cybersafety.cy/hotline) offers a direct, easily accessible and accountable point of contact for users to report and report illegal content or actions on the Internet (e.g., child sexual material abuse and exploitation, racist and xenophobic material).

Please provide information about any assessments made of how existing initiatives and responses to cyberbullying impact the rights of persons with disabilities. What improvements were achieved? Were and are there observed and potential negative impacts on the enjoyment of human rights related to those initiatives? 

Children with disabilities may face obstacles when navigating the online sphere. These obstacles can manifest in various forms, including discriminatory policies that restrict their access to technology. For instance, despite the fact that these individuals often rely on personal devices for communication and accessing information, some settings may impose bans on technology. This situation creates a paradox where the tools essential for their inclusion are either unavailable or prohibited, such as in school environments where rules regarding technology use may be stringent. 

Cyprus has enacted legislation to address cyberbullying, including provisions that protect individuals from online harassment and abuse. These legal frameworks are intended to safeguard the rights of persons with disabilities to privacy, dignity, and freedom from discrimination in online spaces. Schools in Cyprus have implemented interventions to prevent and address cyberbullying among pupils, including those with disabilities. These interventions aim to create safe and inclusive learning environments where all pupils can thrive, thereby promoting their right to education and participation. Technological solutions, such as social media monitoring tools and reporting mechanisms, have been developed to combat cyberbullying in Cyprus. These tools help identify and address instances of cyberbullying, thereby promoting the rights of persons with disabilities to safety and security in online spaces. 

For example, the CyberSafety Family Advice Suite tool developed by the Cyprus University of Technology (CUT). The tool will be disseminated through workshops and social media channels. The CUT will organise presentations, trainings, seminars, workshops to pupils, parents, and teachers, to spread awareness regarding Online Social Networks threats, risk coping techniques, available parenting tools and the tools developed. 

What other related threats and obstacles to effectively ensure the human rights of persons with disabilities online, including the right to privacy, the right to freedom of expression and the prohibition against discrimination, should be addressed in the report?

1. Digital surveillance and privacy violations: Persons with disabilities may be particularly vulnerable to digital surveillance and privacy violations due to their reliance on assistive technologies and online platforms. 
2. Inaccessible online content and services: Many online platforms, websites, and digital services may not be designed or optimized to be accessible to persons with disabilities. This lack of accessibility can prevent individuals from fully participating in online activities.
3. Cyber harassment and online abuse: Persons with disabilities are at increased risk of cyber harassment and online abuse, including hate speech, bullying, and targeted attacks based on their disability status. 
4. Disability-based discrimination and stigma: Persons with disabilities may face discrimination and stigma in online spaces, including negative stereotypes, prejudice, and exclusionary attitudes. 

Please provide information about measures taken to address those issues, including to ensure access to online platforms by persons with disabilities; to ensure inclusiveness and remove obstacles for persons with disabilities to the digital environment. 

A series of strategies and techniques for experiential learning are implemented by Cyprus Safer Internet Centre, which yield positive results and achieve the desired goals concerning the development of digitally competent pupils, parents, and teachers. The experiential workshops, informative lectures, and creative activities for safe and responsible internet use are based on the principles of experiential and active learning. Specifically, participants are given the opportunity to assimilate the material through active participation in interactive discussions and group activities. Additionally, case studies are provided, allowing trainees to apply theoretical knowledge of digital skills and safe internet use in practical situations from everyday life. Finally, there is always an opportunity for reflection with the aim of creating a productive discussion that will enable the development of critically thinking children, parents, and teachers who can become digitally competent citizens.  A helpline service that provides support to young people and their parents regarding harmful contact, offensive conduct (e.g. cyberbullying, hate speech, sexting) and undesirable or harmful content. A hotline for receiving and managing reports from the public related to illegal online child sexual abuse material. 

What are good practices, mechanisms or models for ensuring the that persons with disabilities can exercise their rights in the online space, particularly on online platforms? Are there particular challenges in their implementation or adoption? What additional measures should be developed and implemented?

Good practices include collaboration with disability organisations and advocacy groups ensure that the perspectives and needs of persons with disabilities are represented and considered in the design and implementation of online platforms. These partnerships can help identify barriers and develop targeted solutions to address them. Enacting and enforcing policies and regulations that mandate accessibility standards and require online platforms to be accessible to persons with disabilities can drive compliance and accountability.

Also, at the Cyprus Pedagogical Institute there is a team of Cyprus Youth Panel where we people with disabilities are included. The CYberSafety Youth Panel aims to enable knowledge and experience sharing among participants, make suggestions and take actions regarding the creative and safe use of digital technologies and the internet. At the same time, its members act as ambassadors of best practices and actions, aiming to create innovative sources and disseminate messages about the safe use of the internet to their peers and other groups involved. 

At the same time, the primary issue/problem at hand involves the need for increased awareness among children and adolescents regarding the risks of main online danger e.g. grooming, the vulnerabilities associated with personal data on the internet, and the practice of sexting. Furthermore, there is an essential requirement to offer psychological assistance to children who have become victims of these situations and their families who have been impacted. To further improve the exercise of rights for persons with disabilities in the online space, additional measures could include, strengthening enforcement mechanisms for accessibility regulations to ensure compliance by online platforms. Investing in research and development to develop innovative technologies and solutions that address complex accessibility challenges. Promoting international collaboration and knowledge-sharing to advance global efforts towards inclusive online spaces for persons with disabilities.

Moreover, scaling up, including extending awareness programmes to engage the wider community, including local businesses, community organisations, and social groups. Secondly, collaborating with educational authorities to integrate internet safety and digital literacy into the school curriculum ensures consistent, age-appropriate training for pupils. Thirdly, utilizing digital platforms and social media to disseminate information and provide resources enhances engagement with the target audience, complemented by interactive online courses and workshops for remote learning. Regular community workshops, webinars, and forums address emerging online threats, fostering open discussions with field experts. In the future, continuous research, and partnerships with the CYberSafety experts aim to stay updated on evolving risks. Embracing emerging technologies, such as AI and machine learning, will help develop tools for risk detection and prevention, with user-friendly apps or web extensions for safer online experiences. Moreover, collaboration with international organisations, government agencies, and NGOs facilitate resource sharing and funding access for large-scale initiatives. Also, extending the network of youth ambassadors (Youth Panel:  https://cybersafety.cy/activities/youth-panel/) and implementing feedback mechanisms, along with defined evaluation metrics, ensure programme effectiveness, reduced online incidents, increased reporting, and improved participant knowledge.

Please provide information about whether specific measures have been taken to ensure accountability and access to remedies for persons with disabilities for violations or abuses of their rights in the digital space.

The CYberSafety Programme offers help and assistance for persons with disabilities through the 1480 helpline where persons with disabilities can report any abuse incident in the digital space. 
Cyprus has enacted legislation to address cyberbullying to safeguard also the rights of persons with disabilities. The first National Disability Strategy 2018-2028 is built on the principles of the Strategic Planning Guide of the Ministry of Finance and is linked to the recommendations made to the Republic of Cyprus by the UN Committee on the Rights of Persons with Disabilities, the European Disability Strategy 2010-2020 and the Council of Europe’s Disability Strategy 2017-2023.32 Accessibility is one of the principles stated in the first National Disability Strategy 2018-2028. 
Schools in Cyprus have implemented interventions to prevent and address cyberbullying among pupils, including those with disabilities.
Technological solutions, such as social media monitoring tools and reporting mechanisms, have been developed to combat cyberbullying in Cyprus. These tools help identify and address instances of cyberbullying, thereby promoting the rights of persons with disabilities to safety and security in online spaces.
National disability action plans have been issued for the implementation of the National Disability Strategy.
Priorities and plans come from organisations and bodies that work with persons with disabilities. Hence, they are aware of the importance of digital, assistive and accessible technologies for persons with disabilities and it is anticipated that revised and updated versions of the strategies and relevant action plans will be more disability informed. 
The accessibility of information and websites in Cyprus is promoted by relevant legislation and priorities.  
In Cyprus, the protection of persons with disabilities from cyberbullying and digital abuse is addressed through various legal and policy measures: 
1. UN Convention on the Rights of Persons with Disabilities, which was ratified in 2011 and emphasizes equal rights, equal opportunities, and social and economic integration for disabled individuals. 
2. Laws and Regulations:
· L. 127 (1)/2000 Law: This law provides general protection for disabled people, including equal rights and opportunities and aims to promote social and economic integration.
· Amending Law 57 (1)/2004: This law prohibits discrimination related to promotion, vocational guidance, training, and professional experience and allows positive measures to counterbalance disability-related disadvantages.
· Training and Education of Children with Disabilities Law (113 (1)/1999): This law emphasizes integrating children with special needs into mainstream schools and ensures services for the blind, irrespective of age, for social integration and vocational rehabilitation.
3. EU Strategy for Children in the Online World: While not specific to disabilities, the EU strategy aims to protect and empower children online.
4. Digital Transformation and Inclusion: Cyprus focuses on digital transformation and digitalization, considering accessibility and inclusion of persons with disabilities. Policies and practices are examined to ensure that digital platforms are accessible to all.

In summary, Cyprus combines legal frameworks, educational provisions, and coordination efforts to safeguard the rights and well-being of persons with disabilities in the digital re
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