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1. Please provide information on how technologies are used to facilitate the sexual exploitation and abuse of children.
Children often have insufficient experience and knowledge to be able to assess the risk and consequences of entering the private (intimate) area of life in the online environment. Sexting, online grooming (establishing contacts for sexual purposes using technology), extortion with intimate videos, videos of child sexual abuse, etc. are among the many ways children are abused in the digital environment.
Increasingly sophisticated technologies allow for complete anonymity for child sex abusers, who, with the help of technology, find ways to remain undetected by law enforcement authorities and to cover up all traces of their activities. New technologies, including artificial intelligence, make it possible to produce artificially generated child sexual abuse material, which makes the work of investigating authorities more difficult. The priority in investigating online child sexual abuse is to identify child victims of abuse. In practice, this means analysing the material depicting the abuse. If it is artificially generated footage, where the children do not actually exist, then all the effort is in vain. Besides, this technology is also used to create material where the body and face may be real, but belong to different children. Smart technology and artificial intelligence can also facilitate communication with children. This makes it easier for perpetrators to engage with and manipulate children, even when they are not skilled in communication. Above all, technologies make it possible for perpetrators to connect with each other, to find each other quickly, to exchange material, to be inconspicuous and to alert each other to law enforcement and investigative authorities.
While the full scope and extent of the threat of technology facilitated child sexual exploitation and abuse remains unknown, global statistics show alarming increases in reported cases to national hotlines and clearing houses in recent years.
The COVID-19 pandemic, which brought with it increased emotional vulnerabilities, economic hardship, and surges in unsupervised time online among children and adolescents is likely to have magnified vulnerabilities to child exploitation and abuse, particularly online. Widespread disruptions in child protection services across the world have left vulnerable children without access to adequate protection, further contributing to a new sense of urgency to address online child sexual exploitation and abuse. Although internet use has allowed communication with others during the corona crisis, it is important that family members have tried to find alternatives to spending time online.
2. What practical recommendations would you propose for States, the technology industry and online service providers to prevent the sexual exploitation and abuse of children in the digital environment?
In Slovenia we have different programs for children who are victims of violence and programs with strong professional support including psychosocial and psychological help to victims of sexual abuse, incl. sexual abuse facilitated by information and communication technologies. Such activities of non-governmental and non-profit organization are different counseling services and psychosocial help. In Slovenia we also have awareness-raising activities and programs for protection child sexual exploitation and abuse. In our country we have different support programs of non-governmental and non-profit organization which are co-financed by the Ministry of Labour, Family, Social Affairs and Equal Opportunities.
Besides these mentioned Guidelines, Section for Primary Pediatrics of the Association for Pediatrics of the Slovenian Medical Association developed Guidelines for the use of screens in children and adolescents. These are the first Slovenian national recommendations for the use of screens for children and adolescents. The main purpose of the prepared guidelines is a unified approach of all professionals involved in working with children and adolescents to advise parents on the use of screens in their children and adolescents. The guidelines are also the basis for planning interventions in this area. Guidance to parents and caregivers should encourage children’s social, creative, and learning activities in the digital environment. It should also explain that use of digital technologies cannot replace direct, responsive interactions amongst children themselves or between children and parents or caregivers.
Since 2005 in Slovenia SAFE.SI (www.safe.si) has been operating as a national awareness point aimed at promoting the protection and awareness of children and the elderly who use the Internet and new online technologies. The Center's activities are aimed at four target groups: children, adolescents, parents, and professionals (teachers, social workers, youth workers...). In 2023, the Safe.si center published a report on the availability of pornographic content in Slovenia (https://safe.si/novice/pornografijo-na-spletu-gledajo-ze-devetletniki) and organized an Internet Safety Day (https://safe.si/dan-varne-rabe-interneta/dan-varne-rabe-interneta-7-2-2023). 
Hotline Web eye is part of the Safer internet Centre, which is coordinated by the University of Ljubljana, Faculty of Social Sciences, in cooperation with partners Arnes, Slovenian Association of Friends of Youth and Centre MISSS (Youth Information and Counselling Centre of Slovenia). The project is cofinanced by the European Health and Digital Executive Agency (HaDEA), in Slovenia financial support also comes from the Government Information Security Office. The Web eye hotline allows Internet users to anonymously report child sexual abuse images if they come across them online. The hotline was established in September 2006 at Safer Internet Program and began taking reports in March 2007, after cooperation with the police and the necessary technology were put in place. In 2023, they also published the publication 'Sexual abuse of children and adolescents online'. 
The Association “SOS Help-line” is a women’s non-governmental, non-profit and humanitarian organization that works in a public interest. Their aim is to help, support and counsel women and children who have experienced or are still experiencing violence in their families and relationships. It was established to prevent violence against women, children, and young people. 
The Nora Institute is a non-governmental, non-profit organization operating in the field of social protection. From 2011, they offer free advisory assistance to individuals who have been caught up in the whirl of modern technologies. Their basic program is “Logout & Restart”. The program is designed for children and adolescents with more severe problems. Sessions are held once a week, for at least three months. Active participation of parents is desirable. Program logout & Restart is also co-financed by the Republic of Slovenia. They also carry out preventive activities - educating, raising awareness, and informing the general and professional public about the problem of excessive use of web technologies.
“TOM” is a telephone for children and adolescents which works within Slovenian Association of Friends of Youth (referred to as SAFY). SAFY is a voluntary, national association of societies of friends of youth, its inter-society forms of integration and other non-profit, non-governmental organizations working for the benefit of children, young people, and families. It was established at the initiative of the Commission for the Rights of the Child at the SAFY. Most important topics are love, physical development and sexuality, violence, family, and school. The issue of sexual abuse of children and adolescents online is also tracked on online platforms, such as #tosemjaz (NIJZ) and #TOMtelefon.
Through their activities and results, the projects use a coordinated, holistic approach and directly contribute to supporting national stakeholders in the development and implementation of practical and targeted information, awareness-raising and education activities that spread a clear message of zero tolerance to violence against women and girls, with a special emphasis on the prevention of gender-based cyber violence and harassment as a form of violence against women and girls. The activities of the proposed projects challenge the gender stereotypes and norms that contribute to the problem, combat violence against women and girls and promote gender equality, including encouraging men and boys to actively engage in the fight against violence against girls/women.
IT service providers should ensure that sexual abuse does not take place on their services and, if detected, they should inform the law enforcement authorities. When new technologies are developed, the technology itself could, for example, make it impossible to display child sexual abuse photos and videos on the user's screen. From a preventive point of view, above all, a strong preventive policy to educate children about safety and the dangers of the Internet, and above all, educating parents, who are generally unaware of the dangers.
3. What are the remaining gaps that limit the effective implementation and application of existing laws, policies and guidelines to prevent, detect, report and protect children from sexual exploitation and sexual abuse online?
Above all, legislation, which puts the right to privacy before the rights of children, legislation and the constitution, which was created before the technological boom and which is not adapted to today's situation.   
Many cases of abuse remain hidden, as children are victims of abuse, subjected to threats and intimidation by perpetrators. As the number of children with mental disorders increases including because of sexual exploitation and sexual abuse, it is necessary to supplement the network of experts and connect them to an interdisciplinary network of mental health centers, thus reestablishing regional access to timely and quality treatment for children. Timely treatment is key to successful treatment and prevention of unwanted long-term outcomes of mental disorders in children and their families.
4. What are the challenges that exist in the use of these digital technologies, products or services, that inhibit the work of law enforcement across jurisdictions in their work to investigate, detect, remove child sexual abuse materials online and prosecute these crimes?
Slovenia defines some forms of e-abuse in the Criminal Code (acquiring persons under the age of 15 through ICT for sexual purposes, displaying, possessing, possessing material with sexual content, or gaining access to such material with the help of ICT). Prevention and education are still necessary, while not forgetting the area of protection and assistance (when abuse has already occurred). 
[bookmark: _Hlk167702380]Slovenia does not have a law to block websites that depict child sexual abuse and whose content cannot be removed. Because children do not report sexual abuse, it is often only discovered after a while. The information needed by the police to track down the suspect and obtain evidence mainly rely on the retention of data by IT providers, which is often too short.
Regardless of the form and type of work with children in this area, the level of their ability to understand (according to age, level of development, etc.) must be considered. It is also important that children have an appropriate medium (and method) available to them where they can complain, report abuse, or ask for help and advice.
5. What technical and regulatory measures can be put in place by States, the technology industry and online service providers (legislative, regulatory, administrative, institutional and others) towards mitigating human rights risks associated of online child sexual exploitation and abuse, and ensuring the minimum harmonization across legal jurisdictions?
Slovenia has already introduced certain regulatory measures: The Act on the Prevention of Domestic Violence defines sexual violence as dealing with sexual content to which the victim does not consent, is forced to do so or, due to his level of development, does not understand their meaning and the threat of using sexual violence. It also lists the publication of sexual content about the victim as sexual violence. 
In March 2021, the government adopted the Act on the protection of children in criminal proceedings and their comprehensive treatment in the Children's House. The purpose of the Children's House is to provide all professional help and protection to a child who is a victim of sexual abuse in one place.
In July 2004, Slovenia adopted the Law on the Ratification of the Optional Protocol to the Convention on the Rights of the Child regarding the sale of children, child prostitution and child pornography. The content of the Optional Protocol, which determines conduct related to the sale of children, child prostitution and child pornography, which the contracting states must define as criminal acts, is regulated accordingly in the Criminal Code of the Republic of Slovenia.
To ensure the protection and safety of children in the digital environment, it is necessary to raise awareness and train children, parents, guardians, and other persons who use digital technology in their work with children. For this purpose, the country translated Recommendation CM/Rec(2018)7 of the Committee of Ministers to member states on Guidelines on respect, protection and fulfilment of children's rights in the digital environment.
[bookmark: _Hlk167702369]Technology already makes it possible to detect child sexual abuse on individual services, but it is difficult to do so without filtering the entire content of all users of a network. This is problematic for Slovenia, but it is important to stress that such filtering does not automatically infringe the rights of others and only infringes the privacy rights of those who disseminate or publish photos or videos of sexual abuse. 
The Council of the Republic of Slovenia for Children and Family is preparing initiatives for the coordinated action of competent authorities in the field of children, including in the field of safety in the digital environment. The Council of the Republic of Slovenia for Children and Family also addressed the priority area of empowerment, protection, and support for children's safe access to their rights on the Internet. One of the Council meetings was devoted to this issue.
6. Are there any other practical examples of internal monitoring, complaint and reporting processes; establishment of regulatory bodies and interventions; remedial pathways; robust safeguarding procedures; children’s rights’ due diligence and risk assessments; and technical standard-setting processes to ensure safety and inclusivity by design?
Regardless of the form and type of work with children in this area, the level of children's ability to understand (according to age, level of development, etc.) must be taken into account. It is also important that children have an appropriate medium (and method) available to them where they can complain, report abuse, or ask for help and advice. As we mentioned, the government adopted the Act on the protection of children in criminal proceedings and their comprehensive treatment in the Children's House.
7. In the case of generative Artificial Intelligence and end-to-end encryption, what are the challenges and recommended mitigation measures, including the application of advanced technology needed by technology companies, online service providers and law enforcement to prevent by blocking the sharing and removal of CSAM?
Some social network owners abroad already voluntarily detect child sex abuse material on their networks. By reporting they provide a safer environment for young users. There should be a better system for verifying the age of users and adapting content for younger users. It is important that parents should be made aware and taught not to let their children use smart devices too early, without knowledge and experience, without supervision and without filters.  
8. Are there any examples of proactive measures taken to facilitate consultation and participation with a broad range of stakeholders, including children and child-rights organisations, for informing policy and legislation, setting technical standards and implementing processes to eradicate child sexual abuse and exploitation in the digital environment?
Child safety in the digital environment is also one of the priority areas of the Program for Children 2020-2025. Program also addresses challenges of participation of children in the digital environment.
The Institute of Social Welfare of the Republic of Slovenia (IRSSV) prepared the survey of the realization of children's rights in the digital environment – the title of the research was Respect, protection, and fulfilment of children's rights in the digital environment.
Since continuous monitoring of the situation of children and the realization of children's rights in Slovenia in all areas of safety is a permanent task of the Council of the Republic of Slovenia for Children and the Family, in 2021 it paid special attention to children in the digital environment.
With this issue, Slovenia wanted to shed light on the awareness that information and the use of ICT are important tools in the lives of children in achieving education, socialization, expression, and inclusion, but at the same time, its use can expose them to risk, exploitation and abuse. The inclusion or participation of the child means their participation in all areas of social life, as well as their participation in legal and other procedures that relate to them. The comprehensive recognition of children's rights means that children must be given the opportunity to express their opinions and participate in making decisions that concern them, which is why two children from Network for Children's Rights are also proposed as members of the Council of the Republic of Slovenia for Children and Family.
Ministry of Labour, Family, Social Affairs, and Equal Opportunities highlights the importance of free psychosocial intervention programs. Programs offer individual professional and group help to children due to various challenges and problems in the online environment with issues in digital environment. While the Slovenian police will cooperate with other ministries, and especially with establishments, sharing knowledge and experience. They have worked with Safe.si to produce several manuals for professionals, including those working in educational institutions. Police officers and criminal investigators carry out prevention activities and give lectures to teachers, parents and children to raise awareness and increase online safety. Police officers are proactive and approach educational establishments and their management.
Ministry of Education is involved in raising awareness, informing and educating professionals in the school system. At the beginning of the 2023/2024 school year, in cooperation with the Institute of Education, they issued a protocol and a procedure manual for dealing with sexual violence. They have also launched a series of podcasts on digitization and education to address and inform parents.
9. What kind of mechanism could be put in place to best support and coordinate the joint public and private industry participation at the international level on existing and emerging threats that digital technologies pose to children in order to ensure harmonisation and mainstreaming across domestic and regional efforts when combatting this phenomenon?
To achieve the best interests of the child, it is therefore necessary to balance or harmonize the child's right to protection or safety with the right to expression and participation.
It is very important to present children, young people, and adults (professionals, parents, professionals) with online content that encourages the safe and creative use of technologies. Children need to be empowered to use ICT safely and creatively (development of critical thinking, etc.). The participation of all stakeholders - the state (all departments), civil society, nongovernmental organizations, companies as well as parents and children – is very important in respecting and protecting children's rights and protecting children in the digital environment.
Perhaps an international campaign could be carried out to raise awareness among the wider community and political decision-makers that child sexual abuse is something that happens among us, and that with the current levers we have in place we are losing the battle against those who perpetrate sexual abuse, aided and abetted by modern technology. We must definitely include young people's opinions in political decisions and practical solutions.
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