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Safeguarding our biometric future




Purpose 
 
To inform the Special Rapporteur’s forthcoming report to the 79th session of the UN General Assembly in October 2024


1.	Introduction

1.1.	The Scottish Biometrics Commissioner Act 2020 established the office of Scottish Biometrics Commissioner and provides for its functions. The Commissioner general function is to support and promote the adoption of lawful, effective, and ethical practices in relation to the acquisition, retention, use and destruction of biometric data for criminal justice and police purpose. The Scottish Biometrics Commissioner is an independent public authority appointed by Her Majesty the Queen on the nomination of the Scottish Parliament. Dr Brian Plastow is the first Biometrics Commissioner in Scotland. 

1.2.	Biometric technologies, including powered by AI are evolving rapidly and offers good potential in the detection and prosecution of crime and the delivery of public safety. The Commissioner plays a leading role in setting and promoting working standards surrounding the use of those technologies in a policing and criminal justice context in Scotland. 

1.3.	This brief submission focuses on the Special Rapporteur’s call for input, particularly on the call’s additional question on how stakeholders can be mobilised to factor in the best interest of the child in the design of technologies. In answering this question, we would like to highlight two items, which may be of interest for the Special Rapporteur. The first is our statutory Code of Practice on the acquisition, retention, use and destruction of biometric data for criminal justice and police purposes, and the second is our Joint assurance review of the Acquisition of Biometric Data from Children Arrested in Scotland.

2.	The Code of Practice 

2.1.	The Code of Practice seeks to promote public confidence and trust through the establishment of a framework for professional decision-making that appropriately balances the needs of law enforcement with ethical, data protection and human rights considerations under twelve guiding principles. Police Scotland, The Scottish Police Authority, and the Police Investigations and Review Commissioner must adhere and ensure compliance with this Code. The Code gives the protection of children and young people a prominent position in guiding principle no. 9.

2.2.	The Code also seeks to promote scientific and technological advancement, particularly where such advancement in biometric data technologies. Principle no. 8 focuses on the role of third parties in this context, whether as a supplier or a processor. The principle emphasises the need to ensure that the supplier can provide the controller with sufficient detail about the proposed technology, particularly around storage, access, deletion, security, and the identification of risks.







2.3.	To promote scientific and technological advancement, the Code considers a process for adopting new biometrics technologies in Chapter 6. This process recommends, the adopting body, to undertake a priori a number of ethical and legal steps, including Equality and Human Rights Impact Assessments, Data Protection Impact Assessments and Community Impact Assessments, where children rights would be reflected.



2.4.	In 2023, the Commissioner undertook the first annual assessment on compliance with the Code of Practice. In January 2024, the Commissioner determined that the Police Scotland, the Scottish Police Authority, and the Police Investigations and Review Commissioner were compliant with Code.

3. Assurance Review of the Acquisition of Biometric Data from Children Arrested 

3.1. Between October 2022 and March 2023 our office developed and published a joint assurance review of the acquisition of biometric data from children arrested in Scotland, we collaborated jointly with the Scottish Police Authority and with the Children & Young People’s Centre for Justice. Three parts were covered in the review: an analysis of the current law and policy, including international standards; an evidence gathering from data volumes, interviews with both police officers and roundtable discussions with children ; and a final section on recommendations. 

3.2. The assurance review concluded that the overall strategic approach of Police Scotland to safeguard children who find themselves in police custody and have biometric data captured was strong. However, the review also highlighted that there are specific opportunities for improvement on policies, procedure and practice and how it is presented to children (under 18 years of age) when their biometric data is acquired in a manner consistent with the ‘Justice Vision’ for Scotland and relevant international standards. We provide detailed recommendations, which can be found in the report.

3.3. We would like also to inform the SR that Police Scotland has a specialist unit, the National Child Abuse Investigation Unit, which uses the UK Child Abuse Image Database (CAID), to support investigations into the human trafficking of children and other complex enquiries involving child abuse and neglect. Through use of CAID, and other forms of biometric data, Police Scotland can work with other UK, European and international partners to identify and protect child victims, shut down and remove shared victim images and harmful websites to prevent re-victimisation. This work also leads to arrest offenders, disrupt criminal activity, and profile individual offenders and offender networks including those operating on e-platforms located on the dark web.

Conclusion

We hope this brief note and the additional supporting materials (Code of Practice and Children Assurance Review) are useful for the Special Rapporteur’s mandate, in particular exemplifying how Scotland and the Biometrics Commissioner are mobilising to factor in the best interest of the child in the design of biometric technologies.
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