ODI is a Mexican Ngo that for over 20 years has litigated in representation of child and adolescent victims. At present we find a worrying disconnect between criminal tendencies regarding the production of CSAM and other forms of exploitation, international efforts to combat these crimes and victim protection. 

While the criminal activity becomes more complex, international efforts on a “from the CSAM to victim detection and protection” approach. Meanwhile domestic justice systems are constantly in contact with the victims but do not identify them as such. Child testimonies are not properly heard and children are not believed. 

International efforts, particularly those of model organizations such as United Nations and international tribunals, can effectively impact how local jurisdictions treat and respond to  child testimonies. 


An ever more complex crime[footnoteRef:1]. [1:  Data and references are not used in this section to avoid redundancy of information of which the rapporteur has ample awareness. ] 


Online sexual exploitation of children has spiraled. Technological advancement is exponential and along with this vertiginous trend, criminal activity mutates.  Access to CSAM in privacy and the ease of networking with other perpetrators have been catalytic in normalizing sexual interest for children. Echo chambers amongst perpetrators and the anonymity that is possible online not only has meant an increase in the consumption of CSAM, but a growth in more extreme and violent materials involving younger children. 

As demand for the material grows, the CSAM itself becomes ever more ephemeral. Images and video are electronic and not physical and even these are giving way to live streaming. With virtual reality in close proximity, worries about harm caused by and to avatars looms on the horizon. Abuse in virtual environments not only generates traumatic effects on victims as it would in a physical reality, but the damage may even be augmented. The intensity of virtual environments along with the anonymity that may generate more extreme behaviors, can produce greater harm. 

Predator networking is important not only because it normalizes and praises interest in CSAM. Networking greatly increases the perpetrators ability to avoid detection and prosecution. Behavioral tips and technological knowhow are rapidly shared. The information exchanged on these platforms not only discusses how to disseminate material, but how to commit the abuse while generating more confusion in the victims testimony. Cases documented in Mexico, for example, contain striking patterns. In testimonies of very young children (aged 3 to 5), recurrent description of paper or dirty paper being used for penetration is noted. This very unusual action has been documented in cases of possible live streaming in different states. Also registered in these cases are affirmations by the children that would make their narrative implausible, such as mentioning that their parents were present during the abuse. In one case a four year old stated that her parents were present, generating confusion and disbelief in the authorities who took her initial testimony. Only after she was allowed to narrate freely (without questioning) in adequate conditions did she provide further details. The perpetrator had told her that her parents were present, but that they had been made invisible. The reappearance of unlikely or unusual details may be due to tip sharing on part of aggressors. 


Trends in international efforts to combat online child sexual exploitation. 

In this evolving criminal context, international efforts to combat OSEC have concentrated in two areas. Important resources and actions are centered around issues such as encryption, hash detection, online safety and reporting. These efforts are and will be a constant game of catch up as technology continues to develop. However, regardless of this challenge, they are indispensable. Safeguarding, detection and takedown must be a constant in combating OSEC. 

Other, less successful efforts are centered around victim identification and protection. There are two main problems with this approach. The first obstacle in going from the material to the victim, is that the CSAM itself is becoming more and more ephemeral. The strategy faces the challenge of having less material to use as a starting point regardless of an increase in the exploitation. 

The second and more significant problem is that even when the victim is identified, their protection and any criminal prosecution depends on local authorities. There is a correlation between where the CSAM is produced and countries that face serious institutional challenges. As is the case in Mexico, local authorities have deficiencies in criminal investigation, particularly regarding complex crimes. 

We can only describe the problems that make international alerts ineffective in Mexico. However, it is not hard to imagine that very similar issues are widespread along the Global South. In Mexico some of the problems with international alerts are: 

· Investigative and prosecutorial institutions are fragmented. Those who receive the alert are not the same individuals who investigate the case. The alert is handed over, but the course it should follow once in national hands is unclear. The practical reality is that alerts are stored as statistical data. Each alert does not turn into an open investigation, even when elements of victim identification are provided. 

· Although law obliges authorities to act ex officio regarding crimes against children, the practical reality falls short. With police institutions overwhelmed, understaffed and no procedural supervision in this regard, a case without active victim participation is left in a drawer. This means that even if the police who receive notice of the alert, pass it on to an investigator, the case will almost surely be ignored. 

· Even if a case is actively taken on, prosecutors have limited capacity in case building. If the case requires international collaboration these limitations are doubled. Requesting evidence from foreign governments or international offices is extremely rare and most often flawed. Upon receiving off shore evidence, local officials are challenged as to how to use this evidence in accordance to national formalities. Many such cases are registered by foreign offices such as Homeland Security Investigations. Through their missions in Mexico, they often attempt to assist specific cases.  Much to their dismay, most of the evidence shared with Mexican authorities is rejected for formal reasons. Even images obtained from NCMC or other similar sources, are deemed as useless given that “domestic like” chain of evidence cannot be applied. 

It is understandable that international efforts should stop at notification. Dealing with local jurisdictions is an incredibly complex matter. Involvement in specific cases or opining in matters of domestic justice, are politically sensitive issues. However, these limitations cannot be ignored. The ineffectiveness of victim protection and prosecution through international notification not only leaves known victims unprotected, but renders significant efforts poured into the “material to victim” strategy  useless. 

Interesting lessons can be learned from the experience in the Philippines. Well documented cases show how international notification can result in the rescue of victims and successful criminal prosecution. The main factor in these cases is the presence of International Justice Mission (IJM). Their presence acts as a bridge. They effectively litigate the case and, with understanding of local law, assure it`s follow-through. 

These examples demonstrate that perhaps greater international efforts could fortify local justice without trespassing matters of sovereignty and political sensitivity. In particular:

· Notification accords could incorporate follow up information sharing and greater detailing of the course a case would follow. Follow up information would certainly be of interest to international efforts and could serve as incentive for local investigations to take place. 

· Greater proactivity could be generated on part of international investigators. The transnational nature of these crimes does justify jurisdictional claims in investigation. Countries that have documented a significant presence of perpetrators have justified interest in their detection. Prosecution, however is very difficult without victim participation. Thus, victim protection can also be seen as a request for collaboration with an investigation of the country of a possible perpetrator and not only as a domestic issue in the country of the victim. Collaborations of this nature could bring greater experience and resources  to bear in specific cases where CSAM has led to high probability of victim identification. 

· Efforts could seek to collaborate with local litigators that, such as the IJM model mentioned above regarding their work in Philippines, could bridge the notification and local investigation. 


The crime changes but the harm does not.

In the context of the fast changing crimes of OSEC, one factor will remain the same. Be it to produce images, streaming or in virtual settings, the child or adolescent will live a traumatic experience. The one constant indicator that a crime has been committed is the victims experience. As technology evolves, that remains unchanged. 

It is thus notable that children’s voices are not at the forefront of the efforts to detect and combat OSEC. Growing attention is paid to the voices of survivors. However, this is not where the disconnect lies. The problem is the lack of attention paid to the victims voices by the authorities that could protect them. 

Several cases of organized sexual violence have been documented in Mexico. These cases involve multiple adults present in the abuse against one or more preschool age children. The abuse takes place within public and private schools. SEE “IT’S A SECRET: CHILD SEXUAL EXPLOITATION IN SCHOOLS IN MEXICO” REPORT. https://dispensariodi.com/wp-content/uploads/2021/05/ita%C2%B4s-a-secret_child-sexual-exploitation-in-schools.pdf 

In the cases litigated by ODI, the authorities consistently treated the cases as individual instances of sexual abuse. Only through litigation did the authorities consider the possibility of crimes of OSEC. In one case ODI represented 30 child victims of abuse in the same school. Of these, a handful mentioned the presence of cameras. However, this does not mean that the other victims were not photographed. Children narrate subjective descriptions of what they have lived. They do not explain what happened to them, they describe it. They will include only what is subjectively relevant. Most relevant to young children is what they felt on their body and their feelings. In a world filled with phones taking pictures of everything, the presence of a camera may not be relevant to a child who has no knowledge of crimes of OSEC. 

This is an extremely important matter. Due to inadequate methods and unskilled authorities, the majority of child victims of online sexual exploitation are identified as cases of sexual abuse. The exploitation and possible production of OSEC are not investigated or documented. 

This is due to two main problems. 



The child testimony. 

Child testimonies require specialized methodologies. Due to the cognitive structures that determine a child and adolescents language, traditional interrogation based methods all but destroy their testimony. Each question posed to a child or adolescent affects their narrative. Unlike adults who can maintain intentional focus on what they want to convey, a child narrative will digress where the questions lead. SEE “THE CHILD TESTIMONY”. https://dispensariodi.com/wp-content/uploads/2023/10/The_Child_Testimony.pdf 

It is important to note that this digression is not to say the child will be influenced and describe falsehoods. Rather it means the child will omit narrating other things lived and attend the questions posed by the adult. Free and spontaneous narrative is indispensable for a child to testify. 

Naturally a child’s and adolescent´s narrative will be disorganized. Structuring one’s own narrative so to be better understood by others, implies complex though processes that are yet unavailable to children and adolescents. This fact places a burden on the adult authority who must make informed efforts to understand. The adult must listen patiently without fully understanding what is being described. Once the whole of the free narrative is obtained, it must be understood in consideration of the child’s age. 

When children narrate complex experiences these characteristics of the child testimony  are ever so much more relevant. Children narrating events of abuse with the purpose of producing CSAM may refer elements of fantasy, disguises, multiple adults and unusual types of violence. This generates an even more confusing testimony. Details in the description of the experience may allow the authority to piece together what took place. 

Given the lack of specialized methods and the use of interrogation based approaches, authorities tend to focus questions around what they understand and expect: most likely sexual abuse. The lack of adequate methods for the child testimony, effectively hides crimes of OSEC and treats them as cases of sexual abuse. 

International efforts to combat OSEC must place greater attention on child testimony and the capacity of countries to produce them correctly. Unlike involvement in specific cases, this is a technical matter that can be remedied through information and training. 


General disbelief. 

Often crimes of this nature generate disbelief. It is natural to feel fear and repulsion when confronted with the existence of these extreme forms of violence against children. It causes fear to recognize that persons are willing to be involved in them simply for economic gain. This natural rejection and unwillingness to confront such brutality generates confusion. The existence of these crimes is discredited when mixed together with Qanon type confabulations or cases of extorsion against visible individuals. The confusion presents an opportunity for social relief: it is easier to believe these crimes do not exist. The confusion does not go unnoticed by the perpetrators who use the disbelief to escape prosecution. The introduction of bizarre elements into the abuse may serve this purpose. 

The problem is that crimes of OSEC cannot be combated if they are ignored or believed inexistent. International efforts must use carefully vetted information to generate greater awareness of the existence of these crimes. The information must then be disseminated in consideration of the natural social reaction to be expected. Knowledgeable communication campaigns are needed to generate awareness on these issues. 

