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Human Rights Council Advisory Committee: Questionnaire on Human Rights Implications of New and Emerging Technologies in the Military Domain 

QUESTIONS
I. [bookmark: _GoBack]All stakeholders (core questions)

1. Which international legal frameworks, such as international human rights law and international humanitarian law, are currently applicable to the design, development, deployment and use of new and emerging military technologies in the military domain (NTMD)? What international legal instruments – treaties, soft law – are most relevant to NTMD? How effective are these instruments in addressing the challenges posed by NTMD?

The design, development, deployment, and use of new and emerging military technologies (NTMD) are governed by several international legal frameworks, primarily International Humanitarian Law (IHL) and International Human Rights Law (IHRL). There are treaties regulating the use of certain types of weapons (BWC, CWC…) but these do not specifically address new technology unless they fall under one of their respective categories. 

However, the rapid development of military technology challenges existing norms and has sparked debates about the application of IHL to areas of war and technology including cyber military operations, military artificial intelligence (including Autonomous Weapons Systems), the use of drones, and military human enhancement. IHL has instruments that work on universalizing the application of international law, such as the CCW including  expert groups such as the GGE LAWS. IHRL obliges states to comply with its regulations to promote and protect human rights and fundamental freedoms. IHRL and IHL complement each other regarding armed conflict.
. The additional Geneva Convention Protocol 1 Article 36 on New Weapons lays the foundation for legal reviews of new weapon technologies. Despite the general agreement that new weapons must adhere to the rules of engagement, particularly distinction and proportionality, technology and the corresponding military doctrines are not moving ahead in a uniform and transparent manner.


2. What measures can be taken to foster international cooperation and dialogue in order to promote the responsible and transparent utilization of NTMD while ensuring compliance with international law, international humanitarian law, and international human rights law?
The international community can work together to establish norms and standards for the use of NTMD. This could include developing guidelines for transparency, accountability, and the protection of human rights. Regular dialogues and exchanges between countries can help to build mutual understanding and trust. These dialogues can be facilitated by international organizations, through diplomatic channels, confidence building measures, or by international events such as Luxembourg’s 2023 LAWS conference.
Conducting legal reviews of new weapons and improving technology literacy throughout actors involved in the development and deployment of NTMD can help ensure that these technologies are used responsibly. Establishing partnerships with external stakeholders from industry and academia can help to foster innovation while ensuring that new technologies are developed and used responsibly.


3. From a human rights protection perspective, what are the key domestic regulatory gaps that can be identified? In your opinion, what legal or other domestic measures are necessary to prevent human rights violations and abuses and international humanitarian law violations stemming from the use of NTMD?

Luxembourg actively cooperates in the developing of a global normative framework for the use of NTMDs and adhers to the established frameworks.. Moreover, the Luxembourg has developed an ational position regarding autonomous weapon systems, through an interministerial working group coordinated by the Directorate of Defence of the Ministry of Foreign an European Affairs..

A designated Oversight & Accountability instrument, and appropriate export regulations are necessary domestic factors for improving the protection of human rights.
 A transparent multistakeholder approach also further contributes to promoting the respect oi IHL. Transparency is not only referring to available information, but also to ensuring that the information is understandable to the public and that there are mechanisms in place for public input but also accountability.




4. What are the primary human rights challenges presented by NTMD, including artificial intelligence (AI), autonomous decision systems (ADS), enhanced decision support systems, autonomous weapon systems (AWS), technologies for human enhancement, and the dual use of technologies? How can these challenges be effectively addressed?

The main challenge in advancing autonomous technologies is defining human responsibility for any harm or rights violation caused by these systems. These systems, often trained on datasets from the “Global North”, raise concerns about the responsible and diverse training of neural networks and machine learning systems. The lack of diversity in these datasets can introduce significant gender and racial biases in AI systems, posing a human rights challenge. These biases can lead to discriminatory outcomes when applied to underrepresented groups. Ethical considerations also include the lack of transparency in AI decision-making processes, with many systems operating as 'black boxes,' which hinders accountability. 

Privacy and data protection are also concerns due to the extensive personal data requirements of AI systems, necessitating strong measures for responsible and secure data handling. As AI systems evolve towards complete autonomy, questions about control and responsibility become crucial, highlighting the need for clear guidelines and regulations to ensure ethical operation in line with human rights principles.


5. What criteria and guidelines exist to guarantee the establishment of meaningful human control over the use of force and during the conduct of hostilities, and to ensure compliance with international human rights law and international humanitarian law within the military domain?

Meaningful human control over the use of force and during the conduct of hostilities, as well as compliance with IHRL and IHL relies on criteria and principles such as the Guiding Principles affirmed by the GGE LAWS in 2019. 

Luxembourg has formulated concrete steps in its national position to ensure meaningful 
human control, particularly underlining the importance of transparency, reliability, 

To ensure meaningful human control, we emphasize the importance of keeping the human operator in the loop regarding all decisions implying the use of force.



6. How can the right to equality and non-discrimination be upheld in the design, development, and use of NTMD, especially when they rely on data sets and algorithms that may introduce or amplify bias or discrimination? How can the collection and management of representative data be ensured? How can the transfer and trade of NTMD be effectively regulated?

One of the ways of reducing bias within training data sets is to ensure that the data science teams working on these projects are themselves diverse, and that managers overseeing the development receive diversity training. This makes biased programming as well as biased datasets less likely. Additionally, one could implement diversity audits for such project before licensing the products.
 As for the transfer and trade of NTMDs, export control regulations and the corresponding international regimes should actively include new emerging technologies, and their potentially negative impacts, in their discussions and considerations. The emergence of new suppliers in the global arms trade can have a direct impact on international and regional security. These new suppliers should be subject to the same scrutiny and regulations as established exporters in order to prevent imbalanced trade and transfer and subsequently avoid violations of IHL, IHRL.



7. What are the potential risks associated with using NTMD that could be exploited for malicious purposes, such as cyberattacks, espionage, spoofing, jamming, sabotage, or bioweapons? How can these risks be mitigated to prevent potential human rights violations and abuses?

New and emerging military technologies pose cybersecurity threats, including vulnerability to cyberattacks, espionage through data interception, potential signal spoofing, communication jamming, and both physical and digital sabotage. Mitigation strategies involve implementing robust security measures, regular updates, secure design principles, access controls, and regulatory oversight. In the long term, the establishment of formal international arms control and risk reduction arrangements, such as multilateral treaties and agreements, could be valuable to address these challenges.

8. In what ways can NTMD contribute to enhancing the precision and accuracy of weapons, minimizing collateral damage, and improving situational awareness and communication during military operations?

NTMDs advance warfare capabilities through the integration of advanced technologies such as satellite imagery and positioning, Augmented Reality (AR), and Satellite Military Communications (SATCOM).



9. How do States and private entities differ in their roles and responsibilities regarding the design, training, deployment, use, and acquisition of NTMD?

States act as regulators, setting legal frameworks and standards, serving as primary users for national defence, promoting development through funding and partnerships, and educating the public. Private entities, including tech companies and defence contractors, serve as developers, service providers offering maintenance and training, innovators driving technological advancements, and important stakeholders in technical discussions. Despite varying roles, both entities share the responsibility to ensure ethical and responsible use of these technologies, with specific duties contingent on context and the nature of the technology involved.

10. What should be the respective responsibilities of key stakeholders, including United Nations agencies, states, national human rights institutions, civil society, the technical community, academia, and the private sector, in effectively addressing the identified challenges/issues/area of concern related to NTMD? What role do they have in monitoring and limiting the “transfer and trade” of NTMD? What if there is a gap in access to these technologies? What could be the potential consequences?

Stakeholders like the UN, states, human rights institutions, civil society, academia, and the private sector play an important role in promoting the responsible use of new technologies. They establish norms, regulate use, monitor rights, raise awareness, develop safeguards, conduct research, and prevent misuse. They also limit NTMD "transfer and trade". A technology access gap could cause power imbalances, instability, conflict, and impact international security, human rights, and global governance, necessitating collaborative efforts.

11. What are the potential risks associated with private entities, as non-state actors, acquiring or misusing NTMD, such as drones, cyberweapons, or biotechnology?

The potential risks linked to private entities, and non-state actors, acquiring or misusing NTMD are multifaceted. Unregulated use poses a risk of potential misuse without proper oversight. Privacy violations are a concern, particularly technologies such as drones and cyberweapons. Security threats arise from the misuse of technologies, with drones potentially used for unauthorized surveillance or attacks, and cyberweapons capable of launching cyberattacks. Ethical concerns emerge, especially with the development  of AI driven systems . 


12. How can both States and private entities effectively establish mechanisms of accountability and responsibility to address the use of NTMD, including AI and ADS, cross-border, and long-distance use of force, neurotech and brain interface controls, as well as dual-use technologies employed for both military and civilian purposes?

To effectively address the use of NTMD, including AI, ADS, etc. both states and private entities must implement a comprehensive approach. This involves the development of clear regulations outlining the legal and ethical use of these technologies, including penalties for misuse. Transparency is crucial, necessitating disclosure of the when, where, and how of technology use. Establishing accountability mechanisms and clear lines of responsibility for technology decisions is imperative, with regular independent audits ensuring compliance. International cooperation is vital due to the cross-border nature of these technologies, necessitating collaborative efforts to create international standards. Lastly, investing in education and training ensures that those involved in technology development and use are ethically informed and capable of making responsible decisions.


13. How can both States and private entities effectively establish mechanisms of accountability and responsibility to address violations and abuses of international human rights law and violations of international humanitarian law committed using NTMD, including AI and ADS, cross-border, and long-distance use of force, neurotech and brain interface controls, as well as dual-use technologies employed for both military and civilian purposes? Additionally, how can monitoring the design, development, training, and use of NTMD play a role in ensuring accountability and addressing potential violations and abuses?

Monitoring the design and R&D process of NTMD is likely the best preventative measure to preserve human accountability over the product, as well as just generally giving states and private actor an idea of how advanced these technological developments are. Based on consistent monitoring, issues can be addressed before they arise, and the technologies are less likely to end up in the hands of hostile non-state actors. 

I.        States (specific questions)

1. How are new and emerging technologies in the military domain (NTMD) impacting the respect, protection, and promotion of human rights in your country? What distinct challenges or advantages does your country possess in addressing this issue? 

Luxembourg looks at this issue by pre-emptively addressing potential situations and by the possibility of working closely together with the private sector through extensive dialogue. This provides opportunities for training, prevention, and risk mitigation. 



2. What lessons learned or best practices can you share regarding the utilization, development, training, contracting, or renting of military technologies in your country?

Luxembourg takes an active role in reaching out to stakeholders including the private sector and academia to inform them of risks and commitments regarding the development and export of military and dual-use items. 

Export control regulations and extensive outreach help in creating an overview of technological innovation and emerging technology development. 



3. Are there any regional initiatives on NTMD? Are States members of regional organizations addressing these questions? How could an increased collaboration between the UN and regional initiatives/organizations in the field of NTMD be envisaged? 


The United Nations (UN) could enhance collaboration with regional organizations in the field of New and Emerging Technology in the Military Domain through several strategies. These include harmonizing policies, sharing information, capacity building, conducting joint research and development. The success of these collaborations would hinge on factors such as the willingness of regional organizations to engage, resource availability, and the specific characteristics of the NTMD. 
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