U.S. Narrative Response to UNSR Preliminary Report – WORD 97-2003 VERSION

Dear Mr. Cannataci,
Thank you for the opportunity to respond to the Outline of Preliminary Findings (“SRP Report”) you provided following your June 2017 visit to the United States.  Our comments reflect contributions by the Departments of State, Justice, Health and Human Services, Commerce, Homeland Security, and the Federal Trade Commission.  The Departments of State and Justice also consulted with additional agencies in preparing their comments, including agencies in the U.S. Intelligence Community.  
Our responses and comments attempt to address misrepresentations or misunderstandings of the U.S. policy and legal framework concerning privacy, as well as provide relevant background information and resources for preparation of the next draft of your United States country visit report.  The responses and comments are contained in two documents: one with comments to the SRP Report; the other document consisting of a series of narrative responses to specific issues raised in the SRP Report (referencing the relevant pages of the report).
Please note that the United States believes it may be useful for the Special Rapporteur to speak with the Federal Trade Commission, to help the SRP complete his observations of the consumer privacy landscape in the United States.  

We welcome further discussion with your staff to address any questions while compiling the formal draft United States country visit report. Thank you again for seeking our feedback. 
Sincerely, 

Department of State

Department of Justice 
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	Fact-Checking/Background 1

	SRP Report Section 4: Discussion of "context”
The Special Rapporteur on the Right to Privacy (SRP) draft Outline of Preliminary Findings (“SRP Report”) states that the “US has, over the past forty years constructed a complex and in many cases effective system of privacy protection within its governmental structures, the dynamics of which need to be understood and appreciated,” SRP Report Section 4(d)(i).

The SRP Report also states that, “in the 1960s-1970s, Americans had a foretaste, albeit on a smaller scale, of the recoil and horror that would follow Snowden nearly two generations later,” referring to the findings of the Church Committee, SRP Report Section 4(e). 
The SRP Report goes on to state that the U.S. population has been since 2013 “horrified to find out the extent to which it was under surveillance,” SRP Report Section 4(d)(ii)).  
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	The SRP Report acknowledges the effective system of privacy protection that the U.S. has constructed, from the initial foundations in the U.S. Constitution, to the robust privacy framework developed in the 1970s, to the continuing developments of this framework over the last forty years.  However, the SRP Report goes on to state that the disclosure in the 1970s of widespread intentional abuse of domestic governmental surveillance powers for political purposes anticipated, “albeit on a smaller scale, . . . the recoil and horror that would follow” the disclosures in 2013 of certain National Security Agency (NSA) surveillance programs by Edward Snowden.  
This statement makes a faulty comparison between the pre-1970s abuses of surveillance powers for political purposes by certain senior U.S. officials, and the disclosures in 2013 of intelligence collection programs that were authorized by statute, approved by courts, and regulated and overseen by an array of civil servants in the U.S. government.  A more accurate comparison between the abusive practices involving domestic surveillance that led to the Privacy Act of 1974 (Privacy Act) and the Foreign Intelligence Surveillance Act of 1978 (FISA), and the NSA surveillance programs disclosed by Edward Snowden in 2013, actually highlights the effectiveness of the U.S. intelligence oversight framework established in the 1970s.  
This is exemplified by two of the principal programs at issue:  a telephony metadata collection program authorized by section 215 of the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act (hereinafter Section 215 program); and a foreign intelligence data collection program authorized by Section 702 of the FISA (hereinafter, Section 702 program).  As required by these two statutes authorizing the programs, the collection of data at issue was approved in advance by independent judges.  Both programs repeatedly reported to oversight committees in Congress.  All those who have reviewed the evidence, including the Privacy and Civil Liberties Oversight Board (PCLOB), an independent and bipartisan agency established by the Implementing Recommendations of the 9/11 Commission Act of 2007,
 agree that neither of these NSA programs involved any intentional misconduct, much less any misuse of surveillance for political purposes.  The PCLOB conducted an extensive evaluation of both of these two programs.
  The PCLOB’s reports on the Section 215 and Section 702 programs did not find a single instance of intentional abuse in either program.
  None of the members of the PCLOB suggested the Section 215 program involved any governmental misconduct analogous to what was at issue in the 1970s.  
By contrast, the governmental misconduct of the 1970s involved an intentional misuse of national security surveillance for political purposes.
  The congressional investigations of these scandals led to a series of legal reforms that established much of the basic framework of the current U.S. governmental privacy regime, making the reoccurrence of the kinds of privacy abuses disclosed in the 1970s virtually impossible.  These reforms also led to fundamental changes in the culture of federal law enforcement and intelligence agencies.  As a result of the misconduct at issue in the 1970s, Congress passed and President Ford signed into law the Privacy Act of 1974 (Privacy Act),
 which was designed to make impossible the kinds of domestic political abuses of the government’s surveillance powers that are toxic to a healthy democratic society.
Further addressing the concerns about governmental misconduct in the 1970s, the Department of Justice (DOJ), under the leadership of Attorney General Edward Levi, developed a set of guidelines to govern the FBI’s investigative activities in connection with national security, the Attorney General’s Guidelines (the “AG Guidelines”).  The AG Guidelines created a coherent policy framework for the FBI, and established a system of evidentiary proportionality in the FBI’s investigative activities, in which approvals for the use of increasingly intrusive investigative techniques require a showing of greater and greater evidentiary thresholds.  The AG Guidelines for the FBI would later become the model used in Executive Order (EO) 12333, issued in 1981, which called for the heads of intelligence agencies to issue guidelines, with the approval of the Attorney General, governing the collection, retention, and dissemination of information concerning U.S. persons.
  The new guidelines required under EO 12333 helped foster a culture of professionalism in the Intelligence Community (IC), where privacy was part of a culture exemplified by the values of speaking truth to power and providing objective intelligence not influenced by partisan political considerations.  Today, a respect for privacy is part of the culture of professionalism that is characteristic throughout the U.S. intelligence community.

Likewise, in response to these concerns, in 1976, U.S. Senate Select Committee on Intelligence and the House Permanent Select Committee on Intelligence were created.  These Committees were charged, among other things, to “provide vigilant oversight” over U.S, intelligence activities and ensure compliance with the U.S. Constitution and other applicable laws.
  These two permanent standing committees exercise plenary jurisdiction over the intelligence agencies.    
Finally, in 1978, Congress enacted the Foreign Intelligence Surveillance Act (FISA), which prescribed rules for electronic surveillance and other activities to obtain foreign intelligence information.  The FISA established the Foreign Intelligence Surveillance Court (FISC) to review applications by the U.S. Government for approval of electronic surveillance, physical searches, and other investigative actions for foreign intelligence purposes.

The Privacy Act, EO 12333 and implementing AG-approved guidelines, the newly established congressional oversight committees, and the FISA, all contributed to the United States’ extensive and robust privacy regime that exists today.  

Over time, as technology evolved and changed the nature of the privacy risks, the laws and government oversight mechanisms evolved to address them.  The United States now has layers of data protection and privacy laws, regulations and policies,
 combined multiple layers of oversight, ranging from individual privacy officers embedded in agency operations, to congressional committees, and offices of inspector general, to independent oversight agencies like the PCLOB.  


	Fact-Checking/Background 2

	SRP Report Section 6: “Historical Note – Further context, background, unique dynamics and some good practices” 
The SRP Report states that, “while the US government applies a number of stringent privacy safeguards, a wild west situation does sometimes exist in cyberspace and some countries do, in some instances, treat the world’s communications and internet traffic as if they were permanently their own private hunting grounds if national security or crime prevention or terrorism is at stake and, in those circumstances, privacy of the individual is a distant concern if one at all,” SRP Report Section 4(d)(i). 
The SRP Report implies at numerous places that U.S. intelligence surveillance violates the privacy of millions of people, see e.g., 4(e); Issues of Concern 3(c)(iii); Recommendations 15(a)(ii)(1)(c)(iii).  The SRP then states “there is no doubt that thousands, if not millions of US citizens every year are put under surveillance in a way and for reasons which are unacceptable.”  7(c)(i).

The SRP Report states that, after the Snowden disclosures, the Executive and Legislative Branches “have sought to reinforce privacy protection since then, though lately some of that progress has been very regrettably reversed . . . .” and the Judiciary “has continued its centuries old tradition of developing further safeguards, often plugging holes created by the inability or the unwillingness of the Executive or Congress to provide a suitably detailed legal framework which would create the right safeguards and provide adequate remedies in areas where privacy may be infringed,” SRP Report Section 4(d)(ii).

The SRP Report notes that “one of the undoubted strengths of the US system is the way that, over the past 40 years, Privacy and Civil Liberties have been ‘baked into’ the executive branch of the US Government,” SRP Report Section 6(c)(i).  The SRP “will attempt to put a number on the large quantity of Privacy and Civil Liberties Offices (PCLOs),” and SRP has no doubt they have contributed “enormously to the design, adoption and deployment of good information practices.”  The SRP Report then states that “most of them do not exist by virtue of statutory enactment, nor do they have typical enforcement powers such as that of spot-checks and subpoena.”  The Report further states that “most PCLOs get their job done without the benefit of a specific legal framework . . . probably because of the fear of getting sued,” SRP Report Section 6(c)(ii)-(iv).

	Page(s): 3-10

	A.  Surveillance Numbers

The SRP Report’s statement that “there is no doubt that thousands, if not millions of US citizens every year are put under surveillance in a way and for reasons which are unacceptable,” reflects a misunderstanding of the scope of surveillance carried out by the United States.

The actual number of U.S. persons the U.S. government places under electronic surveillance each year is in fact far below the numbers proposed in the draft report.  Any electronic surveillance of U.S. persons takes place either for criminal purposes, pursuant to the Wiretap Act, 18 U.S.C. § 2511, or for a foreign intelligence purpose, pursuant to the FISA.  The Wiretap Act requires the Administrative Office of the United States Courts (AO) to report the number of federal and state “applications for orders authorizing or approving the interception of wire, oral, or electronic communications.”
  As documented by the AO, “a total of 3,168 wiretaps were reported as authorized in 2016, with 1,551 authorized by federal judges and 1,617 authorized by state judges.”  The previous year, “a total of 4,148 wiretaps were reported as authorized in 2015, with 1,403 authorized by federal judges and 2,745 authorized by state judges.”  The reports for every year going back to 1997 are available on the AO’s website: http://www.uscourts.gov/statistics-reports/analysis-reports/wiretap-reports.  
The AO is also required by statute to report the number of national security wiretaps.
  For 2016, the AO reported that “the Foreign Intelligence Surveillance Court received 1,752 applications, after consideration by the court, 1,378 orders were granted, 339 orders were modified, 26 orders were denied in part, and 9 applications were denied in full.”  In addition, the FISA statute requires the Attorney General to report to certain congressional committees statistics on FISA surveillance.  The Director of National Intelligence provides these statistics in the annual statistical Transparency Report, pursuant to the Intelligence Community’s Principles of Intelligence Transparency.
  The latest such transparency report for the calendar year 2016 is available at:  https://icontherecord.tumblr.com/transparency/odni_transparencyreport_cy2016.  It reports a total of 1,687 targets in 2016 under Title I and III of the FISA, as well as FISA sections 703 and 704.  This number includes both United States persons and non-United States persons.  In 2016, only 336 of the targets were United States persons.
  In sum, the statement in the SRP Report, that “there is no doubt that thousands, if not millions of US citizens every year are put under surveillance” represents a very serious misunderstanding of the facts.  
Noting that the draft report compares the United States’ framework with that of Europe in some instances, such as in its discussion of privacy officers, the United States respectfully suggests it may be helpful to compare the numbers of wiretaps in the United States with the numbers other Western democracies.  One authoritative report indicates that, per capita, Italian criminal authorities use wiretaps approximately 140 times more often than in the U.S.
  According to the study, the rates for wiretaps in the United States and Canada are the lowest of all countries studied, and far below most countries in Europe.
  The study does not discuss the use of wiretaps by intelligence services, which few other Western democracies publish.  We should note, however, that in the United States, the rates of intelligence interceptions of under the FISA reflect the same patterns as the criminal interceptions, and it would be reasonable to expect to see similar patterns in other countries.  
B.  Privacy Oversight 

It is also important to understand the breadth, and depth, of the privacy oversight regime in the U.S. Government.  This regime includes law, regulation, and policy, and many layers of oversight within and outside agencies, including senior officials responsible for privacy matters.  
First, the United States respectfully notes that the SRP Report misstates that these senior privacy officials “do not exist by virtue of statutory enactment.”  DOJ, Department of Defense (DoD), Department of State, Department of Treasury, Department of Health and Human Services (HHS), Department of Homeland Security (DHS), the Office of the Director of National Intelligence (ODNI) and the CIA, are all required by statute to have a senior official who is responsible for ensuring that the agency appropriately considers privacy and civil liberties as it completes its mission.  Chief privacy officers also have statutory mandates at the Department of the Treasury, General Services Administration, the Federal Elections Commission, the Federal Labor Relations Board and the Federal Maritime Commission.
 

Pursuant to Office of Management and Budget (OMB) policy, other Executive Branch agencies are required to appoint a Senior Agency Official for Privacy (SAOP) who is responsible for the agency’s privacy compliance.  Contrary to the SRP Report’s statements, these privacy officials have the legal authority, and indeed, the duty to review agency compliance with the existing data protection and privacy legal framework that applies to the U.S. Government.  
The SRP Report suggests that “fear of lawsuits” motivates agencies to comply with the law.  The United States does not agree that the work of government privacy officers is driven by a fear of litigation.  While legal redress may at times play an important role in a system of effective privacy oversight, much important compliance work by privacy officers may never be subject to judicial challenge.  Rather, the strong commitment to privacy by such officers comes from their recognition that maintaining a culture of respect for privacy bears a direct relationship to the public trust needed for the agency to carry out its mission.  The U.S. Constitution provides checks and balances among the Executive, Legislative, and Judicial Branches.  While redress before the Judicial Branch may sometimes serve an important oversight function, agencies tend to also be concerned about their relationship with the Legislative Branch, which controls the power of the purse and the power of legislation.  Federal agencies are accountable to the Legislative Branch and legislators are accountable to their constituents.  Indeed, for an agency, the loss of public trust often can result in far more serious consequences for an agency’s mission.
  An agency’s senior leadership would also want to avoid testifying in Congress about why their agency was negligent when a breach occurred or about why some other systematic failure of privacy protections occurred.  
Outside the U.S., there are no clear parallels to the U.S. system of separation of powers.  For instance, in parliamentary democracies, where the leadership of the ruling party controls both the legislative and executive functions of a government, the ability of the legislative branch to exercise vigorous oversight of the executive branch is more limited.  In the United States, even when a single political party controls both these functions, the robust oversight functions of the Executive Branch and Legislative Branch remain.   Consequently, U.S. congressional oversight never ceases to be both powerful and extremely independent.    
C.  Other Privacy Laws, Regulations and Established Policies

As technology advanced and developed after the 1970s, Congress and administrative agencies enacted new layers of law, regulation, and policy to address the new risks to privacy, as seen below in the list of examples of significant privacy related laws, regulations, and policies.  Many of the new policies apply to U.S. Government collection, use, and dissemination of personal information, while others apply to the private sector, either generally, e.g., the Federal Trade Commission Act, or to specific sectors, e.g., the Gramm-Leach-Bliley Act.
  
In addition, Congress and agencies have created layers of oversight, including privacy experts embedded in operational teams, chief privacy and civil liberties officers reporting to the heads of departments, and department Inspectors General for the U.S. Government.  Oversight also includes public oversight, enabling the public to know “what their government is up to,” and hold government agencies and officials accountable.
  The following table provides a list of laws that protect privacy in both the private sector and in the government.    
1.  Significant Privacy Related Laws, Regulations, and Policies
· Bank Secrecy Act
· Cable Act
· Children's Online Privacy Protection Act
· Computer Matching and Privacy Protection Amendments of 1990 and the Privacy Act of 1974, 56 Fed. Reg. 18,599 (Apr. 23, 1991) 
· Confidential Information Protection and Statistical Efficiency Act
· Cybersecurity Information Sharing Act
· Department of Justice Regulations, e.g., Criminal Justice Information Systems
· E-Government Act
· Electronic Communications Privacy Act
· Executive Order 12333
· Fair Credit Reporting Act
· Family Educational Rights and Privacy Act
· Federal Information Security Modernization Act
· Federal Records Act
· Federal Privacy Council Executive Order
· Federal Trade Commission Act
· Foreign Intelligence Surveillance Act
· Freedom of Information Act
· Gramm-Leach Bliley Act
· Guidance on Privacy Act Implications of "Call Detail" Programs, 52 Fed. Reg. 12,290 (Apr. 20, 1987) 
· Health Insurance Portability and Accountability Act
· Internal Revenue Code
· Judicial Redress Act of 2015

· NIST SP 800-53A, Revision 4, Assessing Security and Privacy Controls in Federal Information Systems and Organizations: Building Effective Assessment Plans (Dec. 2014). 
· OMB Memorandum M-17-12, Preparing for and Responding to a Breach of Personally Identifiable Information (Jan. 2017)
· OMB Circular A-108, Federal Agency Responsibilities for Review, Reporting, and Publication under the Privacy Act (Dec. 2016)
· OMB Memorandum M-17-09, Management of Federal High Value Assets (Dec. 2016)
· OMB Memorandum M-17-06, Policies for Federal Agency Public Websites and Digital Services (Nov. 2016)
· OMB Memorandum M-16-24, Role and Designation of Senior Agency Officials for Privacy (Sept. 15, 2016)
· OMB Circular A-130, Managing Information as a Strategic Resource (July 28, 2016) 
· OMB Circular A-123, Management’s Responsibility for Enterprise Risk Management and Internal Control (July 15, 2016) 
· OMB Memorandum M-14-06, Guidance for Providing and Using Administrative Data for Statistical Purposes (Feb. 14, 2014)
· OMB Memorandum M-13-20, Protecting Privacy while Reducing Improper Payments with the Do Not Pay Initiative (Aug. 16, 2013) 
· OMB Memorandum M-13-13, Open Data Policy – Managing Information as an Asset (May 9, 2013) 
· Model Privacy Impact Assessment for Agency Use of Third-Party Websites and Applications (Dec. 29, 2011) 
· OMB Memorandum M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June 25, 2010) 

· 
OMB Memorandum M-10-22, Guidance for Online Use of Web Measurement and Customization Technologies (June 25, 2010) 
· OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002 (Sept. 26, 2003)
· OMB memorandum M-01-05, Guidance on Inter-Agency Sharing of Personal Data - Protecting Personal Privacy (Dec. 20, 2000) 
· OMB Memorandum for Privacy Act Officers of Departments and Agencies, Status of Biennial Reporting Requirements under the Privacy Act and the Computer Matching and Privacy Protection Act (June 21, 2000) 
· OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites (June 2, 1999) 
· OMB Memorandum M-99-05, Instructions on complying with President's Memorandum of May 14, 1998, "Privacy and Personal Information in Federal Records" (Jan. 7, 1999)
· OMB Memorandum for Agency Chief Information Officers, Biennial Privacy Act and Computer Matching Reports (June 1998) 
· OMB Memorandum for the Chief Information Officers, Privacy Act Responsibilities for Implementing the Personal Responsibility and Work Opportunity Reconciliation Act of 1996 (Nov. 3, 1997) 
· Final Guidance Interpreting the Provisions of Public Law 100-503, the Computer Matching and Privacy Protection Act of 1988, 54 Fed. Reg. 25,818 (June 19, 1989) 
· OMB Memorandum for the Senior Agency Officials for Information Resources Management, Privacy Act Guidance ( updated May 24, 1985) 
· OMB Memorandum M-83-11, Guidelines on the Relationship Between the Privacy Act of 1974 and the Debt Collection Act of 1982, 48 Fed. Reg. 15,556 (Apr. 11, 1983) 
· Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948 (July 9, 1975)
· Implementation of the Privacy Act of 1974, Supplementary Guidance, 40 Fed. Reg. 5,674 (Nov. 21, 1975) 
· OMB Memorandum to the Heads of Executive Departments and Establishments, Congressional Inquiries which Entail Access to Personal Information Subject to the Privacy Act (Oct. 3, 1975)
· OMB Additional Memoranda and Guidance
· Privacy Act of 1974
· Paperwork Reduction Act
· Presidential Policy Directive/PPD-28, Signals Intelligence Activities 

· Right to Financial Privacy Act
· Confidential Information Protection and Statistical Efficiency Act
· Social Security Act
· Telecommunication Act
· USA Freedom Act
· Video Privacy Protection Act
· Wiretap Act
2.  Federal Privacy Oversight Authorities  

Within the Executive Branch, a number of oversight bodies ensure the protection of personal data and privacy rights.  The principal types of oversight authorities include, but are not limited to: privacy and civil liberties officers and SAOPs; OMB; Inspectors General; the Federal Privacy Council; and the PCLOB for particularly sensitive areas of national security.  

a.  Privacy and Civil Liberties Officers 
Congress requires DOJ, DoD, State, Treasury, HHS, DHS, the Director of National Intelligence, and the CIA to have a senior official who is responsible for ensuring that the agency appropriately considers privacy and civil liberties as it completes its mission.
  Such officials, often called privacy officers and/or officers for civil liberties, carry out their functions with considerable independence,
 and are charged with ensuring the agencies have “adequate procedures to receive, investigate, respond to, and redress complaints from individuals who allege such department, agency, or element has violated their privacy or civil liberties.”
  In addition, these officers oversee the collection, use, processing and dissemination of personal data, ensure compliance with privacy and other rights, laws, and policies, and ensure that appropriate resources are available to provide redress to members of the public.  These officers conduct privacy and civil liberties compliance reviews of proposed and existing agency programs; advise the heads of their agencies about balancing the need to protect privacy and civil liberties while considering proposals that retain or enhance government powers; and investigate privacy and civil liberties incidents.
 

For instance, at the DOJ, the Department’s Chief Privacy and Civil Liberties Officer (CPCLO) in the Office of the Deputy Attorney General serves as the SAOP for the Department with responsibilities mandated by OMB,
 and as the Attorney General’s principal advisor on privacy and civil liberties matters.  The CPCLO provides legal advice and guidance to Departmental components; ensures the Department’s privacy compliance, including compliance with the Privacy Act, the privacy provisions of both the E-Government Act of 2002 and the Federal Information Security Modernization Act of 2014 (FISMA), and administration policy directives issued in furtherance of those Acts; develops and provides Departmental privacy training; develops Departmental privacy policy; prepares privacy-related reporting to the President and Congress; and reviews the information handling practices of the Department to ensure that such practices are consistent with the protection of privacy and civil liberties.
  Under DOJ policy, DOJ also maintains privacy and civil liberties officers within each component, including the FBI and National Security Division (NSD). The CPCLO coordinates with, trains, and oversees these component officers, who are embedded in component operations.
The Department of State similarly has a Privacy and Civil Liberties Officer, a SAOP, Chief Privacy Officer (CPO), and a dedicated Privacy Office that performs compliance, training, and reporting functions, with support from the Office of the Legal Adviser.
  The Department of the Treasury has an Office of Privacy, Transparency, and Records (PTR) which provides comprehensive privacy, civil liberties, and information management services.
  The Assistant Secretary for Management (ASM) is the SAOP for the Department and oversees the implementation of the laws stated above.  The Deputy Assistant Secretary for PTR serves as the ASM’s principal advisor on privacy and civil liberties issues.  PTR’s Director for Privacy and Civil Liberties also serves as the Privacy Officer for the Terrorism Finance Tracking Program Agreement between the U.S. and the European Union.

DHS has separate officials who serve as the Officer for Civil Rights and Civil Liberties and CPO, both of whom report directly to the Secretary.
  Similar to the other senior privacy officers’ responsibilities mentioned above, DHS’s CPO also ensures compliance, provides advice to senior leadership, develops policy, and oversees programs and operations.
  Congress also authorized the CPO to investigate and require by subpoena the production of information to assist in the performance of the CPO’s responsibilities to ensure the Department meets established privacy standards.
  Further, given DHS’s unique role in immigration, customs, and border enforcement, the Officer for Civil Rights and Civil Liberties has special responsibilities for oversight of those processes and outreach to immigrant communities.
  

At the DoD, the Director of Oversight and Compliance in the Office of the Deputy Chief Management Officer, Office of the Secretary of Defense, oversees a Directorate that includes the Defense Privacy and Civil Liberties Division (DPCLD).  The Director serves as the SAOP and DoD’s Chief Privacy Officer, while the Deputy Director serves as the DoD’s Senior Intelligence Oversight Official.  The DPCLD oversees a comprehensive privacy and civil liberties program that protects personally identifiable information entrusted to the DoD and the constitutional rights of DoD employees and the public.  Also, the DPCLD supports the duties and responsibilities of DoD’s CPO.

The Central Intelligence Agency’s Office of Privacy and Civil Liberties (OPCL) helps to ensure that privacy and civil liberties are integrated into the day-to-day conduct of the CIA’s intelligence mission.  CIA’s Privacy and Civil Liberties Officer leads OPCL and serves as the principal advisor to the Director of the CIA regarding privacy and civil liberties matters.  OPCL provides privacy and civil liberties guidance regarding the collection and handling of sensitive information in connection with online systems, programs, and enterprises across the CIA.  OPCL also informs and trains CIA personnel regarding privacy and civil liberties protections.
The NSA established its Civil Liberties and Privacy Office (CLPO) in 2014 to help the NSA advance national security while protecting the freedoms, civil liberties, and privacy rights guaranteed by the Constitution and federal law.  In addition to advising NSA leaders on civil liberties and privacy issues, the CLPO builds systematic and holistic civil liberties and privacy processes that are integrated into NSA activities.  This includes an assessment process that helps NSA decision-makers determine whether, when, and how to pursue mission activities that will impact privacy and civil liberties.  The Director of CLPO works regularly with elected officials and staff in Congress, the Executive Branch (including PCLOB), and other federal agencies to explain how NSA protects civil liberties and privacy and to recommend improvements.  

The Office of the Director for National Intelligence (ODNI) provides another layer of oversight over the intelligence community (IC).
  And in this context, ODNI’s Office of Civil Liberties, Privacy and Transparency (CLPT) leads the integration of civil liberties and privacy protections into the policies, procedures, programs and activities of the IC.  Its overarching goal is to ensure that the IC operates within the scope of its authorities in a manner that protects civil liberties and privacy, provides appropriate transparency, and earns and retains the trust of the American people.
  CLPT is led by the Civil Liberties Protection Officer, a position established by Section 103D of the Intelligence Reform and Prevention Act of 2004.
  The Act provides that the Civil Liberties Protection Officer reports directly to the DNI, and sets forth his duties, which include ensuring that privacy and civil liberties protections are appropriately addressed in the policies and procedures of intelligence agencies; overseeing compliance by ODNI with privacy and civil liberties in programs and operations administered by ODNI; ensuring that the use of technology sustains, and does not erode, privacy; and reviewing and assessing complaints and other information indicating possible abuses of civil liberties and privacy in the administration of the programs and operations of ODNI and the DNI; and as appropriate, investigating any such complaint or information.  The Civil Liberties Protection Officer also serves as ODNI’s Chief Transparency Officer. The Chief Transparency Officer is responsible for leading implementation of the Principles of Intelligence Transparency for the IC.
  The Principles guide how the IC should make information publicly available while protecting classified information when disclosure would harm national security.  In addition, CLPT champions the Principles of Professional Ethics for the IC: Mission, Truth, Lawfulness, Integrity, Stewardship, Excellence and Diversity.  These are the fundamental ethical principles that unite professionals across agencies and functions. These principles also distinguish the intelligence profession from others.

In addition to other types of oversight, privacy and civil liberties officers are overseen by Congress.  They file annual and semi-annual reports to Congress,
 for example, the DOJ CPCLO files an Annual Privacy Report that details the activities of the CPCLO and the Office of Privacy and Civil Liberties (OPCL).
  In addition, semi-annual Section 803 Reports are submitted to the appropriate committees of Congress, to the head of such department, agency, or element, and to the PCLOB.
  The reports include information on the number and types of privacy reviews undertaken, the type of advice provided and the response given to such advice, the number and nature of the complaints received by the department, agency, or element concerned for alleged violations, and a summary of the disposition of such complaints, the reviews and inquiries conducted, and the impact of the activities of such officer.
  Congress has the authority to hold hearings and secure testimony from the privacy or civil liberties officers or agency heads or other officials.  For example, the Senate Committee on the Judiciary called for a hearing on “The FISA Amendments Act: Reauthorizing America’s Vital National Security Authority and Protecting Privacy and Civil Liberties,” on June 27, 2017.
  At this hearing, and similar to most Congressional hearings, witnesses testify before the members of Congress.  In addition to testimony, each member of the Committee is allotted time to question the witness, as well as submit questions that require the witness’s answers following the hearing.  Unless classified as a closed session, the hearings and testimony are made publicly available. 
It may be useful to compare for context how many EU member states have established within their executive agencies a system of privacy and civil liberties officers with similar roles and oversight.  The United States suggests that the role of a privacy official in an independent agency devoted to privacy concerns may in fact be more limited.  Unlike agency privacy officials in the U.S. framework, he or she simply cannot be included in the deliberative process involved in the development of an executive agency’s information systems and data protection policies, or in providing policy advice to an agency’s senior leadership, or in designing training programs for an agency’s employees or in the day-to-day process of ensuring agency compliance.  It may also be helpful to review the question of how many of the independent European data protection agencies have jurisdiction over a member state’s law enforcement or national security information systems.
b.  Senior Agency Officials for Privacy

Those U.S. Government agencies that are not required by statute to maintain a chief privacy and civil liberties officer are nonetheless required to designate and support a SAOP by regulations and guidelines issued by the OMB.
  Agencies are required to follow these regulations and guidelines pursuant to the authority vested to OMB through Executive Order and federal law, including but not limited to, the Privacy Act, FISMA, and Section 208 of the E-Government Act of 2002.  
OMB first required each agency to designate an SAOP in 2005.  In 2016, OMB substantially revised its requirements in Memorandum M-16-24, Role and Designation of Senior Agency Officials for Privacy.
  In 2016, OMB noted that since 2005, innovations in technology and advancements in information analytics have led to the ability to create, collect, use, process, and disseminate “an unprecedented amount of [Personally Identifiable Information],” which presents complex questions and new challenges when protecting privacy.
  M-16-24 directed agencies to reassess the structure and resources of their privacy programs and SAOP designation.  In sum, all U.S. Government Executive Branch agencies are required to designate and support an SAOP.
 
The 2016 OMB memorandum outlines the role and designation of the SAOP, as required by Executive Order 13719, Establishment of the Federal Privacy Council.  The designation of the SAOP helps to ensure that each agency effectively carries out the privacy-related functions described in law and OMB policies.  While the head of an agency is ultimately accountable for privacy and civil liberties matters, M-16-24 requires the head of each agency to designate or re-designate an SAOP who is responsible for leading the agency’s privacy program and advising the head of the agency on privacy issues.  Where applicable law already requires a designated privacy and civil liberties officer, such as the DOJ CPLCO, the privacy and civil liberties officer may also serve as the SAOP.
The SAOP, as required by M-16-24, leads agency privacy programs, which includes “ensuring compliance with applicable privacy requirements, developing and evaluating privacy policy, and managing privacy risks consistent with the agency’s mission.”
  Thus, the SAOP must ensure that the agency satisfies all applicable privacy requirements and policies required by law, regulation, or policy.  The SAOP’s role in overseeing, coordinating, and facilitating privacy requirements in law, regulation and policy includes, but is not limited to:  the management of records within a system of records and the development of associated Privacy Act publications, as well as the associated Privacy Act Implementation:  Guidelines and Responsibilities;
 computer matching programs;
 the Privacy Impact Assessments (PIAs) conducted pursuant to section 208 of the E-Government Act of 2002, as well as OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002;
 legislative coordination and clearance;
 and OMB approval before collecting certain types of information from the public, such as forms, interviews, and recordkeeping requirements.
 
These requirements in law, regulation, or policy, authorize the SAOP to conduct oversight to ensure that all of the requirements are satisfied.  While the SAOP is responsible for overseeing privacy compliance and programs at his or her respective agency, the SAOP also has the authority to escalate any non-compliance with applicable laws and regulations to leadership within the agency or department.  Furthermore, where there are instances that require internal review, the SAOP may escalate privacy matters to the Office of Inspector General (OIG) to investigate any issue within the purview of the OIG.
  

Because of the extensive range of responsibilities of the SAOPs, most agencies provide their SAOP a staff of professional privacy attorneys and analysts, to manage the day-to-day responsibilities of the agency’s privacy program.  In many agencies, such as the DOJ, there are privacy points of contact within each office or component who work with the SAOP and his or her staff to assist the component in managing and mitigating privacy risks associated with information collection, use, maintenance, and dissemination from the earliest stages of designing a new technology.  The identification of privacy risks early on in the process of information collection is efficient in achieving agency goals and more privacy protective.    

c. Office of Management and Budget

In addition to the statutorily required privacy and civil liberties officers, multiple federal laws grant OMB authority over the privacy policies for Executive Branch agencies.  The Privacy Act, for instance, states that the Director of OMB “shall (1) develop and, after notice and opportunity for public comment, prescribe guidelines and regulations for the use of agencies in implementing the provisions of this section; and (2) provide continuing assistance to and oversight of the implementation of this section by agencies.”
  In addition, the OMB Director has full authority over the required content of Privacy Impact Assessments conducted by agencies under the E-Government Act of 2002,
 and oversight over the implementation of policies, principles, standards, and guidelines on information safeguards under the Federal Information Security Modernization Act of 2014.

OMB, through its Office of Information and Regulatory Affairs (OIRA), Privacy Branch, provides this assistance by developing privacy policies and overseeing the implementation of those privacy policies at the agency level.  OMB has developed a robust privacy regime for agencies that includes over twenty-eight privacy specific policies.  

As examples, OMB reissued Circular A-130, Managing Information as a Strategic Resource, which we strongly encourage the Special Rapporteur to review.  Circular A-130 establishes general policy for the planning, budgeting, governance, acquisition, and management of federal information, personnel, equipment, funds, IT resources and supporting infrastructure and services, all of which touch upon an agency’s privacy program.
  Circular A-130 recognizes that “[p]rotecting an individual’s privacy is of utmost important” and includes responsibilities for protecting federal information resources and managing personally identifiable information (PII).
  OMB Circular A-130, Appendix II, Responsibilities for Managing Personally Identifiable Information outlines many of the agency and SAOP privacy responsibilities, stating that the SAOP “shall have a central policy-making role and shall ensure that the agency considers the privacy impact of all agency actions and policies that involve PII.”
  It further explains that the SAOP’s “review of privacy risks should begin at the earliest planning and development stages of agency actions and policies that involve PII, and should continue throughout the life cycle of the information.”
  

In addition, OMB recently issued new requirements for agencies responding to data breaches, and is substantively reviewing each agency’s enterprise-wide data breach response plan.
  OMB also requires agencies to submit System of Records Notices (SORNs) to OMB for approval before publishing such notices; OMB conducts a substantive review, including an assessment of whether proposed routine uses are compatible with the purposes for which the information would be collected, as required by the Privacy Act.

d.  Inspectors General

Congress enacted the Inspector General Act of 1978 to ensure integrity and efficiency in government in each department and agency of the Executive Branch.
  A federal agency’s Inspector General operates independently.  In fact, heads of federal agencies are prohibited by law from interfering with an Inspector General’s investigations or audits.
  Inspectors General may only be removed by the President with notice and an explanation to both Houses of Congress.
  

By law, it is the duty of Inspectors General to detect impropriety in the implementation of U.S. law and policy.  Therefore, Inspectors General conduct independent audits and inspections of agency programs and operations.  In addition to other audits, under FISMA, each Inspector General audits its agency’s privacy and security program annually, checking the privacy program’s handling of access and amendment requests, and publication of SORNs and Privacy Impact Assessments; reviewing assurances that privacy programs have sufficient resources to succeed in their missions; reviewing training of the agency’s workforce on privacy issues; and reviewing any other matters that OMB requires through the privacy program’s annual FISMA report for Congress.
  Inspectors General have full access to all agency records and subpoena power to obtain additional information from private companies and individuals, conduct wide-ranging investigations, report publicly to Congress on the results of their investigations, refer cases for criminal prosecution when appropriate, and make recommendations to the heads of their agencies and to Congress.
  While their mandate is not limited to the specific purpose of policing information privacy, Inspectors General, at least annually, audit the agency’s privacy program under FISMA and frequently review how effectively agencies protect the privacy of individuals.  

Inspectors General investigate complaints from government employees who report on impropriety within government agencies.  Agencies are prohibited from retaliating against employees who make such complaints.
  Inspectors General operate hotlines with toll-free numbers where individuals can report fraud, waste, abuse, mismanagement, and other criminal or noncriminal misconduct, as well as websites to enable their functions to be known to the public.  As previously mentioned, Inspectors General can and do issue reports on the results of their audits and inspections pertaining to privacy matters.
   

e.  Privacy and Civil Liberties Oversight Board (PCLOB)
The PCLOB is an independent agency within the Executive Branch established by Congress.
  The Implementing Recommendations of the 9/11 Commission Act of 2007 established the PCLOB and vested it with two principal responsibilities:  (1) to analyze and review actions taken by the Executive Branch to protect the nation from terrorism in order to ensure the need for such actions is balanced against privacy and civil liberties,
 and (2) to ensure that privacy and civil liberties concerns are appropriately considered in the development and implementation of laws, regulations, and policies related to efforts to protect the nation from terrorism.
  
In its oversight role, the PCLOB is authorized to review the implementation of Executive Branch policies, procedures, regulations, and information-sharing practices relating to efforts to protect the nation from terrorism to ensure the protection of privacy and civil liberties.
  As an independent oversight agency, the PCLOB conducts rigorous analysis and makes recommendations on Executive Branch counterterrorism actions, thereby serving an important role in protecting privacy and civil liberties.  For instance, the PCLOB produced oversight reports on the Section 215 and Section 702 programs and is currently working on other oversight projects such as a project on Executive Order 12333.

In its advice function, the PCLOB has the authority to review proposed legislation, regulations, and policies to ensure that privacy and civil liberties are appropriately considered in their development and implementation.
  The PCLOB may exercise its advice function in response to a request from the President or an executive agency, or upon the Board’s own initiative.  The PCLOB’s advice is highly valued by the Executive Branch, which has consulted with the PCLOB on a number of issues, including the revisions to the AG Guidelines under EO 12333.
 

To carry out its mission, the PCLOB is authorized to access all relevant executive agency records, reports, audits, reviews, documents, papers, and recommendations, as well as any other relevant materials, including classified information.
  The PCLOB may interview, take statements from, or take public testimony from any Executive Branch officer or employee.  Additionally, the PCLOB may request the Attorney General to subpoena parties outside of the Executive Branch to produce relevant information.
f.  The Federal Privacy Council
On February 9, 2016, the President issued an EO establishing a Federal Privacy Council (FPC or “Council”), to serve as “the principal interagency forum to improve the Government privacy practices of agencies.”
  The Council is comprised of senior privacy officials of major federal agencies, including State, Treasury, DoD, DOJ, and DHS, and also includes the SAOP of the U.S. Federal Trade Commission (FTC), an independent agency that bears responsibility for overseeing data protection and privacy in much of the U.S. commercial sector.  The Council promotes collaboration amongst agencies, helps educate the Federal workforce on applicable privacy laws, provides comprehensive information for the public about government privacy through its website, reviews some agency privacy program activities, and provides additional support, including developing best practices in this area, and making recommendations to the OMB on further measures to be taken by the Executive Branch.
  By this process, the Council strengthens data protection and privacy safeguards across the entire Federal Government. 
3.  Oversight and Subpoenas

We note the SRP Report’s concern regarding the lack of subpoena powers on the part of agency privacy officers and the PCLOB.  This concern may be due to some confusion about the structure of the U.S. Government.  The constitutional separation of powers means that agencies within the Executive Branch may not issue and enforce subpoenas against themselves or other agencies in the Executive Branch.  Even Inspectors General, who have statutory subpoena power to obtain information through compulsory process from entities outside the government, may not enforce their subpoena power against entities within the Executive Branch.
  Instead of subpoenas, privacy and civil liberties officers (PCLOs) obtain information from others within the Executive Branch using their express or implied statutory authority.  For example, in the IC, EO 12333 provides that IC elements must give PCLOs access to the information they need to perform their duties.
  This access requirement also appears in Intelligence Community Directive (ICD) 107.
  There is widespread respect for such laws in the Executive Branch, and we are not aware of any reasonable request for information by a PCLO, which ever has been refused.

4.  Public Oversight: Agency Transparency
The Privacy Act and the Freedom of Information Act (FOIA) are the basic laws requiring government transparency in government operations related to personal information.
  The FOIA creates a general presumption of openness of all government actions, subject to limited exemptions.  The Privacy Act further strengthens the right of individuals to access their personal information in systems of records and, if not accurate, to have that information corrected.  Both statutes have spawned an enormous body of case law, highlighting the robust enforcement by courts of the transparency principles embodied in these two statutes.  Please see Fact-Checking/Background 7 at pp. 29-32, and Fact-Checking/Background 12 at pp. 52-53 for detailed discussions of transparency related to the FISA Section 702 program.


	Fact-Checking/Background 3

	SRP Report Section 6(c)(x): Discussion of civil servants
The SRP Report addresses questions of whether career civil servants entrusted with privacy oversight could “exercise such a function as well and as independently as external authorities with the security of tenure of or equivalent to that of a judge.” The SRP Report states that some of the privacy officers with whom he spoke “convincingly argued that the procedure to get rid of them if they were doing their duties in a way which displeased political appointees is so demanding, is subject to other checks and balances and is so time-consuming that it would not seem to have been worth the while of such appointees in the past. None of the officials questioned about such matters could recall any occasion where they were under undue pressure or were somehow compelled to take a line of action different to that dictated by their professional judgement, even in instances where it was made clear to them that political appointees may have disagreed with such a decision,” SRP Report Section 6(c)(x).
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	The draft report is accurate in observing that career civil servants can exercise privacy oversight well and effectively; they have certain job protections but in addition, civil servants, along with political appointees, are committed to supporting and defending the U.S. Constitution. 

In the U.S. Government, most privacy professionals are career civil servants protected from political coercion and retaliation by various statutes, including the Civil Service Reform Act of 1978.
  The Act mandates that employees and applicants receive fair and equitable treatment “without regard to political affiliation” and “with proper regard for their privacy and constitutional rights;” employees should be “protected against arbitrary action, personal favoritism, or coercion for partisan political purposes;” and may not be coerced to take political action.

The Civil Service Reform Act also prohibits reprisal against federal employees for refusing to engage in political activity, or for disclosing to the proper authorities, activities the employee reasonably believes violate any law, rule, or regulation, or constitute an abuse of authority.
  Employees may report allegations to the U.S. Government Special Counsel, which investigates allegations of prohibited personnel practices and reprisal against Federal employees, and may file complaints against agency officials and employees who engage in prohibited activities.
  

These protections enable Federal employees to continue their Federal service through different Presidential Administrations.  This continuity retains historical knowledge that helps improve privacy programs, strengthens the Federal privacy community, and provides continuity in the implementation of data protection and privacy laws.
Nonetheless, these factors are not the primary reason privacy professionals have the ability to provide effective oversight.  Both career civil servants and political appointees are required to take an oath “to support and defend the Constitution of the United States” and “to faithfully discharge the duties of the office.”
  Both must discharge their duties in compliance with applicable laws, regulations, and executive orders.  Neither a political appointee, nor a career civil servant, may act in a manner contrary to the Constitution of the United States or applicable laws, regulations, and EOs.  They may not be punished or removed from office for acting in a manner consistent with these mandates. 


	Fact-Checking/Background 4

	SRP Report Section 8: “Smart surveillance in US urban areas and surveillance for purposes of law enforcement”
The SRP Report states that, in his visits to policy departments, the SRP focused on, inter alia, “the ability of national intelligence agencies to access local urban systems with the explicit consent and knowledge of local police officials or unbeknownst to local authorities,” SRP Report Section 8(c)(vii). The SRP Report adds: “The officials with whom the Mandate team spoke (up to Commander level) were not aware that any national intelligence agencies would be able to access their own city systems without their knowledge.” SRP Report Section 8(e).
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	It is not clear whether the SRP Report means to suggest that national intelligence agencies may access local police agency information technology systems without the knowledge of the local police agency.  If so, there is no factual basis for such a suggestion.    

When Federal law enforcement and intelligence agencies and local police agencies are interested in sharing law enforcement information, they develop and negotiate information sharing arrangements.  Thus, local police agencies are aware of and consent to any Federal agency access to local agency systems.  In rare situations involving a Federal investigation of the local police agency, a Federal agency may obtain records from the local police agency through appropriate legal channels to support the investigation.  Only specifically authorized individuals in the local police agency would be aware of any such investigation.  


	Fact-Checking/Background 5

	SRP Report Section 9: “Consumer data: privacy in the sector dominated by corporate activity”
The SRP Report states that, compared to the European “omnibus” approach, the USA “has preferred a route where legislation is much more fragmented,” SRP Report Section 9(a). The SRP Report explains that, while the public sector is largely regulated by the Privacy Act of 1974, “[t]he private sector is regulated by a number of laws which were introduced in a gradual manner depending on the primary concerns of the day,” SRP Report Section 9(a). The SRP Report notes that many of the private sector laws are under the authority of the Federal Trade Commission, SRP Report Section 9(a)(ii).
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	The SRP Report conveys the impression that because of the existence of the large number of different laws in the United States protecting privacy in many specific contexts, no overarching law exists that can address privacy concerns that may arise in the gaps between these regulated sectors, which is a misrepresentation of U.S. law and policy.  Although the SRP Report mentions the FTC, it does not reflect the fact that the provisions of Section 5 of the FTC Act, which broadly prohibit unfair or deceptive commercial practices, authorize the FTC to exercise precisely this broad “gap-filling” authority to protect privacy in the commercial sector.  Given the central role the FTC plays in the area of U.S. privacy law, it is unfortunate that the Special Rapporteur did not meet with FTC representatives during his visit.  The FTC would welcome a discussion with the Special Rapporteur on this subject.

The FTC is the leading enforcer of consumer privacy in the United States and has been admitted as a member of the International Conference of Data Protection and Privacy Commissioners.  The FTC’s unparalleled enforcement experience includes over 500 cases protecting the privacy and security of consumer information, including cases against the world’s leading information and communication technology (ICT) businesses.  The SRP Report identifies some of the sectorial laws enforced by the FTC.  However, it does not address the FTC’s role generally, use of widely followed conferences and reports to address cutting edge privacy questions, or extensive enforcement record of protecting privacy using section 5 of the FTC Act.  Section 5 broadly prohibits unfair or deceptive practices “in or affecting commerce.”  Starting in 2013, the FTC began preparing reports that summarize its privacy activity, which are publicly available at:
https://www.ftc.gov/reports/privacy-data-security-update-2016
https://www.ftc.gov/reports/privacy-data-security-update-2015
https://www.ftc.gov/reports/privacy-data-security-update-2014
The FTC also has extensive experience educating consumers on privacy issues. An initial resource is its consumer information page:

https://www.consumer.ftc.gov/topics/privacy-identity-online-security
The FTC also maintains On Guard Online, a website to educate consumers on online security and safety issues:

https://www.consumer.ftc.gov/features/feature-0038-onguardonline
Consideration of these resources, and others available at www.ftc.gov, allows for a more complete picture of privacy enforcement in the U.S.  


	Fact-Checking/Background 6

	SRP Report Section 11: “The Privacy of Sex Workers”  

The SRP met with a representative of the erotic services industry.  The SRP Report states that, while some workers in the erotic service industry are not in such industry of their own free will, some workers have chosen such industry, SRP Report Section 11(a).  The SRP Report states that workers in the erotic services industry who participate in the industry of their free will should have additional privacy protections, e.g., monitored identity management whereby their true identities would only be known to health and police authorities, SRP Report Section 11(d).
The SRP Report also states that codes of conduct should be revised for undercover surveillance to “explicitly prohibit sexual liaisons of any sort as part of official work,” SRP Report Section 11(b)(ii).
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	The statements within the SRP Report calling for the strengthening privacy protections for workers in the erotic services industry appear to overlook certain constitutional limitations on the ability to provide such privacy protections in the United States, which are discussed in the following paragraphs.  Given these constitutional concerns, it may be more fruitful for the SRP Report to focus instead on privacy issues in the human trafficking context.

In the vast majority of U.S. jurisdictions, prostitution is a criminal offense for both the prostitute and the individual paying for services.  All U.S. criminal trials are subject to the provisions of the Sixth Amendment of the United States Constitution, which requires the proceedings to take place in public.  In connection with requests by the press to access criminal proceedings, even in criminal juvenile proceedings, courts have also recognized a First Amendment right of public access to judicial proceedings.  As established by the court in Singer v. United States, under certain very limited circumstances, even where a defendant waives his or her right to a public trial, because of the competing public interest in open criminal proceedings, the defendant has no right to obtain a private criminal trial.
  Thus, as long as prostitution remains a criminal act, as it remains in most jurisdictions in the United States, attempts to protect the privacy of a sex worker who has been charged with the offense of prostitution will run afoul of the constitutional requirement that the trial and the records thereof be public.  The United States would therefore suggest the Report focus on the privacy of the victims of human trafficking.

Human trafficking crimes, defined in Title 18, Chapter 77 of the U.S. Criminal Code, have long been a focus of the Federal Government’s law enforcement efforts.  Rooted in the prohibition against slavery and involuntary servitude established by the Thirteenth Amendment to the U.S. Constitution, decades of legislation and resources have been devoted to combatting human trafficking.  The Omnibus Crime Control and Safe Streets Act of 1968 reclassified certain types of human trafficking as violent crimes,
 which provided enhanced access to resources and protections for victims.  Subsequent acts and statutory amendments implemented specialized programs to direct services and support for victims of human trafficking.  The DOJ Bureau of Justice Assistance has also funded 42 Human Trafficking Task Forces to bring together federal, state, and local law enforcement authorities, government agencies, and non-governmental victim-service providers in a multidisciplinary approach to identify human trafficking crimes, assist human trafficking victims, and prosecute human trafficking cases.  Additionally, when enacting the Crime Victims’ Rights Act,
 Congress guaranteed a number of basic rights to victims of crimes, including “the right to be treated with fairness and with respect for the victim’s dignity and privacy.”
 
The statements in the SRP Report regarding the need for codes of conduct to prevent sexual liaisons during surveillance imply that no such codes of conduct exist, which is a misrepresentation of U.S. policy. For example, as noted in section 17 of the FBI Domestic Investigations and Operations Guide, which was unclassified as of 2011, “Otherwise Illegal Activity” (OIA) is conduct in the course of duty that would otherwise constitute a misdemeanor or felony under Federal, state, or local law if engaged in by a person acting without authorization.
  Otherwise Illegal Activity may, in very rare instances, be authorized in advance of the activity, at the highest levels of certain Federal law enforcement organizations, when (a) the information or evidence in question is not reasonably available without participation in the OIA or (b) necessary to prevent serious bodily injury or death.  Certain types of OIA cannot be authorized, such as participation in conduct that would constitute an unlawful investigation technique (e.g., an illegal wiretap) or participation in an act of violence.  Unauthorized conduct of illegal activity in the course of duty or conduct of illegal activity in one’s personal capacity is never permitted.


	Fact-Checking/Background 7

	SRP Report Section 12: “The Simplification of Privacy: making Privacy rights comprehensible for US citizens”

The SRP Report states that the “plethora of rules covering privacy in the [private] sector and the public sector, including surveillance, makes the USA one of the most complex countries when it comes to understanding privacy rights,” SRP Report Section 12(a). 

The SRP Report further states: “The fragmented nature of the legislation and the multitude of statutory rules and non-statutory policies make it difficult for a domain expert to grapple with and next to impossible for ordinary citizens to easily understand.” SRP Report Section 12(b); see also SRP Report Section 9(b) (the US approach “is often too complex for ordinary citizens to easily understand”).

The SRP recommends that the Federal and state governments provide simplified information to the public. “So long as the myriad rules and procedures are explained systematically, comprehensively yet comprehensibly, then US citizens would be better served than they are at present.” SRP Report Section 15(g).
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	The SRP Report asserts in Section 12(a) that the plethora of rules and “fragmented nature of legislation” make it “next to impossible for ordinary citizens to easily understand [their privacy rights].”  It is not clear that general laws are necessarily easier to understand.  The application of any law to a specific instance may involve considerable uncertainty, and present difficult questions for a court.
  The more general the law is, the less clear its specific application can be.  By contrast, laws drafted for specific contexts often are easier to understand and follow. While the U.S. legal framework may appear complex to an outsider, the United States is not aware of any evidence suggesting that U.S. citizens do not understand the legal framework that protects their rights.        

For example, U.S. citizens are well aware that the Fourth Amendment of the U.S. Constitution protects them from unwarranted and unreasonable searches and seizures of their home, person, and effects.  The protections of the Fourth Amendment arise from a deeply engrained understanding within the U.S. that its citizens have the right to privacy. 
The SRP Report’s assertion in Section 12(b) that the government needs to provide the public with a clear, easily understandable map of their privacy rights does not take into account the existing statutorily required and policy based structures that provide U.S. citizens with notice and access to information regarding their privacy rights and the privacy risks associated with information collection.  For example, the Privacy Act requires that agencies give the public notice of their systems of records by publication in the Federal Register.
  The public is notified of the collection, maintenance, use, and dissemination of information about individuals that is maintained in systems of records by Federal agencies.  Agencies provide SORNs online, in addition to publication in the Federal Register.
  The Privacy Act also provides individuals with a right to seek access to and amendment of their records, an accounting of an agency’s disclosures, and an ability to seek administrative and judicial redress if requests for access, amendment, or an accounting are not fully granted, with some exceptions for law enforcement and national security systems.
  Finally, the Privacy Act’s provisions for attorney’s fees help ensure that individuals are able to enforce their rights when violated.

The FOIA
 provides the public the right to request access to records from any Federal agency.  Federal agencies are required to disclose any information requested under the FOIA unless the request falls under one of the nine exemptions, which protects interests such as personal privacy, national security, and law enforcement.
  The FOIA also requires Federal agencies to post online certain categories of information, which may include frequently requested records.  This Act enables citizens to know what their government is doing and has been recognized by all three branches of U.S. Government as a vital part of our democracy.  FOIA’s provision for attorney’s fees also helps ensure that the right to obtain public information is respected.

The E-Government Act of 2002, specifically Section 208, requires all Federal agencies that develop or procure new information technology involving the collection, maintenance, or dissemination of information from the public in identifiable form to conduct Privacy Impact Assessments (PIAs).
  A PIA is an analysis of how information in identifiable form is collected, stored, protected, shared, and managed.  The purpose of a PIA is to demonstrate that system owners and developers have analyzed privacy risks and incorporated privacy protections to mitigate risks in a system throughout the information life cycle.  The Act also requires agencies to make PIAs publicly available, except where an agency in its discretion determines the publication of a PIA would raise security concerns and reveal classified or sensitive information.

In addition to the statutory requirements of the Privacy Act, FOIA, and E-Government Act, there are resources available for members of the public to engage with agencies and learn about their privacy rights.  For example, agencies, and offices within those agencies, maintain publicly available email inboxes that accept complaints, inquiries and concerns from the public.  Even where those concerns are not necessarily related to privacy and civil liberties, the inbox enables the public to communicate with agency personnel and obtain information.   The office fielding these concerns acts as an ombudsman for inquirers to ensure that their inquiries are properly reviewed and responses are appropriately provided or referred.

The FTC has extensive experience educating consumers on privacy issues.  An initial resource is its consumer information page  at

https://www.consumer.ftc.gov/topics/privacy-identity-online-security.  
The FTC also maintains “On Guard Online,” a website to educate consumers on online security and safety issues, at https://www.consumer.ftc.gov/features/feature-0038-onguardonline.
Additionally, U.S. citizens are aware that varying types of information are afforded special protections due to the sensitive nature of the information and the contexts in which the information is collected and used.  For example, health information is generally understood to be protected.  When an individual has a doctor’s appointment, there is an understanding that the information discussed is private and confidential, as well as protected in certain situations pursuant to the Health Insurance Portability and Accountability Act of 1996.

Furthermore, the FPC maintains a public website with resources, links to privacy laws, programs, and offices, and information on privacy policy issues.  The site – www.fpc.gov -- provides a map of Federal privacy in a clear and understandable manner.

OMB also requires each agency to maintain a public website with information about its privacy program, including links to SORNs, Privacy Impact Assessments, website privacy policies, and other information.

In February 2015, the Director of National Intelligence (DNI) published the “Principles of Intelligence Transparency” (Principles) for the IC.
  These Principles facilitate the IC decisions on making information publicly available in a manner that enhances public understanding of intelligence activities, while continuing to protect information that, if disclosed, would harm national security.  Additionally, ODNI created a Tumblr site called “IC on the Record” that provides the public with direct access to factual information related to the lawful foreign surveillance activities carried out by the IC.
  The site posts locations for thousands of pages of released documents, including previously classified information.
As evident through statutes, such as the Privacy Act, FOIA, and E-Government Act of 2002, and a number of resources available to members of the public, the U.S. is deeply committed to promoting transparency and open government initiatives.  In fact, the U.S. helped launch the Open Government Partnership (OGP) in 2011 and it has been a member ever since and has helped lead the OGP through its role on the OGP Steering Committee.  As a member of the OGP, the U.S. publishes National Action Plans “to outline specific and measurable open government commitments.”
  As a result, agencies have enhanced their transparency to become more accessible to the public and to provide people with information that they can use to understand their rights.




	Fact-Checking/Background 8

	SRP Report Section 14(h): Discussion of conclusions and “fragmented” privacy protection “possibly prone to loopholes”
Along with other assertions critical of the U.S. approach to privacy and the “fragmented nature of legislation” in the U.S., the SRP Report concludes that privacy protection is “possibly prone to loopholes in some areas,” SRP Report Section 14(h).
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	The SRP Report appears to suggest that the U.S. sectorial approach to privacy and resulting “loopholes” in the U.S. commercial privacy regime represent a weakness, as compared to the European system where a general law covers all instances, which is a misstatement of U.S. policy.  
First, while the United States agrees that the U.S. privacy system is fundamentally sectorial, the suggestion by the SRP Report that the U.S. lacks any general federal privacy laws is incorrect.  For example, in the commercial sector, the FTC exercises broad jurisdiction under its general power to regulate and prevent “unfair or deceptive trade practices.”
  It has brought a large number of effective enforcement actions under this general power.  It also is transparent about its enforcement priorities, so that it can obtain public understanding and buy-in to the sectors where it perceives the greatest privacy risks.

Secondly, the United States would point out that the American sectorial approach to privacy has contributed to a system of strong and effective compliance.  The strength of context-specific laws is that they focus on and address specific risks.  In the United States, such sector-specific laws typically reflect broad public support and widespread consensus, making them relatively easy to enforce because there has already been effective public “buy-in.”  The accumulation of decades of context-specific privacy legislation addressing issues as they arise has resulted in a robust framework of privacy protections on the ground.  For instance, the separate remedial provisions for violations of health privacy laws and banking privacy laws effectively address the risks created by those types of privacy violations in these specific contexts.  With regard to national security and criminal investigations, FISA and the Wiretap Act contain their own separate remedial provisions for violations of the law.
 
The SPR Report’s suggestion that the U.S. sectorial privacy system is deficient raises a broader issue regarding the relationship of different countries and different legal traditions.  Each legal system has its own strengths and weaknesses.  As noted above, statutes in the U.S. generally address specific problems in specific contexts, reflecting the common-law tradition inherited from the British where general law is the result of a series of granular decisions, as well as the Federal system of separation of powers.  
While the U.S. legal system may appear complex from the standpoint of a European-style privacy system, which relies more on general statements of law, the more important question is whether the people subject to the rules have a clear understanding of the laws that apply to them.  It should be more than clear that the sectorial nature of U.S. privacy law does not result in a lack of understanding by the individuals and entities subject to these laws.  In fact, there is a direct relationship between the high rates of understanding of sectorial privacy rules, and the high rates of compliance in the U.S. system.  The high rates of compliance with privacy laws in the U.S. are a direct result of the broad public consensus needed before legislatures will enact legislation to address actual risks involved in different privacy contexts.  They are also a direct result of the efforts of most agencies charged with enforcing privacy laws to obtain consensus about where to direct their enforcement resources.  Thus, the very granularity of the U.S. rules reflects both a transparency about the laws, and a consensus about where are to be found the greatest privacy risks, which in turn, results in more effective and efficient compliance.

In this context, we would call attention to a report by the European Union Agency for Fundamental Rights that identifies widespread concerns about the challenges faced by national data protection authorities in insuring compliance with the universalist EU data protection rules.
  This highlights how the American risk-based sectorial approach to privacy with its high compliance rates may achieve a result that is essentially equivalent to what actually takes place on the ground under a universalist regime.  While a system of broad universal privacy laws may serve symbolic or aspirational goals, actual compliance with any privacy law requires clear public consensus about which risks to privacy are important, how to mitigate those risks, and what level of public resources are needed to address the problem.  


	Fact-Checking/Background 9

	SRP Report Section 7(d): Discussion of “privacy as a universal right” and alleged “discrimination” 
The SRP Report states that the SRP “consistently raised the issue of the way US law often discriminates between US persons and non-US persons when it comes to creating safeguards for privacy and remedies for breach of privacy,” offering stronger privacy protections for U.S. persons and weaker for non-U.S. persons. SRP Report Section 7(d)(i). 

The SRP “emphasised that national laws which discriminated between their own citizens and non-citizens not only contravene the spirit and letter of international human rights law but they also make no sense in practice given that the major threat, especially in terrorism cases, is an internal one most often caused by radicalisation and is not totally or primarily an external threat.” SRP Report Section 7(d)(ii).

The SRP Report adds that, “the privacy safeguards should be equally strong, indeed identical, for non-citizens or non-residents of any country which purports to carry out proportionate and necessary surveillance,” SRP Report Section 7(d)(ii).
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	This criticism fails to appreciate the territorial scope of the United States’ obligations with respect to privacy under the International Covenant on Civil and Political Rights.  It also does not recognize the reasonable justifications for a policy in which U.S. surveillance laws provide different protections for U.S. persons than for non-U.S. persons.  The U.S. approach in this regard follows the general practice of states.
Article 2(1) of the International Covenant on Civil and Political Rights (ICCPR) imposes obligations on a State Party with respect to individuals who are within its territory and subject to its jurisdiction.
  Accordingly, the ICCPR – including the obligations with respect to privacy in Article 17 – does not apply extraterritorially, as the United States has previously explained.  This interpretation is most consistent with the ordinary meaning of and negotiating history of the ICCPR and Article 2(1) in particular.
 It therefore rejects contrary interpretations, including as advocated by the Human Rights Committee in its General Comment No 31 and subsequent recommendations and views.   
First, regarding the scope of application of the ICCPR, as the United States stated during   its presentation of its Fourth Periodic Report before the Human Rights Committee in March 2014 (110th session) and in previous hearings and submissions to the Committee, the United States strongly disagrees with the assertion that it is obligated to apply Article 2(1), as interpreted by the Committee.
  This assertion reflects a fundamental misconception of international law and the canons of treaty interpretation.  The obligations that are binding on the United States are those set forth in the ICCPR itself.  
The ICCPR does not give anyone other than the treaty parties the authority to alter or expand treaty obligations or to issue authoritative interpretation of individual Articles.  Some of the United Nation Human Rights Committee’s more ambitious opinions and general comments, with which the United States has disagreed, may reflect an attempt to fill what some consider to be gaps in the reach and coverage of the ICCPR.  However, if there are gaps in a treaty, the proper approach to take under international treaty law is to amend the treaty to fill those gaps.  Based on the doctrine of consent, parties can then decide for themselves whether they will be bound by what are, in fact, new treaty obligations.

At the time it became a Party to the ICCPR, the United States carefully evaluated the treaty to ensure that it could fully implement all of the obligations it would assume. Further, at the time of ratification, the United States entered the following understanding and declaration relevant to the Supremacy Clause of the U.S. Constitution:

(5) That the United States understands that this Covenant shall be implemented by the Federal Government to the extent that it exercises legislative and judicial jurisdiction over the matters covered therein, and otherwise by the state and local governments; to the extent that state and local governments exercise jurisdiction over such matters, the Federal government shall take measures appropriate to the Federal system to the end that the competent authorities of the state or local governments may take appropriate measures for the fulfillment of the Covenant.

Declarations: (1) That the United States declares that the provisions of articles 1 through 27 of the Covenant are not self-executing.

Nonetheless, U.S. surveillance law and policy respects the privacy of both U.S. and non-U.S. persons. The SRP Report’s criticism fails to recognize that U.S. national security surveillance law provides numerous substantial privacy protections for foreign nationals located abroad.  Numerous provisions of U.S. law, regulations, and procedures protecting privacy interests apply equally to U.S. nationals and foreign nationals, regardless of their location or residency.  For example:

· U.S. statutory limitations on government searches or demands for personal data in the United States generally apply, with some qualifications, without regard to nationality, residency or location, and thus do not discriminate against non-U.S. persons.  Those include limitations on various forms of government access to data, whether through FISA, other statutes providing civil remedies, National Security Letters, or law enforcement mechanisms.
  

· As the PCLOB stated, “[a] number of provisions of Section 702, as well as provisions in other U.S. surveillance laws, protect the privacy of U.S. and non-U.S. persons alike.  These protections can be found, for example, in (1) limitations on the scope of authorized surveillance under Section 702; (2) damages and other civil remedies that are available to subjects of unauthorized surveillance as well as sanctions that can be imposed on government employees who engage in such conduct; and (3) prohibitions on unauthorized secondary use and disclosure of information acquired pursuant to the Section 702 program.”
  

· These protections were supplemented in 2014 by Presidential Policy Directive/PPD-28 which established extensive privacy protections for foreign nationals.
  PPD-28 sets out a series of principles and requirements that apply to U.S. signals intelligence activities, including collection under Section 702 of FISA, in order to afford fundamental privacy safeguards for all people, regardless of nationality or location.  Among other things, PPD-28 requires that privacy and civil liberties shall be integral considerations in the planning of U.S. signals intelligence activities, that policies and procedures to safeguard personal information collected through signals intelligence be established and apply to all persons, regardless of nationality, “[t]o the maximum extent feasible consistent with the national security,”  and that the personal information of all persons, regardless of nationality, will be safeguarded by retaining or disseminating it “only if the dissemination of comparable information concerning U.S. persons would be permitted.”
  These safeguards for personal information are subject to oversight, including though periodic auditing and oversight by the statutorily independent Inspectors General of Intelligence Community elements.

The SRP Report, however, suggests that the difference in the treatment of U.S. persons and non-U.S. persons under the Fourth Amendment to the U.S. Constitution and under the Privacy Act and FISA constitute some form of discrimination against non-U.S. persons.  This is a misrepresentation of U.S. law.  Differentiation between U.S. and non-U.S. persons, as well as differentiation between persons based on location within or outside of the United States’ territory and jurisdiction, in these examples is reasonable and appropriate. 
The restrictions that apply when the U.S. government conducts surveillance against people within the United States apply because the Fourth Amendment to the U.S. Constitution, and other pertinent domestic laws, protect the people of the U.S. against arbitrary action by the government; these laws do not restrain the Federal Government’s actions against aliens outside of its own territory, although as we discuss elsewhere, other laws, such as FISA 702, and directives such as PPD 28 do afford significant protections to non-U.S. persons abroad.
  
As we saw above in the discussion about U.S. statutes like the Privacy Act that do not apply to non-U.S. persons, the differentiation of scope reflects the specific historical concerns of the Congress in the 1970s to protect the integrity of the U.S. democratic system from misuse of surveillance for political purposes.
  The history of the enactment of laws as the Privacy Act and the traditional provisions of the FISA should thus make it clear why a government’s surveillance of its own people threatens the underlying civic democracy in a unique and fundamental way.  The PCLOB has stated: 

This [traditional FISA] system is deliberately rigorous, for it was designed to provide a check on the government’s surveillance of U.S. persons and other people located in the United States.  Its goal was to prevent the abusive and politically motivated surveillance of U.S. persons and domestic activists that had occurred under the guise of foreign intelligence surveillance in the mid-twentieth century.

It is entirely consistent with Article 2(1) of the ICCPR to place restrictions on a government’s use of surveillance its citizens and people within its territory and jurisdiction that are greater than the restrictions applicable to its surveillance of foreign persons living abroad.  A government typically has far more power over its ciziens and people who live within its territory than over those who do not.  Its power to It may, for example, revoke or deny citizenship, and general speaking, its power to conduct audits of their taxes, revoke their government contracts, terminate their health or welfare benefits, or investigate and prosecute them for criminal or civil offenses are of great consequence. 
In the case of the United States, these greater concerns about domestic privacy abuse are not merely theoretical.  The historical discussion above makes clear that the Privacy Act and the FISA, that is, the U.S. laws identified by the SRP as constituting improper discrimination, were in fact responses to the actual historical use by the Executive Branch of surveillance for precisely these kinds of improper domestic political purposes.
  In these statutes, Congress recognized that such abuses of surveillance posed an existential threat to the very legitimacy of civil democratic society.  The resulting legislation protects the U.S. political system from these threats.  The legislative history of these statutes makes it clear that Congress did not enact these laws to discriminate against non-U.S. persons, but to protect the integrity of U.S. democracy.  The United States Supreme Court employed this same analysis when it held that the restrictions of the Fourth Amendment applied only domestically, not because the founding fathers wished to discriminate against foreigners, but because they were concerned about the risks to a democratic society if a government engaged in unrestricted surveillance of its own citizens.  Accordingly, the U.S. practice of affording privacy safeguards to U.S. nationals and permanent residents, or to non-U.S. persons living in the United States, which are not afforded to all persons globally, many of whom have no connection with the United States, should not be equated with a failure to provide adequate privacy protections for those foreign nationals located abroad.  We are aware of no other countries that require court orders to authorize intelligence surveillance targeting foreigners located overseas, as the United States does under FISA Section 702, or that have issued procedures affording privacy safeguards applicable to signals intelligence targeting any foreigner, regardless of location, as the United States has done under PPD-28 and its implementing procedures.

The differences in these contexts are meaningful, and amply justify the distinctions made under Article 2(1) of the ICCPR and the U.S. laws we have discussed.  Other States appear to follow a similar practice, insofar as their intelligence practices are sufficiently transparent to enable an assessment.  


	Fact-Checking/Background 10

	SRP Report Section 4(e)-(g): Discussion of the U.S.’s “position when it comes to privacy” 

The SRP Report (see above Fact Checking/Background 9) states repeatedly that the United States ought to be treated differently than other states under international law.

	Page(s): 4-6; 11, 13, 15

	A.  Sovereignty 

The assertion that a UN Member State ought to be treated differently than other Member States implies that not all Member States are held to the same standard of responsibility when respecting the human right to privacy.
  The United States disagrees with this premise, which ignores the international law principle of equality among states as well as the United States’ legal obligations with respect to privacy.     

In stating that the U.S. has an “obligation” to lead by example, the SRP Report implies a legal obligation, which demonstrates a fundamental misunderstanding of the manner in which states undertake international legal obligations.  We have proposed revisions to the report that conform to the relevant treaty text.  

B.  International Covenant on Civil and Political Rights – Territorial Scope
The United States recalls that under the International Covenant on Civil and Political Rights (ICCPR), there are territorial and jurisdictional limitations on each state’s obligations.
  The SRP Report’s assertions on these obligations are a misstatement of fact.  The ICCPR defines its territorial scope in Article 2.1.
  If the SRP Report takes the view that the obligations in the ICCPR are not territorially limited, despite the language of Article 2.1, it would provide greater clarity for it to say so explicitly and to acknowledge that the U.S. does not share this legal view and has repeatedly and transparently explained its position on the scope of application of the ICCPR on many occasions.




	Fact-Checking/Background 11

	SRP Report Sections 7 and 14: Discussion of FISA Section 702
The SRP Report states that FISA Section 702 collection is “prima facie . . . disproportionate to legitimate national security considerations,” SRP Report Section 14(d).
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	FISA Section 702 is a primary focus of the SRP Report.  In assessing that Section 702 is “prima facie . . . disproportionate to legitimate national security considerations,” the SRP Report relies on inaccurate accounts of the Section 702 program and does not take into account the legal and policy restrictions that apply to the collection, retention, use and dissemination of information acquired under Section 702.  The Report’s conclusion that Section 702 collection is “disproportionate” does not take into account the intelligence collection problem the United States Congress addressed in creating Section 702, and the importance of this authority to protecting the people of the United States and other countries from terrorism and other national security threats.
   

A.  The Value of the Section 702 Program

The importance of Section 702 collection should be considered in assessing its value as a national security tool.  The independent Privacy and Civil Liberties Oversight Board (“PCLOB”) undertook a comprehensive assessment of the program, including its value, and concluded that Section 702 collection has disrupted terrorism plots at home and abroad.
  The PCLOB report also found that, in addition to helping disrupt plots, the program “has proven valuable in a number of ways to the government’s efforts to combat terrorism.  It has helped the United States learn more about the membership, leadership structure, priorities, tactics, and plans of international terrorist organizations.  It has enabled the discovery of previously unknown terrorist operatives as well as the locations and movements of suspects already known to the government.”
  

In written testimony provided to Congress, Executive Branch officials have explained that Section 702 provides critical intelligence that cannot practicably be obtained through other means.
  In their testimony, they described several examples of foiled plots and important operations to illustrate how Section 702 has contributed to the national security of the United States and its allies.  At the hearing, the officials provided other examples of specific targets and operations to illustrate the importance of the program.
  The Office of the Director of National Intelligence (“ODNI”) has also prepared a document providing examples of how information collected under Section 702 has proved valuable to countering national security threats.
  

B. The Problem Addressed by Section 702

The SRP Report’s suggestion (p. 12) that individualized judicial warrants must be obtained for every surveillance target does not address the important reason Section 702 was created by Congress.  Nor does it consider whether the level of judicial oversight under Section 702 generally exceeds the level of judicial involvement in such surveillance regimes in other countries, as we believe that it does.

FISA requires the government to obtain individualized court approvals to conduct surveillance of U.S. persons (including citizens and lawful permanent resident aliens) and persons inside the United States, based on a finding of probable cause.
  Section 702 addresses only surveillance targeting non-U.S. persons outside the United States.  Surveillance against that category of targets was never intended to be governed by FISA.  But due to changes in technology and the use of U.S.-based electronic communications service providers by persons outside the United States, foreign communications that had historically been outside the scope of FISA began to fall within FISA’s definition of electronic surveillance.  The requirement of a court order for each foreign terrorist or legitimate intelligence target abroad undermined the United States’ ability to collect information critical to U.S. national security.  U.S. officials explained this problem and the important rationale for Section 702 in congressional testimony.
  The PCLOB also reached this view.  As the PCLOB concluded, “surveillance under the standards of traditional FISA may . . . limit the number of people the government can feasibly target and increase the delay before surveillance on a target begins, such that significant communications could be missed.”
  

As explained below, in addressing this problem Congress did not give the Executive Branch the authority to engage in indiscriminate surveillance of non-U.S. persons outside the United States.  Rather, Congress imposed a detailed statutory scheme to govern Section 702 surveillance subject to programmatic rather than individualized judicial review.  In our assessment, the judicial role, legal restrictions on the scope of collection and handling of data collected, and multi-layered oversight of the program far exceeds the rules governing the foreign intelligence regimes of other countries.  We are aware of no country that requires individualized warrants from an independent judicial authority for conducting surveillance of foreign targets located abroad, the standard that the SRP Report suggests.  Rather, we understand that many EU Member States and other ICCPR States Parties conduct intelligence surveillance against not only foreign targets, but also domestic targets, without individualized court approvals.

C.  Overview of the Operation of Section 702 Surveillance

The SRP Report’s conclusion that Section 702 surveillance is “prima facie . . . disproportionate” relies on an inaccurate description of the legal framework that governs such surveillance.  The framework governing Section 702 imposes detailed requirements and limitations on the government’s authority.  As these excerpts from the PCLOB’s 702 Report explain:

“Under Section 702, the Attorney General and Director of National Intelligence make annual certifications authorizing this targeting to acquire foreign intelligence information, without specifying to the FISC the particular non-U.S. persons who will be targeted. . . . Section 702 certifications identify categories of information to be collected, which must meet the statutory definition of foreign intelligence information.  The certifications that have been authorized include information concerning international terrorism and other topics, such as the acquisition of weapons of mass destruction.”

“Section 702 requires the government to develop targeting and ‘minimization’ procedures that must satisfy certain criteria.  As part of the FISC’s review and approval of the government’s annual certifications, the court must approve these procedures and determine that they meet the necessary standards.  The targeting procedures govern how the executive branch determines that a particular person is reasonably believed to be a non-U.S. person located outside the United States, and that targeting this person will lead to the acquisition of foreign intelligence information.  The minimization procedures cover the acquisition, retention, use, and dissemination of any non–publicly available U.S. person information acquired through the Section 702 program.”

“Once foreign intelligence acquisition has been authorized under Section 702, the government sends written directives to electronic communication service providers compelling their assistance in the acquisition of communications. The government identifies or ‘tasks’ certain ‘selectors,’ such as telephone numbers or email addresses, that are associated with targeted persons, and it sends these selectors to electronic communications service providers to begin acquisition.”

“Each agency that receives communications under Section 702 has its own minimization procedures, approved by the FISC, that govern the agency’s use, retention, and dissemination of Section 702 data.  Among other things, these procedures include rules on how the agencies may “query” the collected data.  The NSA, CIA, and FBI minimization procedures all include provisions permitting these agencies to query data acquired through Section 702, using terms intended to discover or retrieve communications content or metadata that meets the criteria specified in the query.  These queries may include terms that identify specific U.S. persons and can be used to retrieve the already acquired communications of specific U.S. persons.  Minimization procedures set forth the standards for conducting queries.  For example, the NSA’s minimization procedures require that queries of Section 702–acquired information be designed so that they are ‘reasonably likely to return foreign intelligence information.’”

“Each agency’s adherence to its targeting and minimization procedures is subject to extensive oversight within the executive branch, including internal oversight within individual agencies as well as regular reviews conducted by the Department of Justice (‘DOJ’) and the Office of the Director of National Intelligence (‘ODNI’).  The Section 702 program is also subject to oversight by the FISC, including during the annual certification process and when compliance incidents are reported to the court.  Information about the operation of the program also is reported to congressional committees.  Although there have been various compliance incidents over the years, many of these incidents have involved technical issues resulting from the complexity of the program, and the Board has not seen any evidence of bad faith or misconduct.”


	Fact-Checking/Background 12

	SRP Report Sections 7 and 15: Discussion of “Demands of Civil Society” Concerning FISA Section 702
The SRP Report states: “No satisfactory response was as yet obtained from US Government officials as to why the demands of US Civil society should not be met by not re-authorising FISA Section 702 or, at the very least, if 702 were to be re-authorised then FISA needs to be reformed.”  SRP Report 7(c)(ii)(3).  The SRP Report then lists various proposals from civil society as ways that FISA Section 702 is to be reformed. SRP Report Section 7(c)(ii)(3)(a)-(c). These proposals are restated in the SRP Report “Recommendations,” SRP Report Section 15.
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	 A.  The Scope of “Foreign Intelligence Information”

Relying on a letter from a civil society group, the SRP Report (p. 12) appears to suggest that Section 702 authorizes agency analysts “to target any foreigner abroad if a significant purpose of the surveillance is to collect ‘foreign intelligence information’—a term defined broadly to cover a wide array of communications.”  This is a misstatement of U.S. law.  As noted above, Section 702 requires the government to submit a certification for FISC approval along with targeting procedures limiting the purpose of data acquisition to the type of foreign intelligence specified in the certification.  The targeting procedures set out standards and requirements regarding the targeting of non-United States persons, including a requirement that there be a documented explanation of why the targeting of a particular person is expected to yield the specific type of foreign intelligence information authorized by the Section 702 certification.
 

The targeting procedures thus do not permit bulk collection,
 nor do they permit the targeting of a foreigner abroad merely because a significant purpose of the surveillance fits within the general statutory definition of “foreign intelligence information.”  Rather, as described by the PCLOB, those procedures require that the government official “determine that tasking the selector will be likely to acquire one of the types of foreign intelligence information identified in a Section 702 certification.”
  In addition, within those constraints, targeting is further controlled by robust processes within the Executive Branch that are designed to ensure that intelligence is collected pursuant to specific national intelligence priorities.
  Moreover, information collected may be disseminated only if there is a valid foreign intelligence or law enforcement purpose; the mere fact that a party to the communication is not a U.S. person is not sufficient.
 
B.  Upstream Collection Under Section 702

The SRP Report is critical of the methods and types of collection under the Section 702 Upstream program, based on criticism from civil society groups that oppose the Section 702 program (p. 12).  The description of the program as described in the SRP report misstates U.S. law and policy.  

First, the United States has discontinued the collection of communications referring to targets but not sent to or from such a target (frequently referred to as “abouts” collection).  Such collection could only be reinitiated with the approval of the FISC.  The description of this collection is in any event also incorrect.  Such collection did not authorize targeting accounts that mention a foreign intelligence target, or any broad search of emails for words or terms of interest to the government.  Rather, the court approved only targeting accounts that contain a targeted “selector” (such as a target’s email address or phone number) in the body of the communication.  But as stated, this program has ended.
 

Second, the description of Upstream collection misstates U.S. policy..  As described by the PCLOB, collection is carried out through use of individual “selectors,” which identify a particular communications facility such as an e-mail address or telephone number that is assessed to be used by the individual target of the acquisition.
  Selectors cannot consist of general “key words” such as “bomb” or “attack,” or even names of individuals, because such terms would not identify specific communications facilities.

C.  Prohibition on Targeting of U.S. Persons Under Section 702

The SRP Report (p. 11) suggests that the Government uses Section 702 to conduct unlawful surveillance against U.S. persons, stating that it “[w]eakened the protection of American citizens and made their communication in part subject of FISA Section 702.  However, in line with the fourth amendment, the government must have a warrant in order to carry out surveillance on American citizens.” 

These statements do not accurately reflect U.S. law.  Section 702 does not authorize surveillance targeting U.S. persons or any person inside the United States.  The statute explicitly prohibits domestic surveillance, providing that (1) the Government may not intentionally target any person known at the time of the acquisition to be in the United States; (2) the Government may not target someone outside the United States for the purpose of targeting a particular, known person in the United States; (3) the Government may not intentionally target a U.S. person reasonably believed to be located outside the United States; (4) the intentional acquisition of “any communication as to which the sender and all intended recipients are known at the time of the acquisition” to be in the United States is prohibited; and (5) any acquisition must be consistent with the Fourth Amendment.

Moreover, Section 702 addresses the incidental collection of U.S. person information by requiring court-approved minimization procedures that govern the retention and dissemination of such information.  By necessity, any surveillance, including traditional FISA surveillance or surveillance conducted under criminal authorities, involves the collection of communications involving non-targeted persons.  U.S. courts have long upheld the lawfulness of incidental collection of information about persons not targeted by surveillance, whether in the context of criminal or national security investigations.
  As described below, Section 702 minimization procedures adequately protect the privacy interests of U.S. persons.  They govern when agencies can query Section 702 data using U.S. person identifiers and otherwise restrict how such information can be retained, used, and disseminated.  

D.  Section 702 Minimization Procedures
The SRP Report (p. 12) relies on a letter from a civil society group suggesting that Section 702 “does not prescribe specific procedures that must be adopted to prevent the acquisition, retention, use, or dissemination of Americans’ private information.”  But as noted above, Section 702 explicitly requires, as a condition of acquiring communications, that each agency follow FISC-approved minimization procedures governing the acquisition, retention, querying and dissemination of U.S. person information.  The FISC may only enter an order approving a Section 702 certification if, among other things, the Court finds that the minimization procedures submitted by the Government are “consistent with the requirements of [the statute] and with the fourth amendment to the Constitution of the United States.”
  
The minimization procedures impose strict access controls with respect to the acquired data, regardless of the nationality of the individual to whom it pertains, and require that all personnel who are granted access receive training on the minimization procedures.
  The minimization procedures require that data be “aged off” by deleting the data from agency systems after specified periods of time.  For example, the National Security Agency (NSA) generally ages off any acquired data that has not been determined to be foreign intelligence information or evidence of a crime within five years of the expiration of the certification.
 

When, despite the Government’s reasonable belief to the contrary, a target is found to be located in the United States, the NSA minimization procedures require purging of the collected data, regardless of whether the target is a United States person or a non-United States person, with limited exceptions requiring Director-level approval.
  Agencies also appropriately identify and purge data acquired as a result of errors relating to the targeting or minimization procedures.

There are also controls on the dissemination and use of Section 702-acquired information.  Before an agency may disseminate information identifying a U.S. person to other entities, the proposed dissemination must meet one of the very few exceptions set forth in the minimization procedures, such as being necessary to understand the foreign intelligence information or assess its importance or evidence of a crime.
    

As explained below with respect to Section 702 oversight, the FISC’s review of minimization procedures is not limited to a review of the text of the procedures, but includes extensive reporting from the Government regarding the operation of, and any compliance incidents involved in, the Section 702 program.  Reporting of incidents of noncompliance may lead to revisions to the minimization procedures to ensure acquisitions of data under Section 702 are conducted in a lawful manner, as described above.

Non-U.S. persons’ privacy is also protected in the context of Section 702 surveillance through these minimization procedures
 and through procedures adopted under Section 4 of PPD-28.  The PPD-28 procedures contain limitations, for example, with respect to how long non-U.S. persons’ data may be retained, and the circumstances under which data can be disseminated, that are comparable to the privacy protections applicable to U.S. persons.
  

E.  Querying Section 702 Information 

The SRP Report (p. 12) raises concerns regarding the ability of U.S. intelligence analysts, after data has been lawfully collected pursuant to Section 702, to query the data using terms associated with a U.S. person.  The outline refers to a letter from a civil society group claiming that after communications are collected “investigators and analysts then deliberately search through them for information about Americans,” that “the FBI routinely queries its Section 702 databases using the names and identifiers of U.S. persons, including in ordinary criminal cases that have no connection to national security,” that “[t]he NSA and CIA conduct these types of queries as well,” and that “if the executive branch sought to use Section 702-obtained information for political purposes or to investigate Americans for minor offenses, there are inadequate safeguards in the statute to protect against these abuses.”

These statements misrepresent U.S. law and policy.  Intelligence analysts may only query data collected under Section 702 subject to restrictions in minimization procedures approved by the FISC.  Those minimization procedures restrict the ability of analysts to query the data using a query term associated with a U.S. person.  Queries of the content of information collected under Section 702 are only permitted if they are reasonably designed to identify and extract foreign intelligence information.  Section 702 may not be used to collect signals intelligence for the purpose of suppressing or burdening criticism or dissent.
  The NSA and CIA cannot conduct queries to identify evidence of a crime.
  

In the case of the FBI only, queries may also be conducted to identify evidence of a crime.  Only FBI analysts who have been trained regarding Section 702 procedures may access information responsive to such a query.
  After the attacks of September 11, 2001, numerous independent reviews of U.S. counterterrorism authorities have concluded that is critical for the FBI to have the ability to access data to connect the dots between what may appear to be an ordinary criminal case and a foreign intelligence threat.
  Indeed in 2016, there was only one instance in which FBI personnel received and reviewed information acquired under Section 702 that the FBI identified as concerning a U.S. person in response to a query that was designed to return evidence of a crime unrelated to foreign intelligence.

The FISC has consistently upheld the lawfulness of such U.S. person queries.
  Moreover, U.S. person information incidentally collected under Section 702 may not be used as evidence in ordinary criminal cases.  A binding policy directive of the Department of Justice provides that such information cannot be used without the approval of the Attorney General except in criminal proceedings involving national security or several enumerated serious crimes.
  
While the civil society group’s comment was specific to U.S. persons, protections would also apply to non-U.S. persons under PPD 28 and its applicable implementing procedures.
F.  Oversight of Section 702

The SRP Report (p. 12) states that Section 702 surveillance is subject only to internal agency oversight and that Section 702 needs to be reformed to provide “independent judicial level oversight exercised from outside the intelligence service or law enforcement agency carrying out surveillance.”  That recommendation is based on inaccurate information.  Section 702 is in fact overseen by the multiple layers of oversight provided by all branches of the U.S. Government.  The United States is unaware of any comparable surveillance program of another country that is more rigorously overseen.  

Oversight of Section 702 begins with the extensive internal oversight provided by components in each agency.  That oversight includes independent Inspectors General; workforce training; pre-targeting administrative review; and post-targeting compliance reviews.  In addition, oversight is provided by a joint oversight team consisting of FISA compliance experts at DOJ and ODNI.  The oversight team’s reviews include each Section 702 targeting decision made by NSA, each compliance incident identified and reported by agency personnel, and disseminations of 702 information. 
  DOJ and ODNI submitted to the FISC in 2015 a detailed summary of their oversight of the Section 702 program.
 Several semiannual reports documenting the results of this oversight have also been published.
 

Judicial oversight of Section 702 is also extensive.
  The FISC initially reviews the lawfulness of the certifications and targeting procedures proposed by the Government.  The Court then receives extensive reporting by the Government regarding its implementation of targeting procedures and minimization procedures.  This includes, for example, the several layers of oversight in identifying targets meeting the criteria in the procedures, and any incidents of non-compliance.  The FISC can and often does require the Government to address in detail (in briefs and at hearings) questions posed by the court regarding the Government’s legal positions, compliance, or general information about operational details of the program.
  

The statutory requirement to report incidents of noncompliance with Section 702 to the Court can prompt further scrutiny of targeting and minimization procedures.  For example, in 2016 the Government reported to the FISC incidents of noncompliance with minimization procedures pertaining to upstream “abouts” collection.  That reporting prompted the FISC to raise questions about how “abouts” collection was conducted and whether such collection complied with approved procedures.  After the Government further assessed the problem and considered remedial options under its technical constraints, and submitted several further reports to the FISC, the Government ultimately decided to propose amended targeting and minimization procedures which remove the collection of “abouts” communications.
  As a separate example, in 2011 reporting of noncompliance with targeting and minimization procedures concerning “abouts” collection led the court to refuse to approve a renewal of the program before the Government agreed to substantial modifications.
    

Statutorily required semi-annual reports to Congress submitted by the Attorney General and the DNI have consistently concluded that the number of compliance incidents under Section 702 has been small relative to the scope of collection, with no indication of any intentional attempt to violate or circumvent any legal requirements.
  In a declassified opinion from August 2014, the FISC stated that “[i]t is apparent to the Court that the implementing agencies, as well as [ODNI] and NSD, devote substantial resources to their compliance and oversight responsibilities under Section 702.  As a general rule, instances of non-compliance are identified promptly and appropriate remedial actions are taken, to include purging information that was improperly obtained or otherwise subject to destruction requirements under applicable procedures.”

The PCLOB was also “impressed with the rigor of the government’s efforts [in the Section 702 program] to ensure that it acquires only those communications it is authorized to collect, and that it targets only those persons it is authorized to target.”
  Moreover, the Board identified “no evidence of abuse” of Section 702-acquired information and stated that “the government has taken seriously its obligations to establish and adhere to a detailed set of rules regarding U.S. person communications that it acquires under the program.”
  The absence of any abuse of Section 702 authority may be contrasted with the surveillance activities conducted in the 1960s and 1970s.  Those surveillance activities ultimately resulted in enactment of the FISA and Privacy Act (as discussed in Part I) and were unquestionably abuses of power that involved intentional misconduct designed to attack political enemies.  No reasonable comparison can be made between the two. 

G.  Transparency

The SRP Report asserts (p. 12) that Section 702 surveillance has inadequate transparency.  This statement does not take into account the many transparency mechanisms in place for Section 702 surveillance.  

As a general matter, the U.S. Intelligence Community (“IC”) has published and is continuing to implement the Principles of Intelligence Transparency, which reflect an extensive commitment to openness that is without parallel among intelligence services around the world.
  The IC has not only publicly released thousands of pages of key documents but it also has engaged directly with civil society.  These engagements enable the IC to better understand and address concerns raised by civil society, while helping improve public understanding of intelligence authorities and privacy protections.

With respect to Section 702 specifically, numerous transparency mechanisms are in place.  For example, annual public reports list the (i) number of Section 702 orders issued by the FISC; (ii) estimated number of non-U.S. persons who are the users of the tasked selectors (e.g., email addresses) employed in Section 702 targeting; (iii) estimated number of search terms concerning known U.S. persons used to conduct foreign intelligence queries against content acquired under Section 702, and (iv) estimated number of foreign intelligence queries conducted concerning a known U.S. person of metadata acquired under Section 702.
  The Section 702 minimization procedures are publicly available, and newly in 2017, the Government has also released the Section 702 targeting procedures.
  

The U.S. Government also is open about oversight of Section 702 and compliance incidents.  It has publicly released semiannual assessments of the Government’s compliance with procedures and guidelines issued pursuant to Section 702 that are jointly prepared by the Attorney General and the Director of National Intelligence.
  Judicial oversight is made transparent through numerous publicly released orders and opinions of the FISC addressing Section 702, along with briefs to the Court submitted by the Government, amicus briefs, transcripts of Court hearings, certifications approved by the Court, and related filings.
  Legislative oversight is made transparent through statements for the record and public testimony provided to the Congress, topic-specific reports, explanatory documents, and reference guides.
 

H.  Ability of Targets of Section 702 to Challenge Lawfulness of Surveillance
The SRP Report suggests (p. 12) there may be undue obstacles to challenging the lawfulness of Section 702 surveillance in court.  The outline relies on a letter from a civil society group that claims that the U.S. Government fails to notify individuals as required by Section 702 if it intends to use information “obtained or derived” from Section 702 in legal or administrative proceedings; that the U.S. Government has not disclosed its interpretation of when it considers evidence “obtained or derived” from Section 702, thus triggering those notice obligations; and that where targets challenge the lawfulness of Section 702 surveillance, the U.S. Government may still argue for dismissal of a lawsuit based on the state secrets privilege.
The letter received from a civil society group appears to suggest deliberate misconduct by the U.S. government regarding notice provided to persons against whom the Government intends to use information obtained or derived from FISA Section 702.  This issue is discussed at pages 6-9 of the U.S. brief dated 13 February 2014, attached for your reference, in U.S. v Mohamed Osman Mohamud.
  The issue is also addressed at pages 143-44 of the U.S. brief dated 7 December 2015 before the U.S. Court of Appeals for the Ninth Circuit in the same case, which is also attached.  As explained there in more detail:

· The U.S. Government has always understood that it is required to notify any “aggrieved person” (a term defined in FISA at 50 U.S.C. § 1801(k) as a person targeted by, or whose communications or activities are subject to, FISA electronic surveillance) of its intent to use or disclose, in a proceeding against such person, any information obtained or derived from FISA Section 702 collection as to which that person is an aggrieved person, in accordance with 50 U.S.C. §§ 1806(e), 1881e(a).

· Initially, the Government had not considered the particular question of whether and under what circumstances information obtained through traditional FISA could also be considered to be derived from prior collection under FISA Section 702.  After conducting a review of the issue, the Government determined that information obtained or derived from traditional FISA may, in particular cases, also be derived from prior FISA Section 702 collection, such that notice concerning both traditional FISA and FISA Section 702 collections should be given in appropriate cases with respect to the same information.

· After making this determination, the Government reviewed the proceedings in relevant cases and determined whether evidence obtained or derived from traditional FISA collection was also derived from FISA Section 702 collection as a matter of law.  As a result, the Government provided in certain cases a supplemental notification to inform the defendant and the court that information derived from FISA Section 702 had been used against the defendant.  The Government now continues this practice of providing notice to a criminal defendant and the court of its intent to use or disclose information obtained or derived from FISA Section 702 collection, even where that information was also obtained or derived from traditional FISA collection.

· Courts have rejected civil society allegations of government misconduct.  In Mohamud, the district court found no government misconduct, and the Ninth Circuit unanimously affirmed.
 

The documents to which the SRP refers suggest that the U.S. Government has not addressed when it considers evidence to be “obtained or derived” from FISA Section 702 in the context of notice obligations, which is a misstatement of U.S. policy.  This issue is addressed directly at footnote 3 of the attached U.S. brief before the district court in U.S. v Mohamud.  The brief states that in determining whether information is “obtained or derived from” FISA-authorized surveillance, the appropriate standards and analyses are similar to those appropriate for surveillance conducted under the Wiretap Act, where those terms have been subject to more judicial interpretation than in the context of surveillance conducted under FISA.  

Regarding the SRP Report’s comments on the state secrets privilege, in 2009 the Department of Justice issued a policy regulating the assertion of the privilege.
  This policy sets a clear legal standard for when DOJ may defend invocation of the privilege; prohibits defense of the privilege to conceal legal violations, government inefficiency or error or embarrassment, or to restrain competition; requires the government agency seeking invocation of the privilege in litigation to submit to DOJ a detailed declaration specifying what information must be protected and how disclosure of that information can reasonably be expected to harm national security; and requires that the Attorney General, after receiving the recommendation of a State Secrets Review Committee composed of senior DOJ officials, personally provide approval before the privilege may be defended in litigation.  The policy also calls for DOJ to provide periodic reports to oversight committees of the Congress with respect to all cases in which the state secrets privilege is invoked, explaining the basis for the privilege.  DOJ provided reports to Congress in 2011 and 2015, copies of which are attached for the SRP team’s reference.

Additionally, electronic communications service providers receiving Section 702 directives they believe to be unlawful may apply to the FISC to modify or set aside the order or may contest any government application to compel compliance.
  For example, a challenge by Yahoo! to directives it received resulted in litigation before the FISC.
 

I.  The Ex Parte Nature of FISC Proceedings 

The SRP sent to DOJ on July 4, 2017 an email inquiry about the ex parte nature of FISC proceedings.  In that email, the SRP questioned whether FISC proceedings violate the principle of audi alteram partem – “hear the other side.”  The email forwarded a press article quoting a former FISA judge who noted the “lack of legal adversaries inside the system able to confront the government’s activities.” 

FISC proceedings are necessarily ex parte to avoid alerting the target to the electronic surveillance, which would undermine the efficacy of the surveillance.  The public record demonstrates, however, the rigorous review the Court gives to government applications.  In 2013, Judge Reggie Walton, then the Presiding Judge of the FISC, wrote an 11-page letter to Congress describing the exacting processes involved in the operations of the FISC, including how the Court reviews proposed FISA applications, conveys concerns to the government, and adjudicates final applications.
  The Court and its staff interact with the government through hearings, meetings, and telephone conversations, a process Judge Walton described as “very similar to the process employed by other federal courts in considering applications for wiretap orders under [the Wiretap Act].”
  The government may decide to withdraw a proposed application if the Court is not inclined to approve it.  

Judge Walton’s letter refutes any claim that the FISC acts as a “rubber stamp” for surveillance, and refutes the argument in the article the SRP forwarded that the absence of an advocate for the target results in no meaningful judicial oversight.  In 2016, in response to 1752 government applications received by the FISC, 1378 orders were granted, 339 orders were modified, 26 orders were denied in part, and 9 applications were denied in full.
  This rigorous review is indeed confirmed by the 2013 article forwarded by the SRP suggesting a lack of rigor in FISC proceedings.  U.S. District Judge James Robertson was testifying at a PCLOB hearing, discussing his service on the FISC ten years earlier.  The full testimony shows that, when discussing traditional FISA ex parte proceedings, Judge Robertson emphasized how he was “deeply impressed by the careful, scrupulous, even fastidious work that the Justice Department people, and the NSA, and FBI agents involved with it did.  The FISC was not a rubber stamp.”
  

FISA’s ex parte process has been upheld repeatedly by U.S. courts as consistent with constitutional due process.
  It has long been established practice in the United States and other countries for courts to review applications for surveillance without alerting the target of the surveillance.  Proceedings under the Wiretap Act in ordinary criminal investigations in the United States are also ex parte.  In other countries, there is often little or no judicial supervision of surveillance for criminal investigations or for national security purposes.  But where the judiciary plays a role, the proceedings are also ex parte.

Finally, the claim in the article forwarded by the SRP of a “lack of legal adversaries” in the FISC system is out of date.  Judge Robertson’s testimony before the PCLOB referenced in the 2013 article sent to us, in fact, voiced concerns only about the Section 702 Program, where the Court was not engaged in an individualized ex parte review of a particular case, but was charged with overseeing an entire program, more akin to an administrative agency.
  It was in this non-adjudicative context that Judge Robertson argued that an “institutional adversary” might assist the Court by articulating a broader set of concerns about the privacy implications of the underlying program that might not otherwise be articulated by government attorneys.
  Congress has implemented this suggestion.  Section 401 of the USA FREEDOM Act of 2015 explicitly authorizes the Court to appoint an amicus curiae as an independent advocate on behalf of privacy interests in cases presenting novel or significant issues.  The amicus has access to classified materials and may make “legal arguments that advance the protection of individual privacy and civil liberties.”
  The FISC website lists by name several attorneys whom the Court has designated as eligible to serve as amicus and publishes numerous briefs amici have filed in cases before the Court.
  


	Fact-Checking/Background 13

	SRP Report Section 15(c): Congress Should Outlaw Surveillance by Any Agency Not Specifically Tasked to Carry Out Surveillance
The SRP Report states: “Congress should, introduce new legislation which would outlaw the carrying out of surveillance by any agency which is not specifically tasked and empowered by law to carry out surveillance and which is reliant upon Congress to approve, monitor and where appropriate halt funding for any government-led surveillance programmes or activities.” SRP Report Section 15(c)(iii).

	Page(s): 24

	

	The SRP Report suggests (p. 24) there is a lack of statutory authority and legislative oversight for U.S. intelligence activities.  This suggestion is  a misstatement of U.S. policy.  In the meeting between the SRP and the United States at the State Department on 27 June 2017, the United States noted that the agencies carrying out surveillance are, in fact, specifically tasked and empowered by law to carry out surveillance and are reliant upon Congress to approve, monitor, and where appropriate, halt funding for any government-led surveillance.
  The paragraph analogous to this one from the SRP Report was deleted from the separate SRP document that was released to the public.  For the same reason this paragraph should be excluded from the SRP final report.


	Fact-Checking/Background 14

	SRP Report Section 7:  Discussion of How PPD 28 is “Working in Practice”
The SRP Report states that “[t]he way that PPD 28 is working in practice is not immediately clear.” SRP Report at 7(d)(ii).

	Page(s): 14

	

	The SRP Report (p. 13) calls for more information about implementation of PPD-28.  ODNI has for the past three years published an annual report outlining progress in implementing PPD-28.
  The 2016 report describes steps taken by U.S. Intelligence Community elements to create new or modify existing training and internal policies and mechanisms to enable reporting incidents of non-compliance with PPD-28.  The report describes specific steps taken by NSA, CIA, and FBI to implement PPD-28 through internal policies and oversight mechanisms.
  


	Fact-Checking/Background 15

	SRP Report Section 15 and Questions by Email: Oversight of Activities Conducted Under EO 12333
The SRP Report and an email from the SRP sent to DOJ on July 5, 2017 forwarding press articles assert that there is inadequate oversight, including by the Congress, over intelligence activities government by E.O. 12333 but not within the jurisdiction of FISA. 
The SRP Report states that the FISC does not exercise oversight over EO 12333 surveillance, and “should any privacy infringements come to light -- and within the current  structures these would be relatively very difficult to detect from the outside - the only remedy possible would appear to be the common courts, which  are  not  best  equipped  for  such  a  function.  The oversight currently applied by Congress in this regard would – at least from the outside to individuals not included in classified briefings – appear to be relatively feeble and is not in accordance with international best practices . . . .” SRP Report Section 15(a)(iii).
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	The SRP Report and the SRP’s email to DOJ claim that there is inadequate oversight, including by the Congress, over intelligence activities conducted by the government under E.O. 12333 but not within the jurisdiction of FISA.  

The SRP Report does not take into account the budgetary leverage of the Congress and the scope and intensity of Congressional oversight of U.S. intelligence activities.  Congress can authorize and fund—or refuse to authorize or fund—specific activities.  The IC uses the tools funded by Congress, the professionals funded by Congress, and the authorities provided by Congress, to carry out those activities.  Congress exercises granular, line item budgetary oversight over IC activities generally, including those performed under EO 12333.  The IC provides the Congress annually with budget justification detailing intelligence activities, briefs Congress on its findings on security threats and intelligence priorities around the world, and responds to numerous questions and requests for further information.
 

Legislative oversight is conducted by committees whose sole mandate is supervision of the IC.  The House and Senate Select Committees on Intelligence were created in the 1970s to guard against abuses by government authorities.  Members have access to classified information.  The committees have the authority to issue subpoenas for testimony or written materials.  The committees have secure facilities and cleared staff so that they can receive and assess classified information.  The responsibilities and activities of the Senate Select Committee on Intelligence are described at its website:
 

· Hearings are held twice weekly, generally in closed session, usually with senior IC officials.  “The topics for hearings include agency activities, intelligence collection programs, and intelligence analysis on a geographic region or issue (e.g., stability in the Middle East, Iran’s nuclear program, terrorism threats).”  

· “The Committee conducts reviews of intelligence programs or events, ranging from routine and continuing study (the conduct of covert action programs and intelligence operations) to formal inquiries.  …  The Committee, through its staff, tracks the regular collection and analysis activities of the Intelligence Community, enabling the Committee to engage with the Intelligence Community early on if it becomes aware of an issue.” 

The President, and thus the IC, is required by law to keep the committees “fully and currently informed of the intelligence activities” of the government.
  The intelligence committees issue annual reports describing their activities, within limitations given the secret nature of many government activities involved; the broad range of topics and activities conducted under EO 12333 that are within the committees’ oversight; and the attention given to those topics.

The committees receive frequent briefings from intelligence and oversight officials.  CIA officers, for example, in 2016 participated in over 1,000 Congressional engagements.  These engagements, as described in a 2016 speech given by the Deputy Director for the CIA, included about two dozen formal hearings and hundreds of briefings of members and staff.
  In addition to these in-person engagements, every year CIA provides about 200 written Congressional Notifications (“CNs”) to the oversight committees.  These CNs, which range from one-pagers to multi-page tracts, are often highly classified and provide the oversight committees insight into intelligence activities.  The committees also engage directly with CIA.  CIA’s Office of Congressional Affairs receives daily phone calls and emails seeking information, and intelligence committee staffers have badges that grant them access to almost any facility in the Intelligence Community.

The SRP Report also does not mention the rigorous oversight mechanisms within the Executive Branch.
  Hundreds of oversight personnel are employed by Intelligence Community agencies to oversee, among other things, compliance with Attorney General-approved guidelines governing the collection, retention, and dissemination of U.S. person information under EO 12,333.  Each element of the Intelligence Community is overseen by the Intelligence Community Inspector General, whose responsibility includes oversight of foreign intelligence activities, as well as an Inspector General specific to that element or to the element’s home agency.  Inspectors General are statutorily independent; have broad power to conduct investigations, audits, and reviews of programs, including abuse or violation of law; and can recommend corrective actions.
  A number of Inspector General reports about intelligence programs have been publicly released.

As explained above in Fact-Checking/Background 2, Intelligence Community agencies also have their own offices to protect privacy and civil liberties:

· ODNI’s Office of Civil Liberties, Privacy, and Transparency is charged with ensuring that the IC operates in a manner that advances national security while protecting civil liberties and privacy rights.  The Director of National Intelligence has issued directives such as Intelligence Community Directive 107, Civil Liberties and Privacy,
 which are binding on IC elements.  ICD 107 establishes as IC policy that civil liberties and privacy protections shall be integral considerations in the planning of intelligence activities in accordance with E.O. 12333, and that intelligence activities shall be conducted in a manner that protects civil liberties and privacy.  It requires, among other things, IC elements to designate senior civil liberties and privacy officials.  ICD 107 also reiterates the obligation in E.O. 12333 that IC elements must give such officials the access they need to perform their duties.
   
· NSA has established the NSA Civil Liberties and Privacy office, and CIA has established the CIA Privacy and Civil Liberties Office.  These offices play important roles in implementation, compliance, and oversight regarding Section 702 and PPD-28.
 
In addition, IC agencies are required to report potential violations of law, executive order, or presidential directive to the Intelligence Oversight Board (IOB).
 
Finally, the PCLOB has undertaken oversight of intelligence activities governed by E.O. 12333 and not under the jurisdiction of FISA.  The Board has stated that it is reviewing, among other topics, Executive Order 12333 activities and the implementation of PPD-28.
 


	Fact-Checking/Background 16

	SRP Report Section 14(f): Bulk collection activities conducted under EO 12333

The SRP report states, “The SRP has not, as yet, been offered evidence of the utility, efficacy, necessity and proportionality of bulk acquisition of data – some aspects of which are known as mass surveillance – but shall request that such evidence be presented to the greatest extent possible, even in a way which would be protected from undue disclosure.”
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	The SRP Report (p. 21) asks for information explaining the utility of and necessity for bulk acquisition of data by intelligence agencies.  

It first bears reiteration that FISA Section 702 involves targeted collection, not bulk collection.
  Moreover, since the enactment of the USA Freedom Act abolishing the Section 215 Program on telephony metadata, bulk collection is expressly prohibited under several provisions of FISA and under National Security Letters, a form of statutorily authorized administrative subpoenas.
  These restrictions on bulk collection apply to U.S. and non-U.S. persons.

Where U.S. intelligence agencies do undertake bulk acquisition of data, under different authorities than those statutes, the scope of data collected and its use are restricted.  In discussing those restrictions, it is worth distinguishing between the terms “bulk collection” and “mass surveillance,” terms often used loosely.  “Bulk collection” is a term defined in official U.S. Government documents as the collection of relatively large amounts of data by the IC for legitimate foreign intelligence purposes when targeted collection is not available to obtain information about a security threat or other intelligence priority.
  As explained below, it is limited to the scope of collection necessary to address an intelligence need or to enable subsequent targeted collection.  “Mass surveillance,” in contrast, is not a term defined in U.S. law or practice and often connotes indiscriminate “vacuuming” of data and surveillance of individual persons in order to collect information to suppress political dissent or for other abusive or illegitimate purpose.

The need for and utility of bulk intelligence surveillance in certain circumstances, along with the constraints on its use by the United States, were set out in letters by ODNI issued the context of the U.S.-EU Privacy Shield.
  To highlight a few points from those letters:

· PPD-28 recognizes that U.S. Intelligence Community elements must collect bulk signals intelligence in certain circumstances in order to identify new or emerging threats and other vital national security information that is often hidden within the large and complex system of modern global communications.  PPD-28 also recognizes the privacy and civil liberties concerns raised when bulk signals intelligence is collected.  PPD-28 therefore directs the Intelligence Community to prioritize alternatives that would allow the conduct of targeted signals intelligence rather than bulk signals intelligence collection.  Accordingly, Intelligence Community elements should conduct targeted signals intelligence collection activities rather than bulk signal intelligence collection activities whenever practicable.

· As an example of when bulk collection is required:  The IC may be asked to acquire signals intelligence [image: image1.jpg]


about the activities of a terrorist group, operating in a region of a Middle Eastern country, that is believed to be plotting attacks against Western European countries, but may not know the names, phone numbers, email addresses or other specific identifiers of individuals associated with this terrorist group. The IC might choose to target that group by collecting communications to and from that region for further review and analysis to identify those communications that relate to the group.  In so doing, the IC would seek to narrow the collection as much as possible.  This would be considered collection in “bulk” because the use of discriminants is not [image: image2.jpg]
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feasible, but it is neither “mass” nor “indiscriminate;” rather it is focused as precisely as possible.

· Even when targeting through the use of specific selectors is not possible, the United States does not collect all communications from all communications facilities everywhere in the world, but applies filters and other technical tools to focus its collection on those facilities that [image: image4.jpg]


are likely to contain communications of foreign intelligence value.  In so doing, the United [image: image5.jpg]


States’ signals intelligence activities touch only a fraction of the communications traversing the [image: image6.jpg]


Internet.

· PPD-28 also provides that signals intelligence collected in bulk can only be used for six specific purposes:  detecting and countering certain activities of foreign powers; counterterrorism; counter-proliferation; cybersecurity; detecting and countering threats to U.S. or allied armed forces; and combating transnational criminal threats, including sanctions evasion.
The feasibility of creating software that would allow the IC more easily to conduct targeted information acquisition rather than bulk collection was recently examined by a committee appointed by the National Research Council.  Their detailed 2015 report focused on the technical aspects of signals intelligence and concluded that no software technique will fully substitute for bulk collection, although new approaches to targeting, collection, and the usage of data collected in bulk can help to enforce privacy protections.
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� Implementing Recommendations of the 9/11 Commission Act of 2007, 42 U.S.C. §§ 2000ee-1, 2000ee-2 (2012), � HYPERLINK "https://www.gpo.gov/fdsys/pkg/USCODE-2011-title42/pdf/USCODE-2011-title42-chap21E-sec2000ee-1.pdf" �https://www.gpo.gov/fdsys/pkg/USCODE-2011-title42/pdf/USCODE-2011-title42-chap21E-sec2000ee-1.pdf�.
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� See id. § 2000ee-1(a)(3).


� See id. § 2000ee-1(a)(2), (4).


� See infra Fact-Checking/Background 2, pp. 17-20.


� See Office of Privacy and Civil Liberties, Dep’t of Justice, https://www.justice.gov/opcl (last visited July 25, 2017).


� See Privacy at the Department of State, U.S. Dep’t of State, � HYPERLINK "http://www.state.gov/privacy/" �http://www.state.gov/privacy/� (last visited July 25, 2017) (general Privacy Division); Privacy Impact Assessments, U.S. Dep’t of State, � HYPERLINK "http://www.state.gov/privacy/c67206.htm" �http://www.state.gov/privacy/c67206.htm� (last visited July 25, 2017) (listing State Department Privacy Impact Assessments); System of Records Notices, U.S. Dep’t of State, � HYPERLINK "http://www.state.gov/privacy/c67219.htm" �http://www.state.gov/privacy/c67219.htm� (last visited July 25, 2017) (listing State Department Systems of Records Notices).
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� European Union Agency for Fundamental Rights, Data Protection in the European Union:  The Role of National Data Protection Authorities (2010). 
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� Id.  The Board went on describe its non-exhaustive review of “approximately thirty cases [in which] Section 702 information was the initial catalyst that identified previously unknown terrorist operatives and/or plots.  In the vast majority of these cases, efforts undertaken with the support of Section 702 appear to have begun with narrowly focused surveillance of a specific individual whom the Government had a reasonable basis to believe was involved with terrorist activities, leading to the discovery of a specific plot, after which a short, intensive period of further investigation ensued, leading to the identification of confederates and arrests of the plotters.  A rough count of these cases identifies well over one hundred arrests on terrorism-related offenses. . . . Approximately fifteen of the cases we reviewed involved some connection to the United States, such as the site of a planned attack or the location of operatives, while approximately forty cases exclusively involved operatives and plots in foreign countries.”  Id. at 109-110.
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