Dear Sir/Madam,

Referring to your letter dated 26 February requesting input from Member States in preparation of a report of the High Commissioner for Human Rights as requested in resolution 68/167 on the protection and promotion of the right to privacy in the context of domestic and extraterritorial surveillance, pleased find the following contribution from the Government of Norway: 

NORWEGIAN LEGISLATIVE FRAMEWORK

General principles

As a fundamental principle, all forms of surveillance must take place within the rule of law. Due to the degree of interference, any law intended to form the basis for measures of surveillance must be particularly clear and foreseeable. The legislative framework for permitted measures of surveillance is furthermore designed to secure the fairness and proportionality of all processing operations, as well as to ensure that the principle of purpose limitation is adhered to.

Generally, all processing of information gathered through measures of surveillance are subject to specific security requirements, to ensure the integrity and quality of the data and to prevent information being accessible to a larger group of people than strictly necessary. Personnel handling such information are furthermore subject to a particular duty of confidentiality and employees are held accountable for the exercise of their duties.

The specific implementation of the fundamental principles is shaped somewhat differently depending on the purpose of the processing and which authority is responsible for the activities. An outline of the relevant legislative frameworks is provided in the following points.

The Police and Prosecuting Authority

The Police and Prosecuting Authority are responsible for the investigation of criminal cases. The overall responsibility for the investigation activities vests with the Director General of Public Prosecutions (“Riksadvokaten”).
The Police and Prosecuting Authority may in their investigative work initiate certain coercive measures as specified in The Criminal Procedure Act of 1981. Among the measures available are interception and other types of control of communication apparatus, e.g. metering.

The said measures may be used only if the conditions set out in Chapter 16 a (section 216 a-m) of the Criminal Procedure Act are met. It requires that the person subjected to control is suspected, with just cause, of an act or attempt at an act of particular gravity. Interception may as a main rule take place only in the investigation of crimes that are punishable pursuant to statue by imprisonment for a term of 10 years or more, whereas other types of control of communication apparatus require a maximum penalty of 5 years or more. Alternatively, the measures may be applied in the investigation of certain specified criminal acts. Interception and other types of control of communications is moreover only permitted if it must be assumed that the measure will be of substantial significance for the clarification of the case, and that such clarification is otherwise rendered substantially more difficult.

The use of coercive measures to avert a crime is further restricted, and may only take place subject to the conditions set out in Section 222 d of the Criminal Procedure Act. Interception and other types of control of communication apparatus may in such cases only be permitted when there are reasonable grounds for believing that a person is going to commit a very serious offence, such as, inter alia, a terrorist act or a homicide or an aggravated robbery committed as part of the activities of an organized criminal group. Such permission may also be granted to the Police Security Service (“Politiets sikkerhetstjeneste”) when there is reason to believe that a person is going to commit certain other crimes, such as, inter alia, felonies against the independence and security of the State. Permission is granted only if it must be assumed that the measure will provide information of substantial significance for averting the act, and that prevention will otherwise be impeded to a substantial degree. With regard to interception of communications, permission may moreover only be granted when special reasons so warrant.

Specific safeguards include the following:

- Permission is normally given by means of a court order
- If in urgent cases permission is given by the Prosecuting Authority, the Authority’s decision shall be submitted to the court for approval as soon as possible, and no later than 24 hours after the control has begun
- The decision to ask for the court’s consent or other decisions are taken by the Chief of Police or Deputy Chief of Police, or other officials of the Prosecuting Authority in leading positions appointed by the Chief of Police with the consent of the Senior Public Prosecutor
- A lawyer is appointed to safeguard the suspect’s interests
- Permission is given for a specific period of time, which must not be longer than strictly necessary, and not exceed 4 weeks (8 weeks if the suspicion relates to felonies against the independence and security of the State or felonies against the constitution and the head of state and circumstances indicate that a review after 4 weeks would be pointless)
- The use of the measure shall cease before the expiry of the time period set if the conditions for surveillance are no longer met
- Recording, notes etc. made during the control of communication apparatus shall be deleted in so far as they are not relevant to the investigation of criminal matters
- Personnel involved in the decision or carrying out of a control are subject to a specific obligation of secrecy
- To ensure verifiability, details shall be recorded about, inter alia, the request for permission, the permission and the execution of the control
- The control may only be executed by specifically appointed personnel
- Persons subject to control shall normally be informed about the control on application, unless the court decides that such information shall be withheld or deferred for a specified period of time if it would be detrimental to the investigation to provide such information
- The Chief of Police reports any use of communication control to the Director General of Public Prosecutions, who reports annually to the Ministry of Justice and Public Security about the overall use of control of communication apparatus

The Police Security Service

The Police Security Service is a domestic service established to avert, prevent and investigate threats against the integrity and security of the state. The Police Security Service is a branch of the police force directly subordinated to the Ministry of Justice and Public Security. The Minister of Justice and Public Security bears the constitutional responsibility and is accountable to the Parliament. The Minister of Justice and Public Security has quarterly meetings with the head of the Police Security Service.

In addition to using coercive measures to avert crime (see above), the Police Security Service may, subject to the rules in the Police Act of 1995, use interception and other forms of control of communications, to prevent very serious criminal acts. According to the Act, such measures may only be initiated to prevent terrorism, illegal intelligence activities, or coercion, deprivation of liberty, threats, bodily harm or homicide directed against members of the Royal Family, Parliament, Government, Supreme Court or their equivalents in other states. It is furthermore required that there is reason to believe that the measure will provide information of great importance to prevent the crime, and that prevention would otherwise be substantially impeded. Lastly, the measure must – in the light of the nature of the case and other circumstances – not appear disproportionate. It is specifically stated that the Police Security Service may not conduct a search of a private home pursuant to this section. 

Specific safeguards include the following:

- Permission is normally given by means of a court order 
- An order from the Chief or Deputy Chief of the Police Security Service may only take the place of a court order particularly urgent cases, namely if there is a great risk that prevention of coercion, deprivation of liberty, threats, bodily harm or homicide directed against members of the Royal Family, Parliament, Government, Supreme Court or their equivalents in other states will be impaired by delay
- If in such particularly urgent cases permission is given by the Chief or Deputy Chief of the Police Security Service, the decision shall be submitted to the court for approval as soon as possible, and no later than 24 hours after the control has begun
- A lawyer is appointed to safeguard the suspect’s interests
- Permission is usually given for a specified time period of 4 or 8 weeks, but if circumstances dictate that a renewed examination after 4 or 8 weeks will be significant, permission may be granted for up to 6 months
- The use of the measure shall cease before the expiry of the time period set if the conditions for such measures are no longer met or the use of the measure is no longer considered appropriate
- Personnel involved in the decision or carrying out of a control are subject to a specific obligation of secrecy
- The service has since 2005 employed a data protection officer who controls the Service’s gathering and use of personal data

Civil authorities and private operators

Civil authorities and private operators processing personal data are subject to the rules set out in the Personal Data Act of 2000. Most importantly, the Act prescribes that all processing of personal data must have a legal basis, i.e. have the consent of the data subject, be prescribed by law, or be necessary for certain specified purposes. The processing must furthermore be limited to a particular purpose, and the data must not be used for other incompatible purposes. The processor is also subject to security requirements, such as to conduct internal controls, to ensure data security and the confidentiality and integrity of the data.

Any case of purportedly illegal processing may be brought before the Data Protection Supervisory Authority (“Datatilsynet”), which may order the processing to cease or impose sanctions such as fines. The decisions of the Supervisory Authority may be appealed to the Privacy Appeals Board (“Personvernnemnda”). The processing may also be brought before the courts.

MEASURES INTENDED TO ENSURE COMPLIANCE WITH INTERNATIONAL HUMAN RIGHTS LAW

According to the Instructions for Official Studies and Reports, laid down by Royal Decree of 24 June 2005, international obligations – including human rights conventions – must be considered when implementing new reforms and measures. Thus, the assessment of international human rights law in general, and the human right to privacy in particular, form an integrated part of the work of preparing new legislation or other measures. With regard to privacy in particular, specific guidelines have been adopted to help public bodies assess the privacy implications of any new proposals. According to the guidelines, an assessment of privacy implications shall contribute to an appropriate basis for a decision, including identifying whether collection of personal data is necessary and whether any negative privacy implications are outweighed by the beneficial consequences of the measure.

The primary responsibility of assessing human rights and privacy implications lies with the ministry handling the particular legislation or other measure. However, the Ministry of Justice and Public Security has an overall responsibility for the Government’s human rights policy and all draft legislation and other measures are therefore submitted to the ministry for evaluation.

According to the Instructions for Official Studies and Reports, any proposal for new reforms and measures shall be subject to a general review. This implies that the proposal be circulated to all public and private institutions and organizations affected, including human rights bodies and bodies promoting the right to privacy. Hence, initiatives with privacy implications are subject to scrutiny by stakeholders and the general public before the measure becomes law. 

DOMESTIC OVERSIGHT MECHANISMS

It is a shared responsibility among the state powers to oversee the Police and Prosecuting Authority, and the intelligence and security services (checks and balances). The judiciary may examine wrongdoings if the public prosecutor puts forward an indictment or if the judiciary finds the services liable for damages according to civil proceedings.

Furthermore, especially appointed bodies subordinate to the Parliament or the Government are set to oversee various forms of surveillance activities. The Parliamentary Intelligence Oversight Committee (“Stortingets kontrollutvalg for etterretnings-, overvåkings- og sikkerhetstjenestene”) is a permanent supervisory body, appointed by and reporting to the Parliament, intended to oversee intelligence, surveillance, and security service carried out by, or on behalf of, public authorities in order to safeguard national security interests. The Committee is independent from the Parliament, but reports back to the Parliament by way of an annual report.

In the performance of its tasks, the Committee carries out regular inspections of the services, both in their administrative headquarters and in local units. The Committee furthermore investigates complaints lodged by individuals and matters raised on its own initiative. The purpose of the oversight is primarily that of safeguarding the security of individuals under the law, but the Committee shall also make sure that the services keep their activities within the legislative framework applicable to them.

The Control Committee for Control of Communications (“Kontrollutvalget for kommunikasjonskontroll”) is an independent supervisory body appointed by the King in Council. The Committee is intended to control that the Police’s use of control of communications takes place within the legislative framework applicable, and that its use is confined to the minimum necessary. The Committee also oversees that obligations of confidentiality are complied with, as well as rules on retention and destruction of information obtained.

The Committee conducts inspections in the police districts and reviews the Police and Prosecuting Authority’s own reports on the use of control of communications. It furthermore investigates individual complaints. All personnel in the Police and Prosecuting Authority are subject to an obligation to testify before the Committee. The Committee provides the Ministry of Justice and Public Security with an annual report.

The Parliament or the Government may also, on an ad hoc basis, appoint independent commissions with a specific mandate if serious accusations are made against the services (e.g. the “the Lund Commission” 1994–96).”

LEGISLATION APPLYING TO THE NORWEGIAN ARMED FORCES

Norwegian legislation applies in general to the Norwegian armed forces, including the Act of 14. April 2000 No. 31 relating to the processing of personal data (Personal Data Act) which sets forth the rights and obligations concerning the processing of personal information for official purposes. The Personal Data Act requires legal basis and general purpose and considerations of proportionality, relevance and necessity for the processing of personal data. 

Norwegian Intelligence Service

For the Norwegian intelligence service, such legal basis is set out in the Act of 20. March 1998 No. 11 relating to the Norwegian Intelligence Service. The Norwegian Intelligence service is prohibited from monitoring or in a covert manner procuring information on Norwegian citizens within Norway. 

The Norwegian Intelligence Service and all services engaged in intelligence, security and surveillance are controlled by the Norwegian Parliamentary Intelligence Oversight Committee. This Committee is an oversight body appointed by the Norwegian Parliament, the Storting, to oversee intelligence, surveillance, and security service carried out by, or on behalf of, public authorities in order to safeguard national security interests. The purpose of the oversight is primarily that of safeguarding the security of individuals under the law, but the Committee shall also make sure that the services keep their activities within the legislative framework applicable to them. 

Protective Security services

For protective security services, such legal basis is set out in the Act of 20 March 1998 No. 10 (the Security Act).

The purpose of this Norwegian Security Act is to take steps enabling the effective countering of threats to the independence and security of the realm and other vital national security interests. The purpose is further to safeguard the constitutional rights of individuals and to assure trust in and simplify the basic system for overseeing protective security services.

This Act applies to administrative agencies. It also applies to any legal person who is not an administrative agency and who is a supplier of goods or services to an administrative agency in connection with a classified procurement. In addition the King may decide that this Act shall wholly or partly also apply to any other legal person, including individuals, associations, foundations, companies, and private and public business enterprises, who owns or otherwise controls or supervises a sensitive object, or who is granted access to classified information by an administrative agency.

According to section 6 particular consideration shall be shown for the constitutional rights of individuals when performing protective security services. 

Protective security services are controlled by the Norwegian Parliamentary Intelligence Oversight Committee. 

