





[bookmark: _GoBack]A.MINISTRY OF JUSTICE TRANSPARENCY AND HUMAN RIGHTS 
CURRENT EFFECTIVE LEGAL FRAMEWORK FOR DATA PROTECTION AND PRIVACY:
Article 9A of the Hellenic Constitution: “All persons have the right to be protected from the collection, processing and use, especially by electronic means, of their personal data, as specified by law. The protection of personal data is ensured by an independent authority, which is constituted and operates as specified by law".
Article 8 of the European Convention on Human Rights “Right to respect for private and family life”.
· LAW24/2/1997
“On the protection of individuals with regard to the processing of personal data” (Incorporation of the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data).
The object of this law is to establish the terms and conditions under which the processing of personal data is to be carried out so as to protect the fundamental rights and freedoms of natural persons and in particular their right to privacy.
· LAW 3471/2006
“Protection of personal data and privacy in the electronic telecommunications sector and amendment of law 2472/1997”
(Incorporation of the Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector).
The object of articles 1 to 17 of the present law is the protection of fundamental human rights and privacy in particular, and the institution of the conditions for the processing of personal data and the assurance of the communication confidentiality in the field of electronic communications.
· LAW 3783/2009 "Identification of owners and users of equipment and services for mobile telephony and other provisions”.
The object of this law is the identification of owners and users of equipment and services for mobile telephony of prepaid talktime and of subscribers with contracts, or other form of mobile telephony, for national security reasons and for the detection of particularly criminal offences”.
· LAW 3917/2011
“Retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks, use of surveillance systems with the obtaining or recording of sound or image at public areas and relative provisions" (Chapter A, Incorporation of the Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or processed in connection with the provision of publicly available electron ic communication s services or of public communications networks and amending Directive 2002/58/EC).
The provisions of Chapter A of this law incorporate in the national legislation the Community Law provisions (Directive 2006/24/EC), which establish the obligation of retention of specific data of subscribers and registered users in the scope of electronic communications in order to verify, investigate and prosecute criminal offences
Additionally, the regulations of this law provide further measures on the effective protection of the retained data of communication of subscribers and registered users, with respect for the principle of proportionality. The provisions of Chapter B specify in a clear and concise manner the requirements for the installation and operation ot surveillance systems with the obtaining and recording of sound or image at public areas, while, in parallel, are abolished the relative provisions of the Law 2472/1997


· LAW 4070/2012




    "Electronic Communications, Transports, Public Works and      other provisions”
Provisions of the Ministry of Justice, Part 6, for the incorporation of the Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending Directive 2002/58/EC, concerning the processing of personal data and the protection of privacy in the electronic communications sector.
         LAW 2068/1992
"Ratification of the Convention for the P rote ct ion of Individuals with regard to Automatic Processing of Personal Data”
The text of the European Convention (No 108) “for the Protection of Individuals with regard to Automatic Processing of Personal Data”, signed in Strasbourg on 18 January 1981, was incorporated in the national legislation by the abovementioned law. The Council of Europe negotiates on the modernization of the Convention.
4) ESTABLISHMENT OF PROTECTION AUTHORITIES responsible for: a) the control of protection of individual from the processing of personal data, b) the control of protection of mail confidentially and free correspondence or of communication in any other manner and c) the surveillance of free communications market. In particular:
I. By	virtue of the	Law	2472/1997	"On the protection of
individuals with regard to the processing of personal data" and in particular according to article 15 was established the Hellenic Data Protection Authority (HPPA).
II. By	virtue of the	Law	31	1	5/2003	*The	Hellenic Authority
for Communication Security and Privacy" was established The Hellenic Authority for Communication Security and Privacy for the purpose of the protection of mail confidentiality, free reply or communication in any other manner, as well as the networks’ and information security. In the meaning of protection of communications confidentiality is included the control of compliance with the terms and the procedure of waving communications privacy, as specified in law.
III. By virtue of the Law 2075/1992 “Organization and operation of telecommunications sector" and in particular, according to article 8 was established the National Telecommunications Commission (NEC/EET). as it is currently existing and operating, (was renamed to Hellenic Telecommunications and Post Commission (HTPC/EETT) by virtue of the Law 2668/1998) which regulates, supervises and controls the electronic communications market and the postal service market in Greece.

5)A full package for data protection was approved by the Committee on 25 January 2012. This package includes two legislative proposals based on article 16 TFEU (Treaty on the functioning of the European Union), the new legal basis for the data protection measures introduced by the Treaty of Lisbon.
          The first proposal on a General Regulation on the data protection aims to replace the Directive 95/46/EC on the data protection. The second proposal for a Directive of the European Parliament and of the Council with regard to the protection of personal data processed in the framework of police and judicial cooperation in criminal matters aims to replace the Council Framework Decision 2008/977/JHA on the protection of personal data processed in the framework of police and judicial cooperation in criminal matters.
B.HELLENIC DATA PROTECTION AUTHORITY (HDPA)
The main legal framework regarding protection of personal data and privacy in the electronic telecommunications sector and the relevant competences of the Hellenic Data Protection Authority (HDPA) is the following:
· Law No 3471/2006 on Protection of personal data and privacy in the electronic telecommunications sector [transposition of Directive 2002/58/EC] as amended by Laws No 3783/2009, 3917/2011 and 4070/2012.
· Law No 3917/2011 on Retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks [transposition of Directive 2006/24/EC] as amended by Laws No 3994/2011 and 4139/2013.
· Joint Act No 1/2013 of HPDA and ADAE (Hellenic Authority for Communication Security and Privacy) specifying the obligations of the providers in relation to the security measures in accordance with article 7 of Law No 3917/2011 (article 7 points a - c of Directive 2006/24/EC).
· Law No 2472/1997 on Protection of Individuals with regard to the Processing of Personal Data [transposition of Directive 95/46/EC], as effective, which applies to all matters in connection with the provision of electronic communications services that are not regulated explicitly by the above mentioned legal framework.
It should also be noted that, in the context of state surveillance and/or interception of electronic communications and collection of data, as it is the case with the operation of the National Intelligence Service (NIS) which is tasked with the safeguarding of national security, the Hellenic Data Protection Authority is afforded with supervisory powers over NIS. These are defined in article 19 par. 1, point (h) and par. 4 point (f) of Law No 2472/1997. Moreover, supervision of NIS is also exercised by a Public Prosecutor, specially appointed to NIS, who controls the legality of its special operational activities pursuant to art. 5 of  Law No 3649/2008 on National Intelligence Service (MIS). Mention should also be made to the parliamentary control which is in place and is directed to the political supervisor of NIS, the Minister of Public Order and Citizen Protection, according to the Standing Orders of the Hellenic Parliament (questions, interpellations, updated questions). Additionally, parliamentary control is exercised by the special permanent committee on institutions and transparency of the Hellenic Parliament which is responsible for supervising the NIS, as stated in art. 43 A par. 2 point (a) of the Standing Orders of the Hellenic Parliament.











C.HELLENIC AUTHORITY FOR COMMUNICATION SECURITY AND PRIVACY (ADAE) 
« The Hellenic Authority for Communication Security and Privacy (ADAE) was established in 2003 as prescribed by article 19 par.2 of the Hellenic Constitution, which calls for the establishment of an independent authority with the mission to ensure the confidentiality of mail and all other forms of free correspondence or communication. ADAE monitors The implementation of all legislation relevant to the lawful interception of communications and, for this purpose, it is authorised to receive all lawful interception mandates issued by the judicial authorities. Moreover, Law 3115/2003 attributes ADAE, inter alia, the power a) to issue regulations regarding the assurance of the confidentiality of communications, b) to perform audits on communications network/service providers, public entities as well the Hellenic National Intelligence Service, c) to hold hearings of the aforementioned entities, d) to investigate relevant complaints from members of the public and e) to collect relevant information using special investigative powers.
Having regard to these provisions, ADAE has issued Regulation 165/2011 “for the Assurance of confidentiality in Electronic Communications” (GG B’ 2715). The provisions of this Regulation concern all persons involved in providing electronic communications networks and/or services. These entities are obliged to have and to implement a Security Policy for the Assurance of Communications Confidentiality, with a content which must be in accordance with the provisions of this Regulation. Being involved in the communication security area for over 9 years, ADAE has obtained sufficient experience in managing the risks and vulnerabilities posed to the security of the networks and services of communications providers. In practice, ADAE investigates and audits the communications providers’ systems and services, it identifies and discusses their security weaknesses and breaches in detail with their administrators and it proposes technical and procedural measures in order to safeguard the confidentiality and the integrity of users’ communication data. As it is prescribed by its founding law, ADAE performs onsite audits, both scheduled (periodical) and ad hoc. A valuable tool during the audits is the provider’s security policy, which must be previously approved by ADAE and must comply with the terms set out in ADAE’s Regulation. In scheduled audits, all systems and services of the provider are usually audited, while in ad hoc audits, specific functions, systems and services of the provider are audited. Ad hoc audits are mainly triggered by user complaints or when a security incident/breach becomes known. After the audit, ADAE submits an audit report to the providers. This report usually includes the identified security weaknesses and eventual technical, procedural or legal findings and deviations from the approved provider’s security policy. The report proposes appropriate technical and organizational measures to the provider. ADAE, may also impose administrative sanctions on providers, taking into account the severity of the security deviations and weaknesses found as well as the principle of proportionality.
Law 3471/2006, which transposes Directive 2002/58/EC into the national legal order, designates ADAE as the competent authority for the implementation of article 5 of the Directive (“confidentiality of the communications"), as well as for the implementation of the articles of the Directive which refer to the presentation of calling line identification for the tracing of malicious or nuisance calls and for emergency calls. The same Law designates ADAE, together with the national Data Protection Authority, as the competent national authority to receive data breach notifications. Moreover, both ADAE’9 Regulation 165/2011, as well as article R of Law 3674/200R include provisions for the immediate notification of communication confidentiality broaches or risk of such breaches to ADAE.

Finally, Law 3917/2011, which transposes into the national legal order Directive 2006/24/EC on the retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks, designates ADAE, together with the national Data Protection Authority, as a supervisory authority for the implementation of its provisions, with relevant powers for the imposition of administrative sanctions in case of breach. ADAE is also mandated to collect and provide the European Commission with the statistics specified in article 10 of the Directive. In accordance to the provisions of this Law, ADAE and the Hellenic Data Protection Authority have issued Joint Act 01/2013 (GG B’ 3433), which aims at ensuring that providers of publicly available electronic communications services or of a public communications network respect, as a minimum, the following data security principles with respect to  data retained in accordance with this Law: (a) the retained data shall be of the same quality and : subject to the same security and protection as those data on the network; (b) the data shall be subject to appropriate technical and organizational measures to protect the data against accidental or unlawful destruction, accidental loss or alteration, or unauthorized or unlawful storage, processing, access or disclosure; (c) the data shall be subject to appropriate technical and organizational measures to ensure that they can be accessed by specially authorised personnel only; and (d) the data, except those that have been accessed and preserved, shall be destroyed at the end of the period of retention.».








