(i) What measures have been taken at national level in order to ensure respect and protection of the right to privacy, including in the context of digital communications?


The Brazilian legal system recognizes the right to privacy as a derivation of the constitutionally guaranteed rights to human dignity, private life, intimacy, honor and image of the person, as described in Art. 5, X: 

Art. 5 All are equal before the law, without distinction of any nature, Brazilians and foreigners residing in the country having the inviolable rights to life, freedom, equality, security and property, in the following terms:
(...)

                                           X - intimacy, private life, honor and image of people are inviolable, and the right to compensation for property or moral damages resulting from the violation of these rights is guaranteed;
Regarding the guarantee of the right to privacy in the context of digital communications, item XII of the same art. 5 of the Constitution specifically highlights the secrecy of telephone, telegraphic or data communications:

XII – The secrecy of correspondence and telegraphic communications and of data and telephone communications is inviolable, except, in the latter case, by court order, in the cases and manner provided by law for purposes of criminal investigation or legal proceedings;

- Telephone Interceptions Act
Item XII of Article 5 of the 1988 Federal Constitution provides that the secrecy of communications is the rule. The exception to this rule is regulated by Law No. 9.296/1996, which stipulates the criteria for the interception of telephone communications for purposes that vary from criminal investigation to prosecution. The criteria are the following:

1. Presentation of a request by a judicial authority;

2. Reasonable evidences of action or participation in a criminal offense;

3. Impossibility of gathering evidence by other available means;

4. The event investigated must not constitute a criminal offense punished with a sentence of detention;

5. Indication of the means employed to intercept;

6. The interception must be conducted for a maximum period of 15 days, renewable for another 15 days if the interception is proved to be an indispensable means for obtaining the evidence. 
The interception of telephone communications may be determined by the judge by his own initiative or at request of a police authority or a prosecutor. Exceptionally, the judge may admit an oral request¹ for a telephone interception once all prerequisites have been fulfilled. 

The constitutional guarantee of the secrecy of communications is reflected in infra-constitutional rules, as well as standards issued by the National Telecommunications Agency (Anatel), which regulates the services of land telephony, mobile telephony and data communications, according to Table 1 below.

	Privacy, Secrecy and Confidentiality in standards on Communications

	General Telecommunications Act (Law No. 9.472/97)
	Art. 3 The telecommunications service’s user is entitled:
IX - to have his privacy respected in the billing documents and in the use of his personal data by the service provider;
	http://goo.gl/OBiuN 

	Regulation of Telecommunications Service (Resolution No. 73/98)
	Art. 26. The Provider has a duty to safeguard the privacy inherent in telecommunications services and the confidentiality of data and information, using every means and technology necessary to ensure this  right.
The Provider will make available the technological tools needed for the suspension of the confidentiality of telecommunications, as determined by a judicial authority or by an authority legally vested with such powers, and shall maintain permanent control of all cases, following the implementation of these determinations and ensuring they are met strictly within the limits authorized.
	http://goo.gl/NShfYN 

	Regulation of Multimedia Communication Service (Resolution No. 614/ 2013)
	Art. 52. The Provider must ensure the secrecy inherent to telecommunications services and the confidentiality of data, including connection logs, and information from the Subscriber, using every means and technology needed for such.
The Provider must disclose data related to the suspension of the secrecy of telecommunications to authorities that, under the law, are capable of requesting this information.
Art. 53. The Provider must maintain its registers and its subscribers’ Connection Records for a minimum period of one year.

	http://goo.gl/or3GTm 

	Personal Mobile Service Regulation (Resolution No. 477/2007)
	Art. 6. Subject to the provisions of this Regulation and the provisions of the Statement of Authorization, the SMP’s Users are entitled to:
IV – the inviolability and confidentiality of their communications, subject to the constitutional and legal conditions for suspending secrecy of telecommunications;
(...)
IX - privacy in the billing documents and in the use of their personal data by the provider;
(...)
Art. 89. The Provider is responsible for the inviolability of the secrecy of communications all over its network, as well as for the confidentiality of data and information, employing the means and technology necessary to ensure this Users’ right. 
Providers must use all the technological resources to ensure the inviolability of the secrecy of communications in radio electric links between the Base Radio Station and the Mobile Station.
Art. 90. The Provider must make available technological resources and means necessary for suspending the confidentiality of telecommunications determined by a judicial authority or an authority legally vested with such powers, and should maintain permanent control of all cases, following the implementation of these guidelines, and ensuring they are met, within the strict limits allowed.
§ 1 The equipment and programs necessary for suspending the confidentiality should integrate the SMP Provider’s platform, which should bear the respective costs.
§3 Anatel [National Telecommunications Agency] should establish specific technical conditions for the availability and use of technological resources and other means mentioned in this Article, subject to the constitutional and legal provisions that govern this matter.

	http://goo.gl/Kcs5El 


	Regulation of Land Switched Telephone Service (Resolution No.
 426/2005)
	Art. 11. The STFC’s users have the right:
VI - to the inviolability and secrecy of their communication, with due respect to the constitutional and legal conditions for the suspension of the secrecy of telecommunications and the activities of intermediation of communication for people with disabilities, under the terms of the regulation;
(...)
XI - to privacy of the billing documents and in the use, by the provider, of their personal information not contained in the Free and Compulsory Phonebook, which cannot be shared with third parties, albeit related, without the prior written consent of the user, except the necessary data for the sole purpose of billing.
Art. 23. The Provider is responsible for the inviolability of the secrecy of communications all over its network, except in segments installed in the premises appointed by the subscriber. 
The Provider has the duty to ensure the privacy inherent to STFC and the confidentiality of data and information, employing the means and technology necessary to ensure this user’s right.
Art. 24. The Provider must make available technological resources and means necessary for the suspension of the confidentiality of telecommunications, determined by a judicial authority or by an authority legally vested with these powers, and must maintain permanent control of all cases, following the implementation of these guidelines, and ensuring they are met, within the strict limits allowed.
§ 1 Technological resources and telecommunications means assigned to serve the court order will incur in costs.
§ 2 The Agency must establish specific technical conditions for the availability and use of technological resources and means mentioned in this Article, subject to the constitutional and legal provisions governing this matter.
Art. 25. The identification by the called subscriber of the calling subscriber does not consist in a breach of secrecy when the latter does not object to his identification.
§ 1 Upon request, the provider should provide, subject to technical conditions, ease of restriction of the identification of the access code of the subscriber that originates the call.
§ 2 The provider should offer the subscriber, subject to technical conditions and upon request, the possibility of barring calls that do not identify the access code of the subscriber that originated the call.
§ 3 The restriction provided in the caput does not extend to calls to emergency related public services, which must be allowed to identify the access code of the subscriber that originated the call. 
	http://goo.gl/hfdVzI 


- Consumer Protection Code
In its art. 43, the Consumer Protection Code - Law No. 8.078/1990 - provides guarantees in relation to the consumers' personal information contained in databases and registries. From the point of view of consumer and civil rights, such guarantee goes beyond consumer relations and fills a gap caused by the absence of a specific judicial framework – even a limited one - concerning the protection of personal data in the country.


In this sense, in the doctrine we may find proposals for an expanded interpretation of the norms of the Consumer Protection Code, in order to identify the presence of principles on the protection of personal data which are related to other situations of objective good faith and the constitutional guarantee of privacy itself, so that the data provided by the consumer must be used only for the purposes  it was collected - which can serve as basis for the recognition of a principle that forbids the collection of sensitive data and marketing database of consumers
.

(ii) What measures have been taken to prevent violations of the right to privacy, including in order to ensure that the relevant national legislation is in line with the obligations of member states defined by international human rights law?
Constitutional Amendment No. 45 of 2004 included § 3 of Article 5 of the 1998 Federal Constitution which states that all treaties and conventions on human rights ratified by Brazil and approved by each House of the Congress, in two shifts, by three-fifths of votes, will be treated as constitutional amendments. 


According to the Appeal ("Recurso Extraordinário") 466 343 judged by Supreme Court in 2008 (regarding civil imprisonment due to debt and the compatibility of Brazilian laws with international conventions of rights, especially the Pact of San José of Costa Rica), conventions and treaties ratified by Brazil before 2004 should be granted a supra-legal status — hierarchically superior to the regulatory provisions, but the constitutional status is restricted to those conventions approved by the Congress under the same procedure for constitutional amendments.
(iii) What specific measures have been taken to ensure that procedures, practices and legislation relating to the surveillance of communications, their interception and the collection of personal data are consistent with the obligations of member states under international human rights law?

- American Convention on Human Rights.
Regarding the practices related to the interception of electronic communications, the Brazilian State was sentenced before the Inter-American Court of Human Rights in the case of Escher and others vs. Brazil on July 6th, 2009 in violation of art. 11 of the American Convention on Human Rights, promulgated by Decree No. 678/1992
, which protects against abusive interference with private life, among other violations to the Convention. Art. 11 determines:

1. Everyone has the right to have his honor respected and his dignity recognized.  

2. Nobody can be the object of arbitrary or abusive interference with his private life, his family, his home, or his correspondence, nor to unlawful attacks on his honor or reputation. 

3. Every person has the right to be protected by the law against such interference or attacks. 

In 1999, two civil associations that advocate land reform in the state of Paraná had their private communications intercepted, in violation of the procedures established in the Telephonic Interception Act - Law No.9.296/96. 

The sentence required, among other penalties:

- Publication of chapters of the sentence in the Official Gazette or in a newspaper of wide circulation in the State of Paraná and in the national level;

- Investigation of authorities responsible for the interception: Military Police of Paraná and the judge responsible for the court decision. Accordingly, the Inspector General’s Office of the National Council of Justice initiated an administrative process to assess the functional responsibility of the judge involved in the case;

- Adoption of "measures for the training of justice officials and police on the limits of their duties and investigations in compliance with the duty to respect the right to privacy”.

- Marco Civil da Internet (Internet Civil Framework Law) in Brazil
The Marco Civil da Internet in Brazil is a Draft Bill running in the Senate under paragraph PLC 21/2014. It is the result of a broad debate on the Internet launched in 2009 in the platform "Digital Culture". The Draft Bill started as a reaction to draft bills that criminalized several actions typical of the network and granted broad surveillance powers. As it stands today, the text ensures the right to privacy and the protection of data - treated distinctly - as principles that guide the use of the Internet in Brazil. The Draft Bill makes references to subsequent general and specific legislation on personal data currently being discussed by the Executive Branch:

Art. 3 The discipline of Internet used in Brazil is guided by the following principles:

II – protection of privacy;

III – protection of personal data, as provided by law;

Likewise, the text of the Draft Bill guarantees the inviolability both of communications flow and stored communications, putting an end to arguments on whether the Constitution only ensured the protection of data being communicated:

Art. 7 Internet access is essential to the exercise of citizenship and the following rights are guaranteed to the user: 

I - to the inviolability of intimacy and private life, including the right to their protection and to compensation for material or moral damage resulting from its violation; 

II - to the inviolability and secrecy of the flow of communications in the Internet, except by court order, according to the applicable law;

III - to the inviolability and secrecy of stored private communications, except by court order.

The Draft Bill specifies information rights for Internet service providers, which used to be effective only through the application of consumer laws to the consumption relations on the internet. In those provisions, the Marco Civil includes two international principles of data protection: transparency and purpose:

Art. 7 (...)

VI - the clear and complete pieces of information contained in the service provision contracts, detailing the protection regime of connection logs and access logs to Internet applications, as well as specifying the network management practices that may affect their quality; and 

(...)

VIII - the clear and complete pieces of information about collection, use, storage, management, and protection of personal data, which may only be used for purposes that: 

a) justify their collection; 

b) are not banned by law; and 

c) are specified in the service provision contracts or in the terms for use of Internet applications. 

Consent, one of the main premises of data protection in international legislations, is included as an indispensable requirement for various ways of dealing with personal data:

Art. 7o (…)

VII - [the right] to the non-disclosure of personal data to third parties, including records of connection and access to Internet applications, except under free, express, and informed consent, or in the cases established by the law;

(…)

IX - [the right] to the express consent about collection, use, storage, and management of personal data, which shall occupy a prominent place among the remaining contractual clauses;

The ‘right to be forgotten’, one of the guarantees of respect of private life on Internet, is ensured:

Art. 7o (…)

X - [the right] to the permanent deletion of personal data that may have been provided to a certain Internet application, upon request, at the end of the relation between the parties, except in the cases of mandatory storage of records established in this Law. 

The Marco Civil da Internet also contains specific articles on the protection of data and of private communications records, as well as the specific conditions for accessing them, which is always an exception. 

Art. 10. The storage and provision of connection and access logs to Internet applications mentioned by this Law, as well as personal data logs and private communications content logs, must comply with the protection of intimacy, private life, honor, and reputation of the parties directly or indirectly involved. 

Paragraph 1 The provider responsible for the storage will only be required to provide the records mentioned in the paragraph - in an autonomous manner or associated to personal data or other information that may contribute to the identification of the user or of the terminal - by court order, in the form established in Section IV of this Chapter, respecting what is established in Art. 7. 

Paragraph 2 The content of private communications can only be made available through court order, in the cases and forms established by law, respecting the provisions from subsections II and III of Art. 7. 

Paragraph 3 The provisions from the paragraph do not prevent access, by administrative authorities with legal competence for such requisition, to registration data informing personal qualification, subscription, and address, according to the applicable law.

Paragraph 4 Measures and procedures of security and nondisclosure must be informed by the party responsible for providing the services  in a clear way, in compliance with the standards defined by its regulation, respecting the right to the  confidentiality of trade secrets. 

Storage of Connection logs  

Art. 13. In provision of internet connection, the autonomous system administrator has the duty to retain connection logs under strict confidentiality, in a controlled and safe environment, for one year,  under the terms of the regulation. 

Paragraph 1 The responsibility for retaining connection logs cannot be transferred to third parties. 

Paragraph 2 The police, administrative authorities or the public prosecutors may require that precautionary connection logs are retained for longer than established in this article. 

Paragraph 3 As concerns paragraph 2, the applicant authority shall have sixty days from the day of request, to file for a court order to authorize access to the referred records. 

Paragraph 4 The provider responsible for record retention must protect the confidentiality of the requests provided in paragraph 2, which shall be null if the court order is denied or if it is not filed within the period set forth  in paragraph 3. 

Paragraph 5 In any circumstances, the availability to the logs that is this article's object must be preceded by court order, as established in Section IV from this Chapter. 

Paragraph 6 When applying sanctions for breach of the provisions of this article, the nature and gravity of the infraction, the resulting damages, possible advantage gained by the offender, aggravating circumstances, offender’s background and recidivism will be considered. 

(...) 

The Guard of Access to Internet Applications within Applications Provision

Art. 15. The Internet applications provider, as a legal entity, exerting such activity in an organized, professional, and for-profit manner, must keep the respective access logs of Internet applications in confidentiality, in a controlled and safe location, for a period of six months, under the terms of this regulation. 

Paragraph 1 Court order may require, for a limited time, Internet applications providers that are not subject to the provisions set in this article, to retain access logs to Internet applications, provided that such records are related to specific event in a given period. 

Paragraph 2 Police, administrative authorities or the public prosecutors may require to any Internet applications provider retain access logs to Internet applications, even for a period longer than provided in this article, as set forth in paragraph 3 and 4 of Art. 13. 

Paragraph 3 In any circumstances, the provision of records to the requiring party referred to in this article shall be preceded by judicial authorization, as set forth in Section IV of this Chapter. 

Paragraph 4 In the application of sanctions for noncompliance with the provisions of this article, the nature and gravity of the offense, the harm resulting from it, any benefit to the offender, aggravating circumstances, the background of the offender and recidivism shall be considered. 

Art. 16. In the provision of Internet applications, free of charge or incurring in costs, it is forbidden to retain: 

I - records of access to other Internet applications without previous consent of the data owner, respecting the provisions from Art. 7; or 

II - personal data that is excessive in relation to the purpose for which consent was given by the owner.

Finally, the Marco Civil guarantees that those responsible for Internet connection service provision, with a duty to store access logs, are banned from retaining the access logs to Internet applications services. The Marco Legal creates a necessary difference among the retention obligations, decreasing the likelihood of concentration of citizens’ information in the hands of just one provider:

The Guard of Access Records to Internet Applications within Connection Provision

Art. 14. In the provision of connection, charged or for free, it is forbidden to retain records of access to Internet applications. 

(iv) What measures have been adopted in order to establish and maintain independent, effective domestic mechanisms of oversight, capable of ensuring transparency, as appropriate, and accountability for State surveillance of communications, interception and collection of personal data?

- Habeas Data

Habeas Data is a constitutional act contained in the 1988 Federal Constitution, regulated by Law No. 9507/1997, which stipulates that Brazilian citizens may have access and rectify information about them in the databases maintained by Public Authorities. 

The Brazilian Habeas Data basically emerged as an instrument to require information guarded by Public Authorities, particularly organizations responsible for carrying out the repression during the military regime.

- Law of Access to Information

Law No. 12527/2011 regulates the access to information established in subsection XXXIII of Art. 5, subsection II of paragraph 3 of Art. 37 and in paragraph 2 of Art. 216 from the 1988 Federal Constitution. Public organizations that integrate the direct administration of the Executive, Legislative - including the Courts of Auditors - and Judiciary powers and the Federal Prosecutor’s Office, public foundations, state-run companies, semi-public corporations and other entities directly or indirectly controlled by the Union, States, Federal District, and Municipalities are subject to the obligations contained in the Law of access to Information.

Since 2011, the access and control by citizens to public information has been facilitated by the Law of Access to Information, especially through the creation of direct channels of communication between Public Authorities and citizens, including the use of new information and communication technologies, according to guidelines established in Art. 3:

Art. 3 The proceedings established in this Law are aimed at ensuring the fundamental right of access to information and must be applied according to the basic principles of public administration and the following guidelines:

I - compliance with publicity as a general rule; confidentiality being the exception;

II - disclosure of information of public interest, regardless of possible requests;

III - use of media provided by information technology;

IV - promotion of the development of transparency culture in the public administration;

V - development of social control of the public administration.


(v) Provide any other information about the protection and promotion of the right to privacy in the context of domestic and extraterritorial surveillance and/or the interception of digital communications and the collection of personal data.

- Draft Bill on Personal Data 

The Brazilian Draft Bill on Personal Data aims at regulating the management of personal data in order to protect the fundamental rights to liberty, intimacy and privacy of citizens, as well as to create the National Authority of Protection of Personal Data and Privacy. 

Internationally recognized principles of data protection are contained in this Draft Bill, such as purpose, free access, proportionality, data quality, transparency, and safety. The Draft Bill also deals with the management of sensitive data, communication, interconnection, and international transfer of personal data. 

This regulation will further strengthen the data protection standards adopted by Brazil and will make its legal framework comparable to the most advanced standards adopted by Member States of the United Nations.

- Marco Civil da Internet in Brazil

The Marco Civil da Internet in Brazil appeared as an alternative to proposals to deal with issues involving electronic Internet communications from the perspective of criminal law.

As explained in topic (iii), the Draft Bill is being discussed in the Federal Senate under No. PLC 21/2014, with provisions on guarantees to the right to privacy and data protection on the Internet.

²The personal data protection in consumer relations: beyond the credit information / National School of Consumer Protection; drafting by Danilo Doneda - Brasília: SDE/DPDC, 2010. p. 52.
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