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Toward an International Law of the Internet
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“The members of the Commission must take into account the fact that their work
concerned the future and not the past; no one could foresee what information media

would be employed in a hundred years’ time.”

– French Delegate to the Sixth Commission on Human Rights, discuss-
ing the “media” clause of the article on freedom of expression in the
draft human rights covenant on May 2, 1950, Comm’n on Human

Rights, 6th Sess., 165th mtg. at 10, U.N. Doc. E/CN.4/SR.165
(May 2, 1950).

This Article presents the first in depth analysis of Article 19 of the International Covenant on Civil
and Political Rights as it applies to new technologies and uses this analysis to develop the foundation for
an “international law of the Internet.” Although Article 19 does not guarantee a right to the “Internet”
per se, it explicitly protects the technologies of connection and access to information, and it limits states’
ability to burden content originating abroad. The principles derived from Article 19 provide an important
normative reorientation on individual rights for both domestic and international Internet governance
debates.

Article 19’s guarantee of a right to the technologies of connection also fills a critical gap in human
rights law. Protecting technology allows advocates to intervene in discussions about technological design
that affect, but do not themselves violate, international human rights law. Failure to attend to these
choices—to weigh in, ahead of time, on the human rights implications of software code, architecture
design, and technological standards—can have significant consequences for human rights that may not be
easily undone after the fact.

The Article also argues that technology companies are key partners in implementing Article 19. First,
Article 19 directly binds these actors in some instances. Article 19’s drafting history demonstrates that it
does not have a state action requirement for dominant private actors. Second, as a pragmatic matter,
technology companies can play an important role in enforcing Article 19 because of their central involve-
ment in technology development and standard setting. Decisions about technology can make it easier or
harder for states to violate international law, and technology companies should embed “human rights
defaults” into their technology by designing it in ways that make it harder for states to violate interna-
tional human rights.
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Introduction

The Internet has an international law problem. International institutions
ranging from the International Telecommunication Union to the U.N. Gen-
eral Assembly are becoming increasingly involved in regulating the In-
ternet. Apart from the question of the desirability of international
regulation—which at this point may be an inevitability—this activity suf-
fers from an even more fundamental defect. International regulation is pro-
ceeding without any attention to existing international law on freedom of
expression or the consequences of these regulatory decisions for human
rights. Without consideration of international human rights law and values,
decisions about regulation will be driven by government and industry inter-
ests. The result is likely to be standards on issues such as data privacy and
censorship that are inconsistent with and even undermine international
human rights.

This Article is an attempt to remedy this deficit. Building on the recent
work of the Special Rapporteur on the Promotion and Protection of the
Right to Freedom of Opinion and Expression,1 this Article presents the first
comprehensive analysis of Article 19 of the International Covenant on Civil
and Political Rights (“ICCPR”)2 as it applies to new technologies. Relying
on a detailed examination of the drafting history of the ICCPR, I argue that
although Article 19 does not guarantee a right to the “Internet” as such, it
explicitly protects the “media” of expression and information and was in-
tended to include later-developed technologies such as the Internet. This
“media” clause, read together with the other provisions of Article 19, pro-
vides guidance for some of the most important Internet governance debates
we face today. Article 19 explicitly protects the technologies of connection
and access to information, and it limits states’ ability to burden content
originating abroad. Indeed, for a document drafted over six decades ago, the
ICCPR has a surprising amount to say about the Internet. The principles
derived from Article 19 establish a foundation for an emerging “interna-
tional law of the Internet” that provides an important normative reorienta-
tion on individual rights for both domestic and international Internet
governance debates.

Article 19’s guarantee of a right to the technologies of connection also
fills a critical gap in human rights law. First, having rights in the technol-
ogy itself results in far more robust protection of human rights than protect-

1. See, e.g., Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion
and Expression, Rep. of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion
and Expression, Frank La Rue, Human Rights Council, U.N. Doc. A/HRC/17/27 (May 16, 2011) (by
Frank La Rue) [hereinafter May 2011 La Rue Report]; see also Human Rights Comm., General Comment
No. 34 on Article 19: Freedoms of Opinion and Expression, ¶15, U.N. Doc. CCPR/C/GC/34 (Sep. 12,
2011) [hereinafter General Comment No. 34].

2. International Covenant on Civil and Political Rights art. 19(2), opened for signature Dec. 19, 1966,
999 U.N.T.S. 171 (entered into force Mar. 23, 1976) [hereinafter ICCPR].
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ing expression and information alone. This is particularly the case for Article
19, given the intimate relationship between speech and the means of its
expression. Because limits on the means necessarily affect expression, pro-
tecting the means of expression can serve to protect the expression as well.
Second, protecting technology allows advocates to intervene in discussions
about technological design that affect, but do not themselves violate, inter-
national human rights law. Third, technology rights also serve as a framing
device, orienting advocates on the effects of choices about technology on
human rights. Failure to attend to these choices—to weigh in, ahead of
time, on the human rights implications of software code, architecture de-
sign, and technological standards—can have significant consequences for
human rights that may not be easily undone after the fact.

Finally, the Article turns to the question of implementation. A central
purpose of analyzing Article 19’s application to the Internet is to provide
support for advocates working locally to improve human rights protections
online. Direct, “top down” enforcement of these norms by courts is un-
likely, particularly in jurisdictions in which Article 19 would be considered
non-self-executing. This Article, however, and my work more generally, en-
vision a process of “bottom up” human rights enforcement in which norms
are used to claim rights locally through political processes, organizing, dia-
logue, and dissent. This is not to say that one method of enforcement is
better than another; often, rights are most effectively enforced when top
down and bottom up approaches are used in tandem, and the choice of
methods will be driven by the particular factual context in which advocacy
occurs. It is only to say that the normative development of Article 19
presented here does not assume enforcement through courts but is instead
aimed at strengthening the position of those working to pressure govern-
ments from the bottom up to adopt policies that protect human rights in
online spaces.

Moreover, with much of the Internet privately owned and operated, im-
plementing an “international law of the Internet” would also seem to pre-
sent a state action problem. The Article responds to this issue by relying on
the drafting history of the ICCPR to show that Article 19, in contrast to
much of human rights law, does not in fact have a state action requirement.
Instead, it applies directly to the activities of private actors that substan-
tially burden freedoms of expression and information. Non-state actors, to
the extent that they interfere with the freedoms protected by Article 19,
must justify their actions just as states would. Thus, Article 19 provides a
basis for increased transparency and accountability for online intermediaries.

Internet service providers and other technology companies are also key
partners in implementing Article 19’s protections. Because they determine
the development of the technology itself (the code and architecture of online
expression and information) and often contribute to the development of
standards that foster convergence on particular technologies, these compa-
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nies are in a real position to influence the protection of online freedoms in
tangible, significant, and immediate ways. Indeed, using code to enforce
human rights could be more effective than both top down and bottom up
enforcement strategies. Moreover, many of these companies have shown
themselves willing to engage on issues of human rights, both out of a sense
of moral obligation and because of their sensitivity to public pressure. In the
final section of the Article, I call on technology companies to embed
“human rights defaults” into their technology by designing it in ways that
make it harder for states to violate international human rights.

Sections I and II of this Article outline the foundation of an international
law of the Internet based on Article 19 of the ICCPR. Section I examines
what Article 19 of the ICCPR says about technology, arguing that although
the ICCPR does not protect the Internet per se, it does protect the “media”
of expression. I argue that a right to the technology of connection provides
an important reorientation on the effect of technology on human rights.
This right also provides a basis for challenging decisions about technology
that have human rights consequences but which do not themselves violate
human rights. In Section II, I read the “media” clause in light of Article 19
as a whole to understand its meaning in the context of new technologies,
arguing that it establishes rights of access to technology and information
and protects foreign content. In Section III, I turn to the question of imple-
mentation, discussing the application of Article 19 to technology companies
and calling on them to implement human rights defaults into the technol-
ogy they build.

I. A Right to Media

The Internet has recently been the focus of sustained international atten-
tion. International institutions ranging from the International Telecommu-
nication Union to the U.N. General Assembly are becoming increasingly
involved in debates about the regulation of the Internet.3 On issues ranging
from cybersecurity to Internet peering, U.N. institutions are beginning to
assert a role for themselves in Internet governance. The Internet is also being
framed more explicitly than ever before as a human rights issue. A May
2011 report by the U.N. Special Rapporteur on the Promotion and Protec-

3. See, e.g., Milton L. Mueller, Networks and States: The Global Politics of Internet
Governance (2010); Tim Maurer, Cyber Norm Emergence at the United Nations: An Analy-
sis of the Activities of the UN Regarding Cyber-Security 3 (2011); Patrick S. Ryan, The ITU
and the Internet’s Titanic Moment, 2012 Stan. Tech. L. Rev. 8, 33; Nina Easton, Where’s the Outcry on the
U.N. Push to Regulate the Internet?, CNN Money (May 30, 2012), http://tech.fortune.cnn.com/2012/05/
30/united-nations-internet-regulation. The proposed revisions to the ITU Regulation would not have
established technical standards for the Internet (such as those promulgated by the Internet Engineering
Task Force) but would have instead created legal standards that would support and in some instances
even mandate particular regulatory approaches to the Internet such as price discrimination. See, e.g.,
Center for Democracy and Technology, ETNO Proposal Threatens to Impair Access to Open, Global Internet 3
(2012), https://www.cdt.org/files/pdfs/CDT_analysis_ETNO_Proposal.pdf.
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tion of the Right to Freedom of Opinion and Expression, for example, was
hailed—and criticized—as declaring a “human right to the Internet.”4 The
purpose of this section is to respond to these debates by considering whether
existing international human rights law protects technology and, if so, what
role such protection plays in guaranteeing international human rights.

A. Internet As Right?

Until recently, with respect to online expression, international human
rights law often seemed to be living in the past. In its 2009–2010 report,
for example, the Human Rights Committee—the U.N. body charged with
receiving reports about states’ compliance with the ICCPR (“ICCPR Com-
mittee”)—did not mention the Internet even in passing. In commenting on
state reports, it discussed freedom of expression only with respect to the
rights of journalists, non-governmental organizations, human rights defend-
ers, and “media professionals.”5 Clearly, the ICCPR Committee faces diffi-
cult choices about what to address, and there are often very serious violations
across a range of issues that require its attention. At the same time, for a
right that “is not infrequently termed the core of the Covenant [on Civil
and Political Rights] and the touchstone for all other rights guaranteed
therein,”6 it is striking that there is no mention in this report of the Internet
or online expression, much less blogs, user-generated content, crowdsourc-
ing, or social media.7

Recently, the United Nations has been changing all of that with a series
of reports by the Special Rapporteur on the Promotion and Protection of the
Right to Freedom of Opinion and Expression, Frank La Rue,8 that build on

4. See, e.g., Jonathon W. Penney, Internet Access Rights: A Brief History and Intellectual Origins, 38 Wm.
Mitchell L. Rev., no. 1, 2011, at 10, 12 & n.6; United Nations Report: Internet Access Is a Human Right,
L.A. Times (June 3, 2011), http://latimesblogs.latimes.com/technology/2011/06/united-nations-report-
internet-access-is-a-human-right.html; Vinton G. Cerf, Op-Ed., Internet Access Is Not a Human Right,
N.Y. Times, Jan. 5, 2012, at A25; Devin Coldewey, Editorial, Is the Internet a Human Right?, Tech-
Crunch (Jan. 5, 2012), http://techcrunch.com/2012/01/05/is-the-internet-a-human-right.

5. Human Rights Comm., Rep. of the Human Rights Comm., Aug. 1, 2009–Jul. 31, 2010, ¶¶
65(26), 68(24), 68(28), 70(20), 72(24), 75(9), U.N. Doc. A/65/40 (Vol. 1);  GAOR, 65th Sess., Supp.
No. 40 (2010) (responding to reports from Moldova, the Russian Federation, Mexico, Uzbekistan, and
Israel).

6. Manfred Nowak, U.N. Covenant on Civil and Political Rights: CCPR Commentary 336
(1993).

7. In its 2008–2009 report, the ICCPR Committee does mention concern about retaliation against
“users of non-conventional media,” Human Rights Comm., Rep. of the Human Rights Comm., Aug. 1,
2008–Jul. 31, 2009, ¶ 94(15) U.N. Doc. A/64/40 (Vol. 1); GAOR, 64th Sess., Supp. No. 40 (2009)
(report on Azerbaijan), but otherwise focuses largely on journalists, the press, and traditional methods of
political expression such as leafleting and canvassing, id. ¶ 85(26) (canvassing and written materials in
report on Japan), id. ¶ 86(19) (human rights defenders in report on Nicaragua), id. ¶¶ 87(14), 88(20) (in
a report on Spain, cautioning against the chilling effect of terrorism prosecutions and recommending that
the country “guarantee freedom of expression for the press and the media, as well as for all citizens”), id.
¶ 91(24) (journalists in Tanzania), id. ¶ 93(29) (freedom of the press in Chad), id. ¶ 94(15) (media,
newspapers, radio in Azerbaijan).

8. See Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, Promotion and Protection of the Right to Freedom of Opinion and Expression, transmitted by Note of the
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the work of his two predecessors, Abid Hussain and Ambeyi Ligabo,9 as well
as a redrafting of the ICCPR Committee’s general comment on Article 1910

and two recent resolutions by the Human Rights Council.11 In his May
2011 report, for example, Special Rapporteur La Rue addressed Internet fil-
tering, graduated response laws, and Internet blackouts, asserting that in
light of the importance of the Internet for human rights, “facilitating access
to the Internet for all individuals, with as little restriction to online content
as possible, should be a priority for all States.”12 Similarly, the new and
revised General Comment No. 34 takes a close look at online media, noting
that “[s]tates parties should take all necessary steps to foster the indepen-
dence of these new media and to ensure access of individuals thereto.”13 The
June 2012 resolution of the Human Rights Council calls on states “to pro-
mote and facilitate access to the Internet and international cooperation
aimed at the development of media and information and communications
facilities in all countries.”14 La Rue’s reports have emphasized the impor-
tance of access to the Internet for both freedom of expression and other

Secretary-General, U.N. Doc. A/66/290 (Aug. 10, 2011) (by Frank La Rue) [hereinafter August 2011 La
Rue Report]; May 2011 La Rue Report, supra note 1; Special Rapporteur on the Promotion and Protection R
of the Right to Freedom of Opinion and Expression, Rep. of the Special Rapporteur on the Promotion and
Protection of the Right to Freedom of Opinion and Expression, Frank La Rue, Human Rights Council, U.N.
Doc. A/HRC/14/23 (Apr. 20, 2010) [hereinafter 2010 La Rue Report]. The Special Rapporteur has also
considered access to the Internet extensively in his individual country studies. See, e.g., Special Rap-
porteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Rep. of the
Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression: Mission to
Algeria, ¶¶ 63–71, 105–106, Human Rights Council, U.N. Doc. A/HRC/20/17/Add.1 (June 12, 2012).

9. See, e.g., Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion
and Expression, The Right to Freedom of Opinion and Expression: Rep. of the Special Rapporteur, Ambeyi Ligabo,
¶¶ 29–43, Comm’n on Human Rights, U.N. Doc. E/CN.4/2006/55 (Dec. 30, 2005); Special Rapporteur
on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Rep. of the Special
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Mr. Abid Hussain,
¶¶ 88–95, Comm’n on Human Rights, U.N. Doc. E/CN.4/2002/75 (Jan. 30, 2002); Special Rapporteur
on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Rep. of the Special
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Mr. Abid Hussain,
¶¶ 57–69, Comm’n on Human Rights, U.N. Doc. E/CN.4/2001/64 (Feb. 13, 2001); Special Rapporteur
on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Rep. of the Special
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Mr. Abid Hussain,
¶¶ 54–58, Comm’n on Human Rights, U.N. Doc. E/CN.4/2000/63 (Jan. 18, 2000); Special Rapporteur
on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Rep. of the Special
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Mr. Abid Hussain,
¶¶ 29–36, Comm’n on Human Rights, U.N. Doc. E/CN.4/1999/64 (Jan. 29, 1999).

10. General Comment No. 34, supra note 1. R
11. Human Rights Council Res. 20, The Promotion, Protection and Enjoyment of Human Rights on

the Internet, 20th Sess., June 18–July 6, 2012, 67th Sess., Supp. No. 53, A/HRC/20/L13 ¶ 3 (June 29,
2012) [hereinafter H.R.C. Res. 20]; Human Rights Council Res. 12/16, Promotion and Protection of All
Human Rights, Civil, Political, Economic, Social and Cultural Rights, Including the Right to Develop-
ment, 12th Sess., Sept. 14–Oct. 2, 2009, 65th Sess., Supp. No. 53, U.N. Doc. A/HRC/RES/12/16 ¶¶
3(a), 5(m), 5(p)(iii), 9 (Oct. 12, 2009). The Human Rights Council replaced the Commission on Human
Rights in March 2006. See G.A. Res. 60/251, U.N. GAOR, 60th Sess., Supp. No. 49, U.N. Doc. A/RES/
60/251 (Apr. 3, 2006).

12. May 2011 La Rue Report, supra note 1, ¶ 2. R
13. General Comment No. 34, supra note 1, ¶ 15. R
14. H.R.C. Res. 20, supra note 11, ¶ 3. R
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human rights, and he has condemned certain practices that “cut off access to
the Internet entirely” as “disproportionate” and thus violations of Article
19.15 A joint declaration by a group of special rapporteurs on freedom of
expression observed that “[f]reedom of expression applies to the Internet, as
it does to all means of communication.”16

The purpose of this Article is to build on and support this work by pro-
viding in-depth textual and historical analysis of Article 19(2) as it applies
to the Internet. La Rue’s recent reports have provided a critical foundation
for analyzing the legitimacy of restrictions on expression and information
online, and he has located this foundation in, among other things, the media
clause of Article 19(2). In his May and August 2011 reports, for example, La
Rue notes that current human rights law applies to the Internet as it does to
any other medium of expression, observing that

by explicitly providing that everyone has the right to freedom of
expression through any media of choice, regardless of frontiers,
articles 19 of the Universal Declaration of Human Rights and the
International Covenant on Civil and Political Rights were drafted
with the foresight to include and accommodate future technologi-
cal developments through which individuals may exercise this
right.17

As a result, the human rights protections that apply generally to all restric-
tions on freedom of expression and information apply equally to communi-
cation and the exchange of information online.18

This Article offers additional analysis of the historical origins and text of
the media clause and other provisions of Article 19(2) to further support and
expand upon the work of Special Rapporteur La Rue. In the process, this
research also resolves a central tension that has emerged in connection with
La Rue’s reports—namely, whether there is a right to the Internet. Special
Rapporteur La Rue has not said that there is a right to the Internet itself, as
he has since noted both in public appearances19 and in his reports.20 In his
August 2011 report, for example, he clarified that states had positive obliga-

15. May 2011 La Rue Report, supra note 1, ¶ 78. R
16. U.N. Special Rapporteur on Freedom of Opinion and Expression, OSCE Representative on Free-

dom of the Media, OAS Special Rapporteur on Freedom of Expression & ACHPR Special Rapporteur on
Freedom of Expression and Access to Information, International Mechanisms for Promoting Freedom of Expres-
sion, Joint Declaration on Freedom of Expression and the Internet ¶ 1a (June 1, 2011), available at http://www.
osce.org/fom/78309 [hereinafter Joint Declaration]. The declaration was signed by U.N. Special Rap-
porteur Frank La Rue, OSCE Representative on Freedom of the Media Dunja Mijatović, OAS Special
Rapporteur on Freedom of Expression Catalina Botero Marino, and ACHPR Special Rapporteur on Free-
dom of Expression and Access to Information Faith Pansy Tlakula.

17. August 2011 La Rue Report, supra note 8, ¶ 14; May 2011 La Rue Report, supra note 1, ¶ 21. R
18. Id.
19. Frank La Rue, Special Rapporteur on the Promotion and Protection of the Right to Freedom of

Opinion and Expression, Remarks at the Global Congress on Intellectual Property and the Public Inter-
est (Aug. 26, 2011) (on file with author).

20. August 2011 La Rue Report, supra note 8, ¶ 61. R



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 8 24-JUN-13 11:00

400 Harvard International Law Journal / Vol. 54

tions to promote the means necessary to exercise the right to freedom of
expression and that such means included the Internet, but that there was no
right to the Internet “as such.”21 Media coverage of the Special Rapporteur’s
May 2011 report, however, has characterized it as declaring a “right to the
Internet.”22  These characterizations have sparked an important debate
about the relationship between human rights and new technologies. Vince
Cerf, one of the “fathers of the Internet,”23 argued in a New York Times
opinion piece that “technology is an enabler of rights, not a right itself.”24

He maintained that it would be wrong to declare the Internet a human
right:

There is a high bar for something to be considered a human right.
Loosely put, it must be among the things we as humans need to
live healthy, meaningful lives, like freedom from torture or free-
dom of conscience. It is a mistake to place any particular technol-
ogy in this exalted category, since over time we will end up
valuing the wrong things.25

Two other arguments against a right to the Internet bear mention. First,
our inability to predict technological developments and the role these devel-
opments will play with respect to human rights should lead us to be partic-
ularly cautious about immortalizing any particular kind of technology in
international law. Second, recognizing a new right to the Internet could lead
to calls for rights in other specific technologies that might dilute the protec-
tions for freedom of expression in general.26

Although La Rue is correct that there is no right to the Internet “as
such,” a close examination of Article 19(2) and its drafting history reveals
that it does protect rights in and to technology.27 Further, it does so in a

21. Id.
22. See, e.g., supra note 4. R
23. See Lawrence B. Solum & Minn Chung, The Layers Principle: Internet Architecture and the Law, 79

Notre Dame L. Rev. 815, 915 (2004) (calling Cerf “a founding father of the Internet”).
24. Cerf, supra note 4. R
25. Id.
26. Philip Alston, in discussing the issue of recognizing new rights, has cautioned that “a prolifera-

tion of new rights would be much more likely to contribute to a serious devaluation of the human rights
currency than to enrich significantly the overall coverage provided by existing rights.” Philip Alston,
Conjuring Up New Human Rights: A Proposal for Quality Control, 78 Am. J. Int’l L. 607, 614 (1984).

27. Despite the recognition of Internet access as a fundamental right under domestic law in a variety
of national jurisdictions, see, e.g., Renata Avila, Costa Rica: Cybercrime Law Threatens Internet Freedom,
Global Voices Advocacy: Defending Free Speech Online (July 20, 2012, 18:38 GMT), http://
advocacy.globalvoicesonline.org/2012/07/20/costa-rica-cybercrime-law-threatens-internet-freedom; Inter-
net Access Is a “Fundamental Right,” BBC News (Mar. 8, 2010, 08:52 GMT), http://news.bbc.co.uk/2/hi/
8548190.stm, state practice in this area is not consistent or widespread enough to constitute a rule of
customary law, see generally Mark Weston Janis, International Law 48 (6th ed. 2012) (describing
the requirements for a norm to become a rule of customary international law). In France, the Conseil
Constitutionnel also struck down as unconstitutional the first version of a law that would have given the
government the ability to shut down access to the Internet for individuals found to have repeatedly
violated the copyright rights of others, although it did not recognize an explicit right to the Internet in
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technologically neutral way, thus avoiding the difficulty of anticipating new
technologies. Because it is an already existing right, it does not raise con-
cerns about rights expansionism. Finally, recognition of rights in and to
technology in Article 19(2) reflects a recognition of the importance of tech-
nology in promoting human rights in the area of freedom of expression and
information. Although technology is always a means to an end, this means
can sometimes be so critically important for the achievement of human
rights ends that it should and does meet the “high bar” Cerf identifies for
recognition as a human right in and of itself.

To facilitate the discussion that follows, Article 19 is reproduced here in
full:

1. Everyone shall have the right to hold opinions without
interference.

2. Everyone shall have the right to freedom of expression; this
right shall include freedom to seek, receive and impart informa-
tion and ideas of all kinds, regardless of frontiers, either orally, in
writing or in print, in the form of art, or through any other media
of his choice.

3. The exercise of the rights provided for in paragraph 2 of this
article carries with it special duties and responsibilities. It may
therefore be subject to certain restrictions, but these shall only be
such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others;
(b) For the protection of national security or of public order

(ordre public), or of public health or morals.28

Of primary relevance to the question of whether there is a right to the In-
ternet, Article 19(2) guarantees the “freedom to seek, receive and impart
information and ideas . . . through any other media of his choice.”29 As the
next part will demonstrate, this “media clause” protects both the form and
the means of expression and was explicitly intended to apply to later-devel-
oped technologies.

B. The “Media” Clause

Article 19(2) of the ICCPR protects not only expression, but also its me-
dium. Article 19(2) guarantees the right to seek, receive and impart infor-
mation and ideas “either orally, in writing or in print, in the form of art, or
through any other media of his choice.” 30 The key term in Article 19(2) is “me-

the process. See Nicola Lucchi, Access to Network Services and Protection of Constitutional Rights: Recognizing the
Essential Role of Internet Access for the Freedom of Expression, 19 Cardozo J. Int’l & Comp. L. 645 (2011).

28. ICCPR, supra note 2, art. 19. R
29. Id. art. 19(2).
30. Id. (emphasis added).
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dia.” Does it include the Internet? Special Rapporteur La Rue, in his May
2011 report, stated:

By explicitly providing that everyone has the right to express him
or herself through any media, the Special Rapporteur underscores
that article 19 of the Universal Declaration of Human Rights and
the Covenant was drafted with foresight to include and to accom-
modate future technological developments through which indi-
viduals can exercise their right to freedom of expression. Hence,
the framework of international human rights law remains relevant
today and equally applicable to new communication technologies
such as the Internet.31

Using standard principles of treaty interpretation, this section considers
what the text and drafting history of the ICCPR reveal about the issue of
whether and, if so, how Article 19 applies to later-developed technologies
such as the Internet.

Under Article 31(1) of the Vienna Convention on the Law of Treaties,
which is understood by the International Court of Justice to constitute cus-
tomary international law on the interpretation of treaties,32 a treaty is to be
interpreted “in good faith in accordance with the ordinary meaning to be
given to the terms of the treaty in their context and in the light of its object
and purpose.”33 Thus, the first step toward understanding the scope of Arti-
cle 19(2) is to consider the ordinary meaning of the text in context. Using a
textual approach, the term “media” possesses two possible meanings, refer-
ring potentially both to the channel and to the form of expression. Media
can refer to the actual channel through which communications travel—“the
means of communication, as radio and television, newspapers, and
magazines, that reach or influence people widely.”34 “Media” can also be the
plural form of “medium,” which refers again to the channel of communica-
tion (“means or agency for communicating or diffusing information, news,
etc.”), but also the form that the communication might take, such as the
“materials used in a work of art.”35

Subsequent commentators have read Article 19(2) in this manner, to refer
both to the channel and the form of communication, noting that it protects
not only verbal communication but also “all media of acoustic, visual, elec-
tronic and other communication,” including “radio and television, elec-

31. May 2011 La Rue Report, supra note 1, ¶ 21. R
32. Anthony Aust, Modern Treaty Law and Practice 232 (2d ed. 2007).
33. Vienna Convention on the Law of Treaties art. 31(1), May 23, 1969, 1155 U.N.T.S. 331 [herein-

after VCLT].
34. Media, Dictionary.com, http://dictionary.reference.com/browse/media?s=t&ld=1089 (last vis-

ited Mar. 31, 2013).
35. Medium, Dictionary.com, http://dictionary.reference.com/browse/medium?s=t (last visited Mar.

31, 2012).



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 11 24-JUN-13 11:00

2013 / Toward an International Law of the Internet 403

tronic media, film, photography, music, graphic and other arts, etc.”36

Similarly, in its revised General Comment No. 34, the ICCPR Committee also
read Article 19(2) as protecting “all forms of expression and the means of
their dissemination,” noting that “[m]eans of expression include books,
newspapers, pamphlets, posters, banners, dress and legal submissions” as
well as “all forms of audio-visual as well as electronic and internet-based
modes of expression.”37

The context of the “media” clause in Article 19(2) also indicates that
“media” protects both the form and channel of communication. The media
clause takes the form of a list: “either orally, in writing or in print, in the
form of art, or through any other media of his choice.” The use of the word
“other” indicates that what precedes the term “media” are intended as ex-
amples. The rule of ejusdem generis as a principle of treaty interpretation pro-
vides that, “[w]hen general words follow special words, the general words
are limited by the genus (class) indicated by the special words.”38 These spe-
cial words—“orally,” “in writing,” “in print,” and “in the form of art”—
refer both to the forms and channels of expression. “Orally,” “in writing”
and “in the form of art” are forms of expression; “in print,” contrasted as it
is with “in writing,” refers to print media. Thus, the term “media,” as
defined by the preceding specific words in the list, includes both the form
and the channel of expression.

The drafting history of the articles on freedom of expression and informa-
tion in the ICCPR as well as the Universal Declaration of Human Rights
(“UDHR”)39 confirm this meaning. Article 32 of the Vienna Convention
offers, as “supplementary means of interpretation,” recourse to the treaty’s
preparatory work (travaux préparatoires) and the circumstances of the
treaty’s conclusion, either “to confirm the meaning” that results from a tex-
tual analysis, or “to determine the meaning when the interpretation accord-
ing to Article 31: (a) leaves the meaning ambiguous or obscure; or (b) leads

36. Nowak, supra note 6, at 342; see also Dr. Agnes Callamard, Exec. Dir., Article 19, Key Note R
Speech given on the occasion of the Annual Conference of Wireless Communities: For a Rights-Based
Approach to Wireless Technology and Digital Dividend (May 2008) (transcript available at http://www.
article19.org/data/files/08_05_03_CONFERENCE_Wireless_digital_dividend.pdf) (arguing that the
expression “through any media” “is not limited to traditional media such as newspapers or radio, but
also covers any contemporary or future technology used for the exchange of ideas and information, in-
cluding wireless communication devices”).

37. General Comment No. 34, supra note 1, ¶ 12. R
38. Aust, supra note 32, at 249. R
39. Universal Declaration of Human Rights, G.A. Res. 217 (III) A, U.N. Doc A/RES/217(III) (Dec.

10, 1948) [hereinafter UDHR]. The negotiation of Article 19 of the UDHR can be considered in inter-
preting the scope of Article 19 of the ICCPR. Although there is no definitive answer to what constitutes
preparatory work, as a general matter, it can include anything “characterized as ‘illuminating a common
understanding.’” Richard K. Gardiner, Treaty Interpretation 100 (2008). The negotiation of
Article 19 of the UDHR illuminates the parties’ shared understanding of the equivalent article in the
ICCPR because the foundational texts for both articles were drafted by the same body, the Conference on
Freedom of Information, and contained many of the same elements and terms. Further, the International
Court of Justice has itself considered not only a predecessor treaty but also a “more remote bilateral
source” in tracing the historical evolution of particular treaty language. See id. at 101 (citation omitted).
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to a result which is manifestly absurd or unreasonable.”40 Because the term
“media” is susceptible to multiple interpretations not resolved by the text,
resort to preparatory works is appropriate.

The earliest versions of Article 19(2) included protection for both forms
and channels of communication. The text of Article 19 of the ICCPR41 was
prepared together with the text of the corresponding article on freedom of
expression and information for the UDHR. The earliest two drafts for both
documents were a “Secretariat Draft”42 and a revision thereof, the “Drafting
Committee Draft.”43 The Secretariat Draft of the UDHR provided for “free-
dom of speech and of expression and by any means whatsoever” and guaran-
teed “reasonable access to all channels of communication.”44 Although
“means” and “channel” are enumerated separately, the Drafting Committee
Draft, which was intended to encompass the Secretariat Draft,45 added to
this text by providing examples of “means” that include both forms and
channels: “There shall be freedom of expression either by word, in writing,
in the press, in books, or by visual, auditive or other means. There shall be
equal access to all channels of communication.”46

The Drafting Committee Draft was sent to the Sub-Commission on Free-
dom of Information and of the Press for its consideration. The Sub-Commis-
sion proposed draft articles that formed the basis of discussions at a
Conference on Freedom of Information in 1948. The Final Act of the Con-
ference (“Conference Draft”) was a key text on which all subsequent discus-
sions were based.47 It was the third and final draft text for the UDHR. The
Conference Draft text for the UDHR eliminated the examples added by the

40. VCLT, supra note 33, art. 32. R
41. The ICCPR was not called by this name during the negotiations. Negotiations initially focused on

drafting articles for a single convention, and it was only later in the process that the convention articles
were divided among two treaties, the ICCPR and its companion, the International Covenant on Eco-
nomic, Social and Cultural Rights, opened for signature Dec. 16, 1966, 993 U.N.T.S. 3 (entered into force
Jan. 3, 1976) [hereinafter ICESCR]. See Preparing of Two Draft International Covenants on Human
Rights, G.A. Res. 543, U.N. GAOR, 6th Sess., 375th mtg. at 8, U.N. Doc. A/2119 (Feb. 5, 1952). This
Article refers to the convention by its later name, the ICCPR.

42. Comm’n on Human Rights, Drafting Comm., Draft Outline of International Bill of Rights, U.N.
Doc. E/CN.4/AC.1/3 (June 4, 1947) [hereinafter Secretariat Draft].

43. Comm’n on Human Rights, Drafting Comm. on an Int’l Bill of Human Rights, Rep. of the
Drafting Comm. to the Comm’n on Human Rights, U.N. Doc. E/CN.4/21, Annexes F & G (July 1,
1947) [hereinafter Drafting Committee Draft].

44. Secretariat Draft, supra note 42; see also John P. Humphrey, The Freedoms of Opinion and Expression R
(Freedom of Information), in Human Rights in International Law: Legal and Policy Issues 181,
183–84 (Theodor Meron ed. 1984).

45. Humphrey, supra note 44, at 184. R
46. Drafting Committee Draft, supra note 43. R
47. U.N. Secretary-General, Opinion of the United Nations Conference on Freedom of Information on Articles

17 and 18 of the Draft International Declaration on Human Rights and Article 17 of the Draft International
Covenant on Human Rights, at 2, U.N. Doc. E/CN.4/84 (Apr. 30, 1948) [hereinafter Conference Draft]; see
also Summary of the Work of the Drafting Comm. to the Comm’n on Human Rights, 1948 Y.B. on Hum. Rts.
457, 475. Although the Conference Draft proposal for the ICCPR was presented as one of three options,
together with proposals by France and the Union of Soviet Socialist Republics (“USSR”), the Conference
Draft formed the basis of subsequent discussion. Rep. of the Comm’n on Human Rights, 3rd Sess., May
27–June 18, 1948, at 28–29, U.N. Doc. E/800 (June 28, 1948).



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 13 24-JUN-13 11:00

2013 / Toward an International Law of the Internet 405

Drafting Committee and returned the Secretariat Draft’s phrasing of “by
any means.”48 Thus, the Conference Draft for the UDHR ultimately read:
“Everyone shall have the right to freedom of thought and expression; this
right shall include freedom to hold opinions without interference and to
seek, receive and impart information and ideas by any means and regardless
of frontiers.”49

The meaning of the term “means” to refer to both the form and channel
of communication was further confirmed when the Commission on Human
Rights changed “means” to “media.” Although this change narrowed the
scope of the text, it did so only to conform the text to the drafters’ inten-
tions of extending protection to the form and channel of communication.
During the debates, a representative of the Coordinating Board of Jewish
Organizations called attention to the danger of the phrase, “by any means,”
noting that although these words “might refer simply to the technical me-
dia of imparting information,” there was a risk that it might be used to
justify “incitement to hatred and violence against racial or religious
groups.”50 Describing the change as “superfluous,” the Chinese delegate
suggested the phrasing “through all media of expression” in order to re-
spond to this concern, and the remaining delegates agreed.51 The U.K. dele-
gate made clear this was a change in order to “clarify a meaning which
might have been ambiguous in the original wording.”52 Thus, the Commis-
sion changed “by any means” to “through any media” in order to make
clear what had been the intent all along, that the article protected both the
form and the channel of communication, and was not a license to use
“means” such as violence. The new text of the article on freedom of expres-
sion for the UDHR was renumbered as Article 19, and the General Assem-
bly adopted it by a vote of 44-7, with two abstentions, on September 24,
1948.53

Early drafts of the ICCPR also specified particular channels and forms of
expression, thus indicating that the later decision to replace these with the
term “media,” without any intent to narrow, included both channel and
form. The Drafting Committee Draft of the text for the ICCPR protected
the right to express and publish ideas “orally, in writing, in the form of art,
or otherwise” (i.e., the form of communication) and to receive and dissemi-
nate information “by books, newspapers, or oral instruction, and by the

48. Conference Draft, supra note 47. R
49. Id. at 2. In its final form, Article 19 of the UDHR provided: “Everyone has the right to freedom

of opinion and expression; this right includes freedom to hold opinions without interference and to seek,
receive and impart information and ideas through any media and regardless of frontiers.” UDHR, supra
note 39, art. 19. R

50. Comm’n on Human Rights, 3d Sess., 62d mtg., at 13, U.N. Doc. E/CN.4/SR.62 (June 11, 1948).
51. Id. at 5, 12–13.
52. Id. at 12.
53. Summary of the Work of the General Assembly, 1948 Y.B. on Hum. Rts. 465, 465.
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medium of all lawfully operated devices”54 (i.e., the channel of communica-
tion). The Conference Draft for the ICCPR combined these two types of
protection into a single phrase, “either orally, or by written or printed mat-
ter, in the form of art, or by legally operated visual or auditory devices.”55

The United States, which had tended throughout the negotiations over the
ICCPR (then generally referred to as “the Covenant”) to push for more gen-
eral language, especially in the limitations clause of Article 19,56 proposed a
fourth version of the ICCPR text (the “U.S. Draft”) that further condensed
this to its near final form, “either orally, in writing or in print, in the form
of art, or through any other media.”57

The delegates debated and eventually adopted the more general phrase of
“through any other media” instead of a more specific enumeration of “de-
vices,” making clear the general phrase was intended to include the channel
of communication. In negotiations over the U.S. Draft in the Sixth Session
of the Commission on Human Rights, where most of the revision of Article
19 took place,58 the United Kingdom advocated for the more specific
phrase, “by legally operated visual or auditory devices” in order to safeguard
its ability to engage in governmental licensing of radio and television.59

Other delegates felt the U.K. text was too “restrictive” and that the issue of
licensing would be better addressed in the limitations clause of Article
19(3).60 The U.K. amendment was withdrawn and the text eventually
adopted was the phrase “or other media.”61 The Secretary General, in trans-
mitting the draft of the Eighth Session of the Commission on Human
Rights to the General Assembly for discussion, noted that the U.K. formu-

54. Drafting Committee Draft, supra note 43; see also Marc J. Bossuyt, Guide to the “Travaux R
Préparatoires” of the International Covenant on Civil and Political Rights 373 (1987).

55. Conference Draft, supra note 47. R
56. See, e.g., Margaret A. Blanchard, Exporting the First Amendment: The Press-Govern-

ment Crusade of 1945-1952, 187 (1986).
57. Comm’n on Human Rights, Draft International Covenant on Human Rights, United States: Re-

vised Text of the United States Proposal for Art. 17, U.N. Doc. E/CN.4/433/Rev.2 (Apr. 20, 1950)
[hereinafter U.S. Draft]; see also Comm’n on Human Rights, 6th Sess., 163d mtg., at 13, U.N. Doc. E/
CN.4/SR.163 (May 2, 1950) [hereinafter Summary Record No. 163] (adopting the U.S. Draft as the
baseline text).

58. Although later discussions in the Commission revisited some of the ground covered in the Sixth
Session, the text of the article that emerged from the Sixth Session (then labeled as Article 14) was
substantially the same as the text eventually incorporated into the ICCPR as Article 19. Rep. of the
Comm’n on Human Rights, 6th Sess., Mar. 27–May 19, 1950, U.N. Doc. E/1681; GAOR 11th Sess.,
Supp. No. 5 (1950).

59. See, e.g., Comm’n on Human Rights, Draft International Covenant on Human Rights, United
Kingdom: Amendments to Text Proposed for Article 17 in E/CN.4/433/Rev.2, U.N. Doc. E/CN.4/440
(Apr. 20, 1950); Comm’n of Human Rights, 8th Sess., 320 mtg., at 5, U.N. Doc. E/CN.4/SR.320 (Jun.
18, 1952) [hereinafter Summary Record No. 320].

60. Comm’n on Human Rights, 6th Sess., 165th mtg. at 10, U.N. Doc. E/CN.4/SR.165 (May 2,
1950) [hereinafter Summary Record No. 165]. Article 19(3) provides that the rights to seek, receive, and
impart information may be limited, but that these limits “shall only be such as are provide by law and
are necessary: (a) For respect of the rights or reputations of others; (b) For the protection of national
security or of public order (ordre public), or of public health or morals.” ICCPR, supra note 2, art. 19(3). R

61. Summary Record No. 165, supra note 60, ¶ 64. R
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lation was rejected precisely because it was feared that it “might throttle
channels of communication.”62

C. Later-Developed Technology

The text and drafting history of the ICCPR also demonstrate that the
negotiating states intended the term “media” to encompass not just the
particular channels of communication available at the time (e.g., newspapers
and increasingly radio and television) but also technology that had yet to be
invented. It is appropriate to interpret a treaty term in light of current facts
if the parties intended the interpretation of the term to evolve over time.63

An evolutive approach that takes account of the facts as they exist at the
time of the treaty’s interpretation is particularly appropriate for human
rights treaties if necessary in order to ensure fulfillment of the treaty’s object
and purpose of protecting individual rights.64

The party’s intention that the term “media” evolve over time and be
interpreted with reference to current facts is clear from the text itself. The
parties chose to use the general term “media” instead of more specific terms
referring to particular technologies. Further, an evolutive approach is espe-
cially appropriate when the parties use terms referencing concepts in fields
that evolve over time, such as scientific fields. As Julian Arato explains, “[i]t
may be assumed, for example, that by using a scientific term the parties did
not intend to fix its meaning and thereby potentially ground their future
obligations on outmoded or falsified scientific concepts, but intended these
terms to connote obligations keyed to the evolving meaning of those expres-
sions.”65 Although the term “media” is a technical rather than a scientific
term, a similar approach is warranted. It may be assumed that the parties
did not intend the meaning of this term to be fixed in time, protecting only
the channels of communication available at the time of drafting. Such an
approach would have rendered this part of Article 19(2) obsolete relatively
quickly, as the pace of technological development transformed information
and communication technologies in ways that could not have been contem-
plated in the early 1950s. The drafters of a document designed to articulate

62. U.N. Secretary General, Annotations on the Text of the Draft International Covenants on Human Rights,
¶ 137, U.N. Doc. A/2929 (July 1, 1955) [hereinafter Annotations]; see also Bossuyt, supra note 54, at R
383.

63. See, e.g., Gardiner, supra note 39, at 172 (citing application of the “generic” doctrine in Aegean R
Sea Continental Shelf, [1978] ICJ Reports, at 32, ¶ 77); Pierre-Marie Dupuy, Evolutionary Interpretation of
Treaties: Between Memory and Prophecy, in The Law of Treaties Beyond the Vienna Convention 122,
131 (Enzo Cannizzaro ed. 2011) (citing application of the “generic” doctrine in Case Concerning the
Dispute Regarding Navigational and Related Rights (Costa Rica v. Nicaragua), Judgment of 13 July 2009,
¶¶ 66–67).

64. Rudolf Bernhardt, Evolutive Treaty Interpretation, Especially of the European Convention on Human
Rights, 42 German Y.B. Int’l L. 11, 23 (1999).

65. Julian Arato, Subsequent Practice and Evolutive Interpretation: Techniques of Treaty Interpretation Over
Time and Their Diverse Consequences, 9 L. & Practice Int’l Courts & Tribunals 443, 469 (2010).
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and create an effective framework for protecting individual rights66 would
not have intended for any part of this treaty to become so quickly obsolete.

Further, the drafting history and circumstances of the treaty’s drafting
provide clear evidence that the drafters intended it to include later-devel-
oped technology. In discussions in the Sixth Session, the delegate from
France, supported by the delegate from Belgium, argued against the U.K.
phrasing of “by legally operated visual or auditory devices” on the ground
that “[t]he members of the Commission must take into account the fact that
their work concerned the future and not the past; no one could foresee what
information media would be employed in a hundred years’ time.”67 This is
confirmed by historical accounts of the U.S. position in leading the effort to
protect freedom of expression under international law. Margaret Blanchard,
in her study of the U.S. campaign for international freedom expression in
the post-WWII era, notes that even at the outset of international negotia-
tions, the U.S. State Department had made clear that it was interested

in promoting freedom for all existing media—newspapers, news
agencies, newsreels, radio, magazines, books, and motion pic-
tures—rather than just for newspapers and news agencies. The
department was also worried about the physical facilities of com-
munications—cables and radio transmitters, for instance. The in-
clusiveness of the department’s list of information-related topics
was forward-looking, for in the mid-1940s, newspapers and news
agencies considered themselves as almost the sole organs of
information.68

Clearly, Article 19(2) does not explicitly protect the Internet, nor could the
delegates have done so as a part of the negotiations of the ICCPR in the
early 1950s. Nonetheless, the drafting history and circumstances of its con-
clusion demonstrate that they intended the “media” clause to sweep as
broadly as possible and to include protection for channels of communication
not yet contemplated.

Thus far, the text and drafting history of Article 19(2) have made three
things clear: It extends protection to “media,” media includes the channel
of expression, and “media” or channel must be understood in terms of the
factual conditions existing at the time of interpretation. What precisely does
“media” include in light of today’s information and communication tech-
nology landscape? The range of potentially relevant technologies and ser-

66. See Human Rights Comm., General Comment No. 24: Issues Relating to Reservations Made upon
Ratification or Accession to the Covenant or the Optional Protocols Thereto, or in Relation to Declara-
tions Under Article 41 of the Covenant, ¶ 7, U.N. Doc. CCPR/C/21/Rev.1/Add.6 (1994) (describing the
object and purpose of the treaty as “to create legally binding standards for human rights by defining
certain civil and political rights and placing them in a framework of obligations which are legally bind-
ing for those States which ratify”).

67. Summary Record No. 165, supra note 60, ¶ 54. R
68. Blanchard, supra note 56, at 28. R



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 17 24-JUN-13 11:00

2013 / Toward an International Law of the Internet 409

vices is staggering: It might include, for example, the actual hardware of
communication (e.g., computers, modems, cables), the software that makes
this hardware work (e.g., Outlook, Safari, or Firefox), the protocols that
render these systems compatible with one another (e.g., TCP/IP, WiFi), the
networks that connect computers to one another (e.g., the Internet, local
intranets), the platforms that are built on top of the networks (e.g.,
Facebook, Twitter), and the services that make this all run (e.g., broadband
providers, web hosting services). Does all of this constitute “media”?

The ICCPR purposefully, and wisely, refuses to answer this question with
specifics. The meaning of the “media” clause and what it requires not only
will change over time, but also will vary depending on the context, location,
and infrastructure. For example, in places that lack the necessary communi-
cations infrastructure (such as the actual physical cables necessary to connect
to the Internet), the available medium of expression and information sharing
might not be the Internet but rather mobile phones.69 In other places, radio
might be the most effective and practical way of sharing information.70 Be-
cause it is framed generally without naming particular technologies, Article
19(2) is flexible enough to support claims to whatever medium is most ap-
propriate for the particular local infrastructure and information needs.

Article 19(2) does, however, provide some guidance with respect to the
outer boundaries of the term “media.” Article 19(2) protects the “freedom
to seek, receive and impart information and ideas . . . through any other
media of his choice.”71 Thus, “media” necessarily must be something that
individuals can use to engage in these activities—to seek, to receive, and to
impart. The right to seek information is a right “actively to seek informa-
tion, which goes beyond mere passive reception.”72 Receiving and imparting
are interactive in nature, activities by which individuals connect with others
to share information and ideas. “Media” might therefore be understood as
any technology that allows individuals to connect with information and ex-
pression and with one another. In this way, the “media” clause of Article
19(2) provides a strong foundation for the “freedom to connect” that Secre-
tary of State Clinton articulated in her speech in January of 2010. Clinton
argued that there was an additional freedom that flowed from and was inher-
ent in the freedoms identified by President Franklin Roosevelt in his 1941
Four Freedoms speech. This inherent freedom, a “freedom to connect,” is
based on “the idea that governments should not prevent people from con-

69. See August 2011 La Rue Report, supra note 8, ¶¶ 67, 76; Tom Sarrazin, Texting, Tweeting, Mobile R
Internet: New Platforms for Democratic Debate in Africa, fesmedia Africa Series 1, 17 (2011), available at
http://library.fes.de/pdf-files/bueros/africa-media/08343.pdf.

70. For example, a women-run community-based development project in Southeast Kenya chose to
disseminate information via radio instead of cell phones because of lack of cellular coverage and women’s
concerns that their husbands would take and sell a cell phone. S. Revi Sterling, AIR: Advancement through
Interactive Radio 4 (2007), available at http://www.cs.colorado.edu/department/publications/reports/docs/
CU-CS-1006-06.pdf.

71. ICCPR, supra note 2, art. 19(2). R
72. Nowak, supra note 6, at 343 (emphasis in original). R
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necting to the internet, to websites, or to each other.”73 Although a “free-
dom to connect” is not located explicitly in Article 19(2), it is supported by
the protection of the rights to seek, receive, and impart information as well
as protection of the technologies required for these activities.

The “media” clause of Article 19(2) protects any technology that facili-
tates connection. As such, it undoubtedly protects the Internet, one of the
most effective means for seeking out information and ideas and connecting
with others. Indeed, even platforms like Facebook and Twitter, which facili-
tate connection, would fall within the scope of “media” under Article 19(2).
This does not mean that individuals would have the same rights with re-
spect to each of these technologies. As discussed in more detail below, the
scope of the right will depend on context and the role played by the particu-
lar technology in facilitating freedom of expression and information. Thus,
there may be stronger arguments for access to the Internet, given its role in
facilitating communication between people and with information and ex-
pression, than with respect to platforms like Facebook and Twitter, which
may be among several different avenues for connection. This article uses the
phrase “technologies of connection” to refer broadly to all of the media that
facilitate connection and thus trigger Article 19(2) protection.

It is possible that some new information and communication technologies
might be so different in kind from the “media” available at the time of the
drafting of the ICCPR that they should not be understood to be encom-
passed within the term “media.” There are two characteristics associated
with today’s information and communication technologies that might affect
our understanding of the drafter’s intentions. First, there is the problem of
quantity. In many ways, the Internet’s primary difference over older technol-
ogies is one of scale, not kind; it simply enables far more communication
among more people for lower cost than ever before. In some instances, differ-
ences in scale can become differences in kind, however. Advertising through
traditional mail is held in check in part because of the postage costs. When
those costs drop radically, as is the case with email, there is more solicita-
tion, and the resulting phenomenon—spam—becomes a problem unlike
any other. Exponential increases in the ability to invade someone’s privacy or
defame their reputation may be a qualitative and not just a quantitative
difference over past technologies.74

Second, new technologies often lack filters. At the time of the drafting of
the ICCPR, the available information and communication technologies in-
cluded newspapers, radio, television, telephone, and telegraph. The commu-
nication patterns of these media were either one-to-many (e.g., newspapers,
radio, television) or one-to-one (e.g., telephone, telegraph). Broadcasts to an

73. Secretary of State Hillary Rodham Clinton, Remarks on Internet Freedom (Jan. 21, 2010).
74. See Matthew Sag, Copyright and Copy-Reliant Technology, 103 Nw. U. L. Rev. 1607, 1612 (2009);

P.W. Anderson, More Is Different: Broken Symmetry and the Nature of the Hierarchal Structure of Science, 177
Science 393 (1972).
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audience (one-to-many) were largely moderated; newspapers and radio
broadcasters functioned as filters by choosing what and how to publish. The
current information and communication environment, however, supports a
many-to-many model in which anyone can be a producer of expression and
information.75 As Special Rapporteur La Rue notes, “with the advent of
Web 2.0 services, or intermediary platforms that facilitate participatory in-
formation sharing and collaboration in the creation of content, individuals
are no longer passive recipients, but also active publishers of information.”76

Blogs and platforms such as Facebook and Twitter enable any individual to
broadcast his or her message to an audience without the mediating influence
of a publisher.77 This democratization of access has been augmented by tech-
nological developments—whether the proliferation of mobile phones, the
growth of high-speed Internet access, or the increasing availability of cul-
tural content in digital form—that have made access to the means for shar-
ing information and communication far more widespread than ever before.78

Because of the exponential increase in communication volume enabled by
new technologies and the lack of filters for this communication, new tech-
nologies enable far more harmful expression than was possible at the time of
the ICCPR’s drafting. It is possible that the drafters might not have wanted
to protect the technologies of connection in light of these risks. There are
several reasons, however, to believe they would have included these new
technologies despite the risk of greater and unanticipated harm. First, the
drafters intended Article 19(2) to apply to individuals, not just profession-
als. The text provides that the rights of Article 19 are guaranteed to
“[e]veryone.”79 During negotiations, the U.S. delegate emphasized that
freedom of expression and information were not simply about freedom of the
press; rather, this was about “freedom of inquiry and teaching, to freedom of
artistic expression, to the rights of every person to gain information from
any source.”80 In discussing a ban on war propaganda, the Chinese delegate
to the Third Committee emphasized that “it should not be forgotten that
article 19 of the draft Covenant did not apply solely to journalists but, as

75. Clay Shirky, Communities, Audiences, and Scale, Shirky.com (Apr. 6, 2002), http://shirky.com/writ-
ings/community_scale.html.

76. May 2011 La Rue Report, supra note 1, ¶ 19; see also Global Internet Liberty Campaign, “Regardless R
of Frontiers”: Protecting the Human Right to Freedom of Expression on the Global Internet 5 (1999), available at
https://www.cdt.org/gilc/report.html (“The concept of a right to ‘impart’ information takes on new
meaning when anyone can be a publisher.”).

77. See, e.g., Dan Hunter & F. Gregory Lastowka, 46 Wm. & Mary L. Rev. 951, 983–84 (2004).
78. See Molly Land et al., ICT4HR: Information and Communication Technologies for

Human Rights (World Bank 2012).
79. ICCPR, supra note 2, art. 19. R
80. Comm’n on Human Rights, 6th Sess., 160th mtg., at 34–35, U.N. Doc. E/CN.4/SR.160 (Apr.

27, 1950) [hereinafter Summary Record No. 160]; see also Blanchard, supra note 56, at 181 (noting a R
statement of Erwin D. Canham, delegate of the United States to the Conference on Freedom of Informa-
tion and the Press, that freedom of expression “is not a possession of the press, it is not a right of
newspapers, it is a right of the people”).
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did all the other articles, to every individual as a human being.”81 The draft-
ing of Article 19(2) was explicitly grounded in a commitment to the democ-
ratization of expression and information, a democratization now enabled by
new technologies more fully than ever before.

Second, Article 19(2) explicitly extends protection to all information and
ideas, regardless of their perceived value, creativity, or impact. This is evi-
dent from the use of the phrase “of all kinds” and is confirmed by the
drafting history. During drafting, the delegates were careful to adopt the
broadest possible formulation of the subject matter covered by the article.
France sought to clarify the types of information that would be included
within the ambit of Article 19(2), but proposals for specific enumerations of
subject matter were rejected in favor of a catchall provision, “of all kinds.”82

As Professor Nowak has explained, “[t]herefore, there can be no doubt that
every communicable type of subjective idea and opinion, of value-neutral
news and information, of commercial advertising, art works, political com-
mentary regardless of how critical, pornography, etc., is protected by Article
19(2) . . . .”83 It is the broadly egalitarian nature and openness of new tech-
nologies such as the Internet that enable the full realization of the scope of
protection that Article 19(2) intends.

Third, some of the worst examples of harmful online conduct are not a
result of the technology itself but rather the laws and policies that regulate
it. The decision to shield intermediaries from liability for comments posted
on their sites,84 for instance, has played an important role in the emergence
of sites that host abusive and harmful comments.85 The safe harbor of Sec-
tion 230 of the Communications Decency Act protects such sites from lia-
bility for the comments they host, thereby removing legal incentives to
monitor and control their content to prevent violations of others’ rights. Of
course, intermediary safe harbors also foster freedom of expression and en-
courage the development of new technologies.86 Leaving aside the question
of how to balance these competing interests, the key point here is simply

81. Third Comm. of the General Assembly, 16th Sess., 1073d mtg., Oct. 13, 1961, ¶ 13, U.N. Doc.
E/C.3/SR.1073. Similarly, when negotiating the contemporaneous Draft Convention on Freedom of In-
formation, the Albanian representative argued that the rights in that convention should be guaranteed to
“legitimate news personnel.” The representative of the United Kingdom objected, arguing that “the
principles laid down related to basic human rights to which all persons were entitled.” U.N. Secretary-
General, Provisions Concerning Freedom of Information in the Draft Covenant on Human Rights, at 15, Comm’n
on Human Rights, 6th Sess., U.N. Doc. E/CN.4/Sub.1/106 (Mar. 6, 1950).

82. Summary Record No. 165, supra note 60, ¶¶ 35, 37. R
83. Nowak, supra note 6, at 341; see also Sarah Joseph et al., The International Covenant on R

Civil and Political Rights: Cases, Materials, and Commentary 519 (2d ed. 2005) (discussing a
Canadian case, Ballantyne v. Canada, in which the court found Article 19(2) applied to commercial
speech).

84. Section 230 of the Communications Decency Act states: “No provider or user of an interactive
computer service shall be treated as the publisher or speaker of any information provided by another
information content provider.” 47 U.S.C. § 230(c)(1) (2006).

85. Daniel J. Solove, Speech, Privacy, and Reputation on the Internet, in The Offensive Internet:
Privacy, Speech, and Reputation 15, 23–24 (Saul Levmore et al. eds., 2012).

86. See Joint Declaration, supra note 16, ¶ 2. R
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that the proliferation of harmful online speech may be a consequence of law,
not technology.

Even at the time of the ICCPR’s drafting, technology and the connection
it enabled was seen as posing both great risks and great opportunities not
only for individual rights but also international peace and security more
broadly. The drafters did not take a position on how to manage that balance
but rather created a framework that required the balancing to occur. The
ICCPR protects expression and information as well as the technologies of
connection, but also requires states to prohibit “advocacy of national, racial
or religious hatred that constitutes incitement to discrimination, hostility or
violence.”87 The emergence of new technologies does not change this basic
approach. If anything, the potentially greater harms associated with new
technologies require states to develop new strategies for achieving this bal-
ance; the risk of such harms does not so fundamentally upset this balance
that the framework no longer applies.

D. The Importance of Means

Article 19(2) protects “media,” which includes technologies of connec-
tion such as the Internet. To some extent, perhaps, this might be the end of
the discussion. The law is the law, and it is important to know what the law
is for its own sake. Skeptics, however, might well argue that this law is
misguided and that we should not protect technology because technology is
a means, not an end. Vince Cerf, for example, has emphasized that the In-
ternet is only a means to an end, and protecting it as an end in and of itself
would skew our priorities.88 After all, human rights protect humans, not
technology. Moreover, protecting technology in this way seems unnecessary.
Given its role in ensuring the fulfillment of human rights, there is likely
more than sufficient protection for technology in other provisions of human
rights treaties, including but not limited to the rights to freedom of expres-
sion as well as economic, social and cultural rights.

There are several reasons why Article 19(2)’s protection of the technolo-
gies of connection is far more than a matter of semantics. First, protecting
technology is important because it helps protect freedom of expression and
information. In interpreting Article 10 of the European Convention on
Human Rights (the European analog to Article 19), the European Court of
Human Rights (ECtHR) noted that “Article 10 applies not only to the
content of information but also to the means of transmission or reception
since any restriction imposed on the means necessarily interferes with the
right to receive and impart information.”89 Because of the unique and inter-
dependent relationship between ends and means in the context of freedom of

87. ICCPR, supra note 2, art. 20(2). R
88. Cerf, supra note 4. R
89. Autronic AG v. Switzerland, App. No. 12726/87, 12 Eur. H.R. Rep. (ser. A) 485, 499 (1990).
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expression, protecting the technology (the means) necessarily entails greater
protection for the content that technology transmits (the ends). Further,
since the rights to share information and expression have meaning because of
the interactions they enable between individuals, protecting the mediums
that enable those interactions results in greater protection for freedoms of
expression and information.90

Second, protecting the technologies of connection fills an important gap
in human rights law. There are many decisions about technology that have
important consequences for human rights but which do not themselves di-
rectly violate international human rights law. Decisions about technology
might have consequences for human rights if they make it easier or harder to
violate human rights law and thus affect the costs of non-compliance. Pro-
tecting the technologies of expression under human rights law allows us to
challenge such decisions directly rather than in terms of their potential
outcome.

Understanding how technology can affect state incentives to comply with
human rights law requires a return to one of the first principles of
cyberlaw—that technology can regulate behavior. Lawrence Lessig explains
that software code is a regulatory modality. Code, he notes, is a form of
architecture that, along with law, markets, and social norms, can constrain
individual behavior and thus function as a kind of “law.”91 Extending this
to international law, code is a regulatory modality for states as well as indi-
viduals. Code—both programming instructions as well as the structure and
overall design of that technology—regulates the behavior of states by mak-
ing it more or less costly to undertake particular actions. By making it easier
(i.e., less costly) for a government to engage in a particular kind of regula-
tion, technology increases the likelihood that such regulation will occur. In
this way, “[s]eemingly narrow technical choices can have broad and lasting
impacts on public policy and individual rights.”92

In many instances, choices about code can affect state incentives to violate
human rights without directly constituting a violation themselves. Take, for
example, the introduction of the new Internet Protocol (IP) addressing sys-
tem, called IPv6. An IP address is a numerical label assigned to each device
connected to the Internet that helps data finds its destination online.93

90. See Michael L. Best, Can the Internet Be a Human Right?, 4 Hum. Rts. & Hum. Welfare 23, 24
(2004) (“Like the tree that falls alone in the forest, if there is nobody to hear me, or nobody to whom I
can listen, then my information has no force. Thus there arises a need for access to appropriate informa-
tion technology if I am to have any hope for securing my right to free expression.”). In other words,
Article 19(2) “implies a right to communication instead of merely to speak.” Fred H. Cate, The First
Amendment and the International “Free Flow” of Information, 30 Va. J. Int’l L. 371, 374 (1990).

91. Lawrence Lessig, Code: And Other Laws of Cyberspace 6 (1st ed. 2000); see also Lawrence
Lessig, The Law of the Horse: What Cyberlaw Might Teach, 113 Harv. L. Rev. 501, 507 (1999).

92. John B. Morris Jr., Injecting the Public Interest into Internet Standards, in Opening Standards: The
Global Politics of Interoperability 3 (Laura DeNardis ed. 2011).

93. See Laura DeNardis, The Global Politics of Interoperatiblity, in Access to Knowledge in the Age
of Intellectual Property 497, 500-01 (Gaëlle Krikorian & Amy Kapczynski eds., 2010) (“Every
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Under the prior system of addressing, called IPv4, there were not enough
unique IP addresses for every device. As a result, devices on local networks
would often share IP addresses, making it more difficult to connect individ-
ual identities to online activity. Under the new addressing system, IPv6,
there are enough unique numbers for every device, which will make it easier
for governments and private companies to track online activity.94 As Profes-
sor Derek Bambauer notes, “China’s push to deploy IPv6 is the country’s
desire to increase attribution and accountability online. With a sufficient
number of IP addresses, China could allocate a single permanent address to
each Internet-connected device, and seek to trace data to that source.”95 An
early proposal in the development of IPv6 would have made this even easier
by generating IP addresses using numbers associated with the user’s hard-
ware.96 Using a fixed identifier, even if not connected to one’s personal iden-
tity, would have made surveillance easier and was particularly problematic
for mobile phones, which had historically been assigned a new IP address
with every connection.97 Concerns about the impact of these changes on
privacy led developers to reject the proposal to generate numbers connected
to particular hardware and to introduce measures designed to provide addi-
tional privacy protection.98

Other examples of how decisions about technology affect (but not necessa-
rily violate) human rights abound: Publicly funded municipal wireless sys-
tems can be set up to track user activity, making it easier for the
government to engage in monitoring and surveillance, with a disproportion-
ate impact on the economically disadvantaged who are unable to purchase
access on more secure networks.99 Mobile phones can be programmed to
capture automatically information about the location of images taken using
the camera in the phone.100 Changes in Facebook’s default privacy settings
can automatically reveal vital and sensitive information about our health and
political activities.101 Internet transmission protocols can enable instantane-
ous and invisible censorship of material as it travels from one point to an-

device exchanging information over the Internet possesses a unique number (an IP address) identifying
its virtual location, somewhat like a unique postal address identifying a home’s unique physical
location.”).

94. See Morris, supra note 92, at 3. R
95. Derek Bambauer, Conundrum, 96 Minn. L.R. 585, 601 (2011).
96. Laura DeNardis, Protocol Politics: The Globalization of Internet Governance 77-

84 (2009).
97. Id. at 81.
98. Id. at 87–88.
99. Nicole A. Ozer, Companies Positioned in the Middle: Municipal Wireless and Its Impact on Privacy and

Free Speech, 41 U.S.F. L. Rev. 635, 654 (2007) (“People who have money can select another internet
service provider with more privacy and free speech-friendly provisions, while those who cannot afford to
pay money for internet access will be forced to pay for it with their privacy and free speech.”).

100. Ronald Deibert & Rafal Rohozinski, Contesting Cyberspace and the Coming Crisis of Authority, in
Access Contested: Security, Identity, and Resistance in Asian Cyberspace 21, 25 (Ronald J.
Deibert et al eds. 2011).

101. See Rebecca MacKinnon, Consent of the Networked: The Worldwide Struggle for
Internet Freedom 144-48 (2012).
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other.102 Even the architecture of the system itself can have an impact on the
behavior of states. As Professors Jyh-An Lee and Ching-Yi Liu note, it is
more difficult for states to control speech in networks that are decentralized
and open.103

Indeed, countries have realized the potential of software code to facilitate
their control of the Internet and, by implication, expression and the ex-
change of information. Many are actively pursuing the adoption of interna-
tional standards that facilitate control for precisely these reasons. In late
2012, for example, a number of states sought revisions to the regulations of
the International Telecommunication Union (ITU). The ITU is a U.N.
agency that allocates global radio spectrum and satellite orbits and develops
technical standards for interoperability.104 In connection with a world con-
ference held in December 2012, called the World Conference on Telecom-
munications (WCIT-12), several states proposed revisions to the ITU
regulations that would enable the ITU to take a larger role in Internet gov-
ernance and augment state authority to assert national priorities in cyber-
space, including at the expense of human rights.105 ITU members failed to
reach consensus on the proposed amendments. Membership was split, with
eighty-nine in favor of the revised regulations and fifty-five opposed, with
powerful countries on both sides.106 Technology has become an important
new battleground for international human rights.

Protecting the technology of expression also provides a basis for acting
even when the human rights consequences of a technological decision are
not yet evident. In many cases, the human rights impact of a technological
decision will be clear. If a protocol will make it easier to track individuals
and their online activity, it poses a risk to freedom of expression and infor-
mation and can be condemned on that basis. Focusing only on consequences
is not enough, however, because we might not be able to ascertain the effect

102. The addressing scheme would have enabled monitoring by incorporating into IP addresses infor-
mation tied to a user’s physical location, such as a number embedded in the user’s Ethernet card. The
transmission protocol would have allowed intermediaries to modify content while in transit. Both of
these proposed standards were eventually modified to reflect public policy concerns. Morris, supra note
92, at 5. R

103. Jyh-An Lee & Ching-Yi Liu, Forbidden City Enclosed by the Great Firewall: The Law and Power of
Internet Filtering in China, 13 Minn. J.L. Sci. & Tech. 125, 143 (2012) (“open architecture represents a
constraint on government power”).

104. Overview of the ITU, http://www.itu.int/en/about/Pages/default.aspx (Feb. 27, 2012).
105. Ryan, supra note 3, at 2. The ITU, which has historically focused its efforts on mediating cross- R

border conflicts over radio spectrum, has recently professed a desire “to increase the role of the ITU in
Internet governance so as to ensure maximum benefits to the global community.” Id. at 1.

106. David P. Fidler, Internet Governance and International Law: The Controversy Concerning Revision of the
International Telecommunication Regulations, 17 ASIL Insights (Feb. 7, 2013), http://www.asil.org/pdfs/
insights/insight130207.pdf. The new regulations will come into effect on January 1, 2015, for those who
agree to be bound. Id. The new regulations include preambular language affirming state commitments to
their human rights obligations, but also appear to extend the regulations to Internet service providers
and provide support for state regulatory efforts in the name of telecommunication security. Id. As Profes-
sor Fidler notes, supporters included Brazil, China, Indonesia, Iran and Russia; those opposed included
Australia, members of the European Union, Canada, Japan, and the United States. Id.
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on human rights until it is too late to change the technology or governing
standards.107 For example, the human rights consequences of further depar-
tures from a principle of net neutrality, the idea that “companies providing
Internet service should treat all sources of data equally,”108 are not certain.
Allowing Internet service providers to charge for faster transmission speeds
for some packets as opposed to others might affect the ability of individuals
to express themselves or distort the availability of information available on-
line, but we have no way of knowing this in advance. Article 19(2)’s protec-
tion of the technology of connection provides a normative basis for acting in
such situations. Although the effect on freedom of expression and informa-
tion is not clear, the effect on technology is. Protection of the media of
connection means that changes in technology should be scrutinized closely
and that where human rights consequences are suspected (but not estab-
lished), decisions should be more rather than less conservative—in other
words, we should adopt a kind of precautionary principle with respect to
decisions that affect technology but not (yet) expression or information.109

This does not mean protecting human rights at the cost of stifling innova-
tion. Measures taken pursuant to such a principle must be proportional to
the harm sought to be avoided and take into account the likelihood of harm,
including any harm to innovation from waiting to ascertain the human
rights impact of a proposed action.110 Thus, in the net neutrality debate,
Article 19’s protection of technology would require caution in allowing sig-
nificant departures from prevailing practices until more is known about the
effect of such departures on freedoms of expression and information.

Third, Article 19(2)’s protection of technology serves an important rhe-
torical function in reorienting debates on the human rights consequences of
technology. As Martha Minow has explained, “[r]ights—as words and as
forms—structure attention . . . .”111 Minow was describing the way in
which rights call attention to those without power, but they can also func-
tion to call attention to previously invisible issues. The effects of technology
on individual rights are often invisible. As James Grimmelmann has noted,
the accountability of software as a regulatory modality is limited because
“[i]t may not occur to those regulated by software to think of the man
behind the curtain, to conceive of a restrictive design decision as being a
decision at all.”112 As a result, it becomes much easier for states to legislate

107. Cf. Lessig, supra note 91, at 140 (noting that it may take resources to code in privacy, but R
adding that it will be “[f]ar cheaper to architect privacy protections in now than retrofit them later”).

108. Net Neutrality, Times Topics (Dec. 22, 2010), http://topics.nytimes.com/topics/reference/times
topics/subjects/n/net_neutrality/index.html.

109. The precautionary principle generally includes “a threat of harm to the environment or human
health; uncertainty about the risks of human behavior; and subsequent action to avoid the anticipated
harmful effect.” Markus Wagner, Taking Interdependence Seriously: The Need for a Reassessment of the Precau-
tionary Principle in International Trade Law, 20 Cardozo J. Int’l & Comp. L. 713, 725 (2012).

110. Id. at 732.
111. Martha Minow, Interpreting Rights: An Essay for Robert Cover, 96 Yale L.J. 1860, 1879 (1987).
112. James Grimmelmann, Note, Regulation by Software, 114 Yale L.J. 1719, 1737 (2005).
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in ways that have human rights consequences while hiding their motives
behind ostensibly neutral decisions about technology. Human rights organi-
zations need to be present in these discussions—and at meetings such as
WCIT-12—to articulate the human rights impact of the technological deci-
sions under consideration. Explicit protection for the technology of connec-
tion would help raise awareness about the human rights consequences of
technology and offer opportunities to bring together human rights advocates
and technologists. International human rights law must pay attention to the
means as well as the ends. To do otherwise is to cede much of the battle.

II. The Scope of Article 19(2)

Although drafted over six decades ago, Article 19(2) offers a robust foun-
dation for responding to some of the most challenging issues we face today
in the regulation of expression and information online. This section uses the
text and drafting history of the ICCPR to articulate the nature of the obliga-
tions Article 19(2) imposes with respect to the Internet and other new tech-
nologies. Among other things, Article 19(2) guarantees a right to seek
information and to access technology, and it limits states’ ability to prevent
information and ideas from crossing their borders. It provides support for
efforts to increase equality of access online and anonymous speech. It casts
doubt on real-name identification, tracking, and gateway filtering. Article
19(2)’s precise import for some of these debates is not yet clear, and its
meaning and scope as applied to new technological developments will con-
tinue to evolve and mature. Nonetheless, the principles derived from Article
19(2) provide a foundation for an emerging “international law of the In-
ternet” that offers if not precise answers, at least an important normative
reorientation on individual rights for both domestic and international In-
ternet governance debates.

A. Access to Technology

Article 19(2) protects “freedom to seek, receive and impart information
and ideas of all kinds, regardless of frontiers, either orally, in writing or in
print, in the form of art, or through any other media of his choice.”113 Al-
though a restrictive reading of this clause might view it as merely extending
protection to all expression and information regardless of channel or form,
such a reading would render meaningless the phrase, “of all kinds,” which
already makes clear that the protection of the article extends to all expres-
sion. Moreover, the text and drafting history of the article demonstrate that
the media clause protects far more, establishing rights of choice, access, and
non-discrimination with respect to the technology of connection.

113. ICCPR, supra note 2, art. 19(2). R
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Choice. The text of the media clause, which specifically guarantees the
ability to access media “of his choice,” guarantees a right of individual
choice with respect to the media of expression. The drafting history of the
article confirms this interpretation. During discussions about the article in
the Sixth Session of the Commission on Human Rights, France proposed the
addition of text designed to protect an individual’s ability to choose his or
her media.114 The United Kingdom objected because the phrase “served no
purpose since freedom of expression obviously included the choice of
means.”115 France argued that the article must include this element in order
to make clear that “if a person had a right to freedom of expression, that
right could be exercised by whatever means he might choose.”116 The dele-
gates thus agreed that the article must protect the ability to choose a partic-
ular media and only disagreed on whether it was necessary to state this
obligation explicitly.

A right to choose technology requires the state to foster competition and
the development of a vibrant media market that can offer individuals choice
with respect to the technologies of connection. The ICCPR Committee, for
example, has identified as among state duties under Article 19 the obliga-
tion to “to prevent undue media dominance or concentration by privately
controlled media groups in monopolistic situations that may be harmful to a
diversity of sources and views.”117 Without options to choose from, a right
to choose one’s media would be meaningless. Such a right may be particu-
larly important in the area of mobile phones. Lack of competition among
service providers can be a significant obstacle to ensuring the financial acces-
sibility of this technology of communication.118 Finally, a right to choose
technology would also support greater calls for transparency and accounta-
bility on the part of online content and service providers. Choice is most
meaningful when consumers are informed about the policies and practices of
the services they are choosing.

Access. The text and structure of the clause also protect a right of access to
technology. Article 19(2) specifies that freedom of expression includes the
freedom to seek, receive, and impart information “through any other media

114. Comm’n on Human Rights, Draft International Covenant on Human Rights, France: Amend-
ment to the New Text of Article 17 Proposed by the United States of America, U.N. Doc. E/CN.4/438/
Rev.1 (Apr. 21, 1950) [hereinafter Amendment by France].

115. Summary Record No. 165, supra note 60, ¶ 6. R
116. Id. ¶ 7.
117. General Comment No. 34, supra note 1, ¶ 40. Nowak, as well, argues that state parties “are, R

therefore, subject to the duty to prevent excessive media concentration with positive measures, such as
with State funding assistance for the press.” Nowak, supra note 6, at 344. The duty to prevent excessive R
media concentration is about ensuring market diversity, not content diversity. As such, it is distinct from
the now-defunct “fairness doctrine” of the U.S. Federal Communications Commission, which required
“licensed broadcasters: (1) ‘to provide reasonable amount of time for the presentation over their facilities
of programs devoted to the discussion and consideration of public issues;’ and (2) ‘to encourage and
implement the broadcast of all sides of controversial public issues.’ ” Barak Orbach, On Hubris, Civility,
and Incivility, 54 Ariz. L. Rev. 443, 450 (2012).

118. August 2011 La Rue Report, supra note 8, ¶ 65. R
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of his choice.”119 This is an active right, one that protects the ability to
engage in particular communicative activities through a medium, rather
than simply protecting the expression itself. Moreover, the word “freedom”
can be read as extending to the remainder of the article, including media,
thus implying an ability to access a medium if necessary for the fulfillment
of the right.

Turning to the drafting history to confirm this interpretation, the negoti-
ations provide some (albeit not altogether clear) support for the idea that
Article 19(2) provides a right to access technology. The negotiating states
considered and rejected a proposal to include in Article 19(2) a provision
requiring the elimination of particular kinds of barriers to access,120 but they
only did so because they felt this kind of a provision would be more appro-
priate for a convention on freedom of expression than a general covenant
covering all rights.121 Thus, as an initial matter, rejection of this provision
indicates that they understood Article 19(2) to be about protecting access to
communication channels, even though they believed specific direction as to
the measures required to accomplish this goal should be located in a more
narrowly focused document. Further, the negotiating history of one such
convention, drafted contemporaneously with the ICCPR, is consistent with
this interpretation. Resolutions adopted by the Conference on Freedom of
Information, charged with drafting a Draft Convention on Freedom of Infor-
mation, called for, among other things, sharing of teleprinter lines (Resolu-
tion No. 14) as well as cooperation “in the procurement and advancement of
the facilities for the transmission and dissemination of information” (Reso-
lution No. 22).122 Although the Draft Convention on Freedom of Informa-
tion was never adopted or ratified, this was largely because of Cold War
politics,123 and its text and the recommendations of the Conference still pro-
vide support for the idea that states were concerned with access to the actual
technology of connection.

A right to access technology does not mean an unfettered right to claim
access to any particular technology. Although the content of this right is
still under-developed, several principles for interpreting its scope might be

119. ICCPR, supra note 2, art. 19(2). R
120. The Conference Draft of the text for the ICCPR included a provision, “Measures shall be taken

to promote the freedom of information through the elimination of political, economic, technical and
other obstacles which are likely to hinder the free flow of information.” Conference Draft, supra note 47. R

121. Summary Record No. 165, supra note 60, ¶¶ 67, 72. The Secretary General, in annotating a R
draft of the ICCPR for the General Assembly, explained that the delegates rejected this provision
“mainly on the grounds that they dealt with temporary situations or technical problems, rather than the
right to freedom of expression itself, and should not, therefore be included in a universal instrument of a
lasting character.” Annotations, supra note 62, ¶ 137; see also Bossuyt, supra note 54, at 396–97. R

122. United Nations Conference on Freedom of Information, Geneva, Switz., Mar. 23–Apr. 21, 1948,
Final Act of the United Nations Conference on Freedom of Information, U.N. Doc. E/CONF.679, Annex C (Apr.
22, 1948). See also Penney, supra note 4, at 27–28 (discussing the importance of promoting freedom and R
accessibility of information mediums to the negotiating states).

123. See Amit Mukherjee, International Protection of Journalists: Problem, Practice, and Prospects, 11 Ariz.
J. Int’l & Comp. L. 339, 347–48 (1994).
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drawn from international human rights law governing other kinds of re-
source rights. First, states must ensure a minimum level of access to the
technologies of connection.124 Commentators, for example, have read Article
19(2) in this manner. Nowak argues, for example, that “[w]ith regard to
electronic media, they [states] must above all provide for adequate public
access.”125 The Special Rapporteur Joint Declaration maintains that
“[s]tates are under a positive obligation to facilitate universal access to the
Internet.”126 States might do this, for example, through regulatory mecha-
nisms such as pricing regimes and universal service requirements, providing
direct support for access such as through community ICT centers, promot-
ing awareness about Internet use, and establishing special measures to en-
sure access for disadvantaged populations.127

Second, in ensuring access, states must pay particular attention to the
needs of vulnerable populations.128 Among other things, this would mean
that states should work toward the elimination of the digital divide, as it
exists both between and within particular communities.129 As Special Rap-
porteur La Rue has noted, access to the Internet is often financially inaccessi-
ble for many given limited competition, scarce bandwidth, and the cost of
equipment.130 A right of access would require states to invest in the infra-
structure needed for connection in poor areas and to establish competition
policies that lower prices. A right to access technology would also require
careful scrutiny of international policies that risk exacerbating the digital di-
vide. For example, a recent proposal for the adoption of a “sending party
pays” principle for the Internet—allowing local network operators to charge
termination fees much in the same way that local carriers charge for tele-
phone calls—poses risks of increasing disparities in access between devel-
oped and developing countries.131 On the one hand, it is possible that these
fees will result in greater wealth transfers to developing countries, thus facil-
itating the growth of local infrastructure (assuming the fees would be in-
vested in infrastructure, of course).132 On the other hand, it might result in

124. Cf. Committee on Economic, Social and Cultural Rights, General Comment No. 15: The Right
to Water (Arts. 11 and 12 of the International Covenant on Economic, Social and Cultural Rights), ¶ 37,
U.N. Doc. E/C.12/2002/11 (Jan. 20, 2003) [hereinafter General Comment No. 15] (discussing the mini-
mum core of the right to water).

125. Nowak, supra note 6, at 344. R
126. Joint Declaration, supra note 16, ¶ 6e. R
127. Id.
128. Cf. General Comment No. 15, supra note 124, ¶ 12(c) (discussing the need to ensure that R

vulnerable populations have access to sufficient water).
129. The digital divide is not only geographic but can also occur along the lines of race, gender, age,

and disability. May 2011 La Rue Report, supra note 1, ¶ 61; see also Herman Wasserman, Connecting R
African Activism with Global Networks: ICTs and South African Social Movements, 30 Afr. Dev. 163, 174
(2005).

130. August 2011 La Rue Report, supra note 8, ¶ 65. R
131. Center for Democracy and Technology, supra note 3, at 4. This would be a change from the R

current approach of “settlement free peering,” which allows transmission without termination fees. Id.
132. See id. (critiquing the argument that sending party pays will foster development).
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fewer carriers serving developing countries or less local storing of digital
content.133

Third, Article 19(2) also provides a basis for an individual right to access
specific technologies when no adequate alternative means are available for the
individual to achieve his or her communication or expressive goals. In inter-
preting Article 10 of the European Convention on Human Rights (ECHR),
the European analog to Article 19, the European Court of Human Rights
(ECtHR) affirmed a right to access a particular technology for exchanging
expression and information if no other means exist for doing so. In Khurshid
Mustafa & Tarzibachi v. Sweden,134 the ECtHR held that a family had an
interest in receiving, via a satellite dish installed on the outside of their
apartment building, programs originating from the family’s country of ori-
gin. According to the court, “[t]he right to receive information basically
prohibits a government from restricting a person from receiving information
that others wish or may be willing to impart on him or her.”135 Emphasiz-
ing that the family had no other way to receive the programs,136 the court
found that landlord’s stated concerns that the satellite dish constituted a
safety hazard and caused physical and aesthetic damage were not sufficient
to justify preventing the family from using the dish to receive these pro-
grams.137 Such a right only exists, however, when the technology in question
is the only means available for exercising one’s rights. For example, while
Twitter is a technology of connection covered by the “media” clause of Arti-
cle 19(2), this does not mean that individuals can claim a right of access to
Twitter per se. Article 19(2) provides a right to access technology necessary
to ensure meaningful exercise of one’s right to freedom of expression and
information; it does not provide a right to any particular technology in that
process.

Non-discrimination. A right to access technologies of connection also en-
tails an obligation of non-discrimination with respect to that access. Articles
2(1) and 26 of the ICCPR establish strong principles of non-discrimination
and equality, respectively requiring states to respect and ensure the rights in
the covenant without regard to status and to affirmatively protect individu-
als from status-based discrimination. The obligation of non-discrimination
with respect to the technology of connection would require states to ensure
equal access to these technologies without distinction based on “race, colour,
sex, language, religion, political or other opinion, national or social origin,

133. Id. In fact, there is a risk that local carriers might intentionally set fees prohibitively high in
order to block foreign content.

134. Khurshid Mustafa & Tarzibachi v. Sweden, App. No. 23883/06, 52 Eur. H.R. Rep. 24 (2011).
135. Id. ¶ 41.
136. Id. ¶ 45.
137. Id. ¶ 48; see also Robin Elizabeth Herr, The Right to Receive Information Under Article 10 of the

ECHR: An Investigation from a Copyright Perspective, Tidskrift utgiven av Juridiska Föreningen i
Finland, no. 2, 2011, at 200, available at http://ssrn.com/abstract=1787085.
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property, birth or other status.”138 It also requires states to protect and foster
access to technologies of connection (available and financially accessible in-
frastructure, hardware, software, and platforms) for vulnerable populations,
such as those in rural areas, the poor, or individuals with visual
impairments.139

The obligation of non-discrimination with respect to the technologies of
connection has important implications for the network neutrality debate. At
its broadest, network neutrality is a principle of network design that re-
quires Internet service providers “to treat all content, sites, and platforms
equally.”140 Practices that deviate from a principle of network neutrality can
affect human rights. Some of these practices, such as Internet filtering
(which violates a principle of network neutrality by blocking some content
and not others), do so quite obviously.141 Other kinds of deviations are more
complicated. For example, recent attention has focused on proposals that
would allow Internet service providers to distinguish between, prioritize,
and charge more to transmit certain content.142 Traditionally, networks have
operated on a “best effort” basis, treating all content the same and guaran-
teeing the arrival of none. With the introduction of “quality of service”
capabilities, service providers would provide better performance (e.g.,
greater bandwidth, less delay, higher reliability) for prioritized traffic.143 Al-
though the Joint Declaration on Freedom of Expression and the Internet
authored by UN, OSCE, OAS, and ACHPR experts in the area of freedom of
expression takes a firm stand against any discrimination in the treatment of
Internet data and traffic,144 it does not seem that discrimination would neces-
sarily violate human rights. Simply charging more for better or faster service
does not violate a principle of non-discrimination; indeed, some might argue
that introducing quality of service capacity will improve overall performance
(and thereby access) by allowing Internet service providers to better allocate
resources and manage traffic.145

138. ICCPR, supra note 2, art. 26. R
139. See Sean Williams, Comment, Closing in on the Light at WIPO: Movement Towards a Copyright

Treaty for Visually Impaired Persons and Intellectual Property Movements, 33 U. Pa. J. Int’l L. 1035 (2012).
140. Tim Wu, Network Neutrality, TimWu.Org, http://timwu.org/network_neutrality.html (last vis-

ited Mar. 5, 2013).
141. Id.
142. See, e.g., Chloe Albanesius, Verizon: FCC Net Neutrality Rules Violate First Amendment, PC

Mag.com (July 3, 2012, 03:17 PM), http://www.pcmag.com/article2/0,2817,2406672,00.asp (asking
whether Amazon should be able to “pay to have its website load faster than a mom and pop ecommerce
site, for example”).

143. What is QoS?, Microsoft TechNet, http://technet.microsoft.com/en-us/library/cc757120(v=
ws.10).aspx (last updated Mar. 28, 2003).

144. Joint Declaration, supra note 16, ¶ 5a (“There should be no discrimination in the treatment of R
Internet data and traffic, based on the device, content, author, origin and/or destination of the convent,
service, or application.”).

145. What is QoS?, supra note 143 (“Network administrators can use QoS to manage the priority of R
applications that rely on UDP, such as multimedia applications, so that they have the required
bandwidth even in times of network congestion, but do not overwhelm the network.”).
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Quality of service proposals also pose human rights risks. First, such pro-
posals provide a mechanism and justification for content surveillance. Qual-
ity of service requires network operators to monitor content, thus providing
an additional opportunity for repressive states to control online expression
and information.146 Second, privileging certain packets of information over
others also risks hindering expression and the exchange of information di-
rectly, since it “could readily be used to make it harder for individual users
to receive information that they want to subscribe to, and easier for them to
receive information from sites preferred by the provider.”147 Third, devia-
tions from a principle of network neutrality could constitute discrimination
on the basis of economic status or poverty.148 Providing quality of service
could lead to the creation of two tiers of online service, priority and non-
priority, distinguished by quality and cost. Extreme disparity in quality be-
tween the tiers raises equality concerns; permanently relegating the poor to a
low-quality medium of expression might constitute a deprivation of their
ability to meaningfully exercise rights of expression and information. Tiered
service might also compound the digital divide if non-priority low-quality
service or otherwise less human-rights-friendly service is concentrated in al-
ready disadvantaged communities and populations.149

Human rights might also lead us to be cautious about allowing Internet
service providers to discriminate based on the identity of the sender because
such a practice could contribute to the development of market monopolies
and harm individual choice. Historically, the principle of net neutrality
meant that internet service providers treated all packets alike regardless of
the identity of sender or receiver.150 Recently, however, providers have been
pushing for an increased ability to price discriminate online, including the
ability to charge more for content provided by a competitor.151 Article 19
guarantees the right to choose a media for expression and information. Some
price discrimination and price differentiation likely would not so impinge
individual choice as to violate Article 19, and could even have welfare maxi-

146. Center for Democracy and Technology, supra note 3, at 8. R
147. Yochai Benkler, The Wealth of Networks: How Social Production Transforms

Markets and Freedom 147 (2006).
148. See  Human Rights Comm., Gueye v. France, Comm. No. 196/1985, ¶ 9.4, U.N. Doc. CCPR/C/

35/D/196/1985 (Apr. 6, 1989); see also Gillian MacNaughton, Untangling Equality and Nondiscrimination
to Promote the Right to Health Care for All, 11 Health & Hum. Rts.: An Int’l J. 47, 49–50 (2009),
available at http://www.hhrjournal.org/index.php/hhr/article/viewFile/173/271 (noting that there is sup-
port for recognizing “poverty” as a status in international law and that the term “property” in the
UDHR and the corresponding provisions in the ICCPR and ICESCR refer to “economic status”).

149. See MacKinnon, supra note 101, at 123 (discussing concerns about a future in which the poor R
and disenfranchised will largely be accessing the Internet “through highly controlled, easily tracked,
non-neutral mobile devices”).

150. Nicolas Economides, “Net Neutrality,” Non-Discrimination and Digital Distribution of Content
Through the Internet, 4 I/S: J. L. & Pol’y for Info. Soc’y 209, 212 (2008).

151. Id. at 216.
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mizing effects.152 More extreme price differentiations would raise human
rights concerns, especially for poor and vulnerable populations whose choices
are already restricted. Further, there are concerns that price discrimination
against competitors could decrease market diversity, thus hindering individ-
ual choice even further. Companies might also implement price discrimina-
tion by creating two tiers of service, premium and non-premium,153 thus
raising similar concerns as quality of service proposals.

Given these human rights risks, Article 19 would provide support for
government regulations in the area of net neutrality. In the United States,
for example, these arguments could be used to pressure the government to
address some of the gaps in the Federal Communication Commission’s net
neutrality rules. These rules do not apply to Internet services provided at
places of business, which could have a disproportionate effect on poor indi-
viduals who rely on publicly available Internet access.154 Deviations from a
principle of net neutrality—whether quality of service proposals or price
discrimination—might also be rendered compatible with human rights if
they ensure a “core minimum” of delivery.155 As Professor Peter Yu ex-
plains, this “core minimum” approach, which is drawn from the jurispru-
dence of the International Covenant on Economic, Social and Cultural
Rights (ICESCR), requires states to provide minimum essential levels of
protection and, in areas beyond that core, take steps towards full realization
of the right.156 Adopting such an approach here would guarantee that indi-
viduals had sufficient access to interconnection and allow price discrimina-
tion in areas beyond. Nonetheless, this approach also raises some concerns.
As a matter of jurisprudence, it is not clear we should import a concept
developed in response to the specific requirements of the ICESCR to the
interpretation of the ICCPR. Further, there is always the risk that mini-
mums might become maximums, with states feeling they have satisfied
their obligations completely upon fulfillment of the core minimum.157 Fi-
nally, even with the core minimum approach, it is possible that disparities
in the tiers of service might become so great that these disparities constitute
discrimination even if a basic level of connection is ensured.

Moreover, because Article 19(2) protects rights of access and choice with
respect to technology, limits on access to and choice of technology must

152. Dennis L. Weisman & Robert B. Kulick, Price Discrimination, Two-Sided Markets, and Net Neu-
trality Regulation, 13 Tul. J. Tech. & Intell. Prop. 81, 101 (2010) (“In its current form, [the FCC’s
proposed] nondiscrimination rule would actually reduce society’s total economic welfare because the
weight of the economic evidence suggests that both differential pricing and price discrimination by
broadband providers toward content providers increase both static and dynamic efficiency.”).

153. Economides, supra note 150, at 226–27. R
154. Preserving the Open Internet, 76 Fed. Reg. 59192 (Sept. 23, 2011).
155. My thanks to Peter Yu for this observation.
156. Peter K. Yu, Reconceptualizing Intellectual Property Interests in a Human Rights Framework, 40 U.C.

Davis L. Rev. 1039, 1107–08 (2007).
157. See Peter K. Yu, Anticircumvention and Anti-Anticircumvention, 84 Denv. U. L. Rev. 13, 67

(2006).
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meet the requirements of Article 19(3). Article 19(3) provides that the
rights to seek, receive, and impart information may be limited, but that
these limits “shall only be such as are provided by law and are necessary: (a)
For respect of the rights or reputations of others; (b) For the protection of
national security or of public order (ordre public), or of public health or
morals.”158 Interpreting this provision, Special Rapporteur La Rue has ex-
plained that any limitations on expressive rights must meet the following
criteria of legality, legitimacy, and proportionality:

(a) It [the limitation] must be provided by law, which is clear
and accessible to everyone (principles of predictability and
transparency); and

(b) It [the limitation] must pursue one of the purposes set out in
article 19, paragraph 3, of the Covenant, namely (i) to protect
the rights and reputations of others, or (ii) to protect national
security or of public order, or of public health or morals (prin-
ciple of legitimacy); and

(c) It [the limitation] must be proven necessary and the least re-
strictive means required to achieve the purported aim (princi-
ples of necessity and proportionality).159

Thus, although there may not be a right to access Twitter per se, a decision
to cut off access to Twitter would trigger the requirements of Article 19(3).
Rights to access and choose technology would thus require careful scrutiny
of Internet restricting policies, including proposals to build an “on/off”
switch into the Internet, Egypt’s decision to turn off the Internet in January
2012, and graduated response laws and policies in France and elsewhere.160

B. Access to Information

In addition to providing a basis for accessing the technology of connec-
tion, Article 19(2) also protects access to information online. Although gen-
erally thought of in terms of expression, Article 19(2) is far more robust.
The article itself protects not only the ability to seek, receive, and impart
ideas—quintessential “expressive” rights—but also information. The im-
portance of a right to access information is confirmed by the drafting his-
tory. As Penney describes, the delegates negotiating the ICCPR viewed
information, expression, and opinion as integrally linked.161 Although they
rejected a proposal to frame this as a right to “freedom of information and
expression,”162 the drafters did so only because they worried that such a

158. ICCPR, supra note 2, art. 19(3). R
159. May 2011 La Rue Report, supra note 1, ¶ 24. R
160. See, e.g., id. ¶ 49.
161. Penney, supra note 4, at 23. R
162. The initial proposal before the Sixth Session of the Commission on Human Rights specified

“freedom of expression,” but the Chinese delegation proposed amending it to “freedom of information



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 35 24-JUN-13 11:00

2013 / Toward an International Law of the Internet 427

framing would be too narrow. Several states argued that a right to informa-
tion was already encompassed within the right to freedom of expression,163

and that this would be sufficiently explicit with the mention of “informa-
tion and ideas.”164 Indeed, although perhaps counterintuitive today, some
viewed freedom of information as more restrictive than freedom of the press,
with the former only referring to news agencies and the latter to the rights
of citizens to express themselves.165 Both the states that opposed characteriz-
ing this explicitly as an article about freedom of information and expression
as well as those in favor166 believed information was and should be protected
and that this article should sweep as broadly as possible.

The right to seek, receive, and impart information in Article 19(2) im-
plies positive duties for the state in providing access to information, espe-
cially government information. Of course, at the time of the drafting of the
ICCPR, the dominant human rights paradigm was largely “negative in ori-
entation; it was concerned mainly with promoting the unrestricted flow of
information and ideas internationally and across borders, and limiting state
restrictions on media and mediums.”167 Thus, at a minimum, Article 19(2)
would prevent the state from interfering with an individual’s ability to seek
out generally accessible information, such as by confiscating a journalist’s
film.168 The text also implies positive duties, since a right to seek public
information would be meaningless if it did not require the government re-
spond to requests. Recent interpretations of Article 19(2) have similarly em-
phasized the importance ensuring access to information, especially
government information. In General Comment No. 34, for example, the

and expression, explaining that “[i]nasmuch as the Commission had been concerned for three years with
the freedom of information, mention of it appeared indispensible.” Comm’n on Human Rights, 6th
Sess., 163d mtg., ¶ 23, U.N. Doc. E/CN.4/SR.163 (May 2, 1950). This was accepted into the baseline
text, see U.S. Draft, supra note 57, ¶ 1, but later removed on a motion by France, see Amendment by R
France, supra note 114; Comm’n on Hum. Rts., 6th Sess., 164th mtg., ¶ 18, U.N. Doc. E/CN.4/SR.164 R
(May 1, 1950) [hereinafter Summary Record No. 164] (discussion in Commission).

163. Summary Record No. 164, supra note 162, ¶¶ 5, 9, 16 (India, Greece, France). They also ex- R
pressed concern that mentioning “information” a second time in the article might limit the sweep of the
broader term “expression.” Id. ¶¶ 3, 7 (India, Greece).

164. Id. ¶ 15 (Philippines).
165. Blanchard, supra note 56, at 158; see also id. at 261 (“To some delegates, freedom of expression R

encompassed the other freedoms [of information and opinion]; to other commission members, freedom of
expression implied a right to dispense information, while freedom of information was a narrower, more
passive freedom to receive data.”).

166. China, for example, supported the amendment on the grounds that the UDHR protected both
information and opinions and the ICCPR should not be less restrictive than the UDHR. Summary
Record No. 164, supra note 162, ¶ 8. Australia supported the amendment because “the entire history of R
the article had been bound up with the concept of freedom of information.” Id. ¶ 13. The United States
said that it had included “information” to make the article more precise since “reception of information
and ideas was the prerequisite to the ability to express them.” Id. ¶  6.

167. Penney, supra note 4, at 41; see also Z. v. Austria, App. No. 10392/83, 56 Eur. Comm’n H.R. R
Dec. & Rep. 13 (1988). Professor Nowak also expresses doubt about whether the right to information
requires the state to affirmatively provide access to state or private information, noting only that many
states have started to impose such obligations as a matter of domestic law. Nowak, supra note 6, at 344. R

168. Nowak, supra note 6, at 343. R
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ICCPR Committee noted that states should “proactively put in the public
domain Government information of public interest. States parties should
make every effort to ensure easy, prompt, effective and practical access to
information” and should “enact the necessary procedures, whereby one may
gain access to information.”169 Special Rapporteur La Rue has emphasized
the importance of states making available public information, stating that
“[g]overnments should take the necessary legislative and administrative
measures to improve access to public information for everyone.”170 Accord-
ing to La Rue, states must develop access to information policies that maxi-
mize the accessibility and disclosure of public information.171

Under an evolutive approach to interpretation, which recognizes that
“some treaties in their nature are designed to allow for a more progressive
development or elaboration of the treaty,”172 these current authoritative in-
terpretations should be entitled to significant weight in light of the impor-
tance of access to information in our current information environment.
Information today plays an increasingly critical role in ensuring the protec-
tion of human rights. For example, information plays an essential role in
protecting the right to health; lay and professional health care providers
alike require information about medical care in order to provide health ser-
vices.173 Dissemination of knowledge related to food prices and markets can
help farmers obtain better prices for their crops and thus augment their
ability to maintain an adequate living standard for themselves and their
families, a right protected by Article 11 of the ICESCR.174 Access to public
information also plays a central role in facilitating citizen participation in
public affairs and accountable government.175 Information is also critical in
fostering the enforcement of human rights. For example, it provides the
basis for “naming and shaming” activities as well as the foundation of grass-
roots organizing and advocacy.176

169. General Comment No. 34, supra note 1, ¶ 19. R
170. 2010 La Rue Report, supra note 8, ¶ 32. R
171. See id.
172. Gardiner, supra note 39, at 242. As Pierre-Marie Dupuy explains, an evolutive approach is not R

about adopting a meaning that was not intended by the authors of the treaty, but rather making sure
that “a new reading is undertaken in such a way as to reflect the common desire of the parties as if they
had renegotiated the same agreement taking into account the circumstances that have since evolved.”
Dupuy, supra note 63, at 126. R

173. See generally Molly Land & Neil Pakenham-Walsh, Access to Health Information
Under Human Rights Law (New York Law School Institute for Information Law and Policy White
Paper No. 11/12, #1, 2012); Trudo Lemmens & Candice Telfer, Access to Information and the Right to
Health: The Human Rights Case for Clinical Trials Transparency, 38 Am. J.L. & Med. 63 (2012).

174. See Land et al., supra note 78, at 15. The right to seek information might be viewed as a R
component of the right to science and culture, which the U.N. Special Rapporteur in the Field of Cul-
tural Rights, Farida Shaheed, has described as deeply connected to the ability of individuals “to conceive
of a better future that is not only desirable but attainable.” Special Rapporteur in the Field of Cultural
Rights, Rep. of the Special Rapporteur in the Field of Cultural Rights, Farida Shaheed, ¶ 20, U.N. Doc. A/
HRC/20/26 (May 14, 2012).

175. See 2010 La Rue Report, supra note 8, ¶ 31. R
176. See Land et al., supra note 78, at 16. R
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Access, however, is not enough. States also have to work to promote the
information capacities of individuals. Although one of the great strengths of
new technologies is their ability to facilitate the generation, collection, stor-
age, and transmission of vast quantities of data,177 this is also a weakness:
“The problem is no longer one of finding information; rather, it is one of
finding the right information.”178 Further, the costs of managing and apply-
ing information may be prohibitively high for all but the largest civil soci-
ety organizations.179 To ensure that the right to information is meaningful,
states must strengthen the capacity of individuals to use the information
effectively. In his August 2011 report, for example, Special Rapporteur La
Rue noted “the importance of ensuring that individuals possess the neces-
sary skills to make full use of the Internet, or what is often referred to as
‘digital literacy’.”180 Even further, a right to information may place obliga-
tions on the state to begin to establish appropriate knowledge systems in
areas such as health.181

Article 19(2) also explicitly protects the ability of individuals to “seek”
information. This right to seek information is a right “actively to seek infor-
mation, which goes beyond mere passive reception.”182 This is apparent
from the plain meaning of the term itself—defined as, among other things,
“to go in search or quest of” or “to try to find or discover by searching or
questioning”183—and confirmed by the drafting history. The word “seek”
appeared early in the negotiations over the draft article on freedom of infor-

177. In the human rights context, for example, SMS data collection platforms combined with infor-
mation collection techniques such as crowdsourcing can produce an unprecedented quantity of informa-
tion about human rights and humanitarian problems around the world. See id. at 21.

178. Gavin Clabaugh, Remarks at American Society of International Law Annual Meeting (Apr. 4,
1992), in 86 Am. Soc’y Int’l L. Proc. 604, 605 (1992); see also Lemmens & Telfer, supra note 173, at R
105 (discussing the importance of reliable information). It is for this reason that tools such as search
engines that help us find information that is relevant plays a crucial role in fulfilling our information
needs. James Grimmelmann, The Structure of Search Engine Law, 93 Iowa L. Rev. 1, 3 (2007) (“Search
engines are the new linchpins of the Internet.”).

179. See Tom McClean, Not with a Bang but a Whimper: The Politics of Accountability and Open Data in
the UK 11 (American Political Science Association Annual Meeting Paper, 2011), available at http://
papers.ssrn.com/sol3/papers.cfm?abstract_id=1899790; Edward F. Halpin & Steven Hick, Information:
An Essential Tool for Human Rights Work, in Human Rights and the Internet 238, 241–42 (Steven
Hick et al. eds. 2000).

180. August 2011 La Rue Report, supra note 8, ¶ 45; see also Lea Bishop Shaver, Defining and Measuring R
A2K: A Blueprint for an Index of Access to Knowledge, 4 I/S: J.L. & Pol. Info. Soc’y 1 (2008) (developing
metrics for measuring access to knowledge and including among those education for information
literacy).

181. See Lemmens & Telfer, supra note 173, at 100. As a resource right, information might also be R
analogized to economic, social and cultural rights like the right to water. In this view, information must
not only be available but also adequate, accessible, acceptable, and of sufficient quality. Cf. General
Comment No. 15, supra note 124, ¶ 12(b) (discussing the components of the right to water). R

182. Nowak, supra note 6, at 343 (emphasis added). R
183. Seek, Dictionary.com, http://dictionary.reference.com/browse/seek?s=t&ld=1089 (last visited

Mar. 31, 2013).
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mation and expression for the UDHR184 and the ICCPR.185 Noting that the
word had been omitted from a later version of the proposed article on free-
dom of expression for the ICCPR, the U.S. Draft reintroduced the word in
order to protect “the important right to seek information, as distinguished
from the passive right to receive information.”186 Despite the concerns of
some states that the term “seek” might encourage “unrestrained and often
shameless probing into the affairs of others,”187 the delegates insisted on its
inclusion and rejected proposals that would have substituted the less active
word “gather” in order to “protect active steps to procure and study infor-
mation.”188 “Gather” was viewed as protecting only the ability to “passively
accept[ ] news provided by Governments or news agencies.”189 Any restric-
tions on this active right to seek information must comply with the limita-
tions of Article 19(3).

The right to seek information, particularly across borders, would provide
support for state and private efforts to design and disseminate circumvention
technologies—helping to implement, in essence, a human right to circum-
vent censorship.190 Of course, such efforts should not become so focused on
technology that they ignore the importance of the capacities and freedom of
those who use these technologies.191 Further, the right to seek information
may also have implications for debates about providing individuals with
information that is collected about them. Certainly, with respect to other
people’s personal data, the right to seek information must be balanced
against the obligation to protect privacy. Typically, this is accomplished
through application of the limiting clause of Article 19(3), which allows
limitations on the rights protected in Article 19(2), such as the right to seek
information, in order to protect “the rights or reputations of others.”192 No
such limitations can be placed on the right to seek information about one-
self, since information is not in that instance being disclosed. The right to
seek information in Article 19(2) might therefore support laws that provide

184. Article 21 of the Drafting Committee Draft read: “Every one is free to hold or impart his
opinion, or to receive and seek information and the opinion of others from sources wherever situated.”
Drafting Committee Draft, supra note 43. R

185. Conference Draft, supra note 47. R
186. Comm’n on Human Rights, 6th Sess., 162d mtg. at 4, U.N. Doc. E/CN.4/SR.162 (April 28,

1950).
187. Rep. of Third Comm., ¶ 22, U.N. Doc. A/5000 (Dec. 5, 1961) [hereinafter Report of the Third

Committee]; see also Bossuyt, supra note 54, at 384; Nowak, supra note 6, at 343. Summaries of the R
discussions in the Third Committee are available at U.N. Doc. A/C.3/SR.1070-1076; these documents
comprise the summary records of the 1070th to the 1076th meetings of the Third Committee.

188. Nowak, supra note 6, at 343. R
189. Report of the Third Committee, supra note 187, ¶ 22; see also Bossuyt, supra note 54, at 384. R
190. See Peter K. Yu, Region Codes and the Territorial Mess, 30 Cardozo Arts & Ent. L.J. 187,

245–52 (2012) (discussing a human-rights-based right to circumvent).
191. See Clay Shirky, The Political Power of Social Media: Technology, the Public Sphere, and Political

Change, 90 Foreign Aff. 28, 40 (2011).
192. The limitation in question must also meet the requirements of legality and proportionality. See

May 2011 La Rue Report, supra note 1, ¶ 24. R
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individuals with the ability to seek information about themselves,193 initia-
tives to provide “direct to consumer” genetic testing,194 and proposals for
regulations giving individuals the ability to access and correct personal and
financial data collected about them.195 (The right to a media of one’s choice
would also support, at least in a general sense, proposals for this data to be
portable so that consumers have the ability to move their own information
from one platform to another.196)

Article 19(2) also protects the right to “receive” information. Although
implicitly a part of the process of communication, the rights of readers or
others receiving expression or information have typically received less atten-
tion in the jurisprudence of free expression.197 Article 19(2) explicitly calls
for protection of the rights of individuals to receive information and expres-
sion from others, thus guarding not only the quintessential expressive activ-
ity of speaking “but also the information-gathering activities that precede
speech.”198 The protection of the “receipt” of expression and information in
the ICCPR, drafted in the late 1940s and early 1950s, is not surprising in
light of Cold War politics. As Margaret Blanchard notes, “[d]uring the
years under consideration, freedom to listen meant freedom of people living
behind the iron curtain to listen to Voice of America programming.”199

Applying the limitation principles of Article 19(3) to the right to receive
information indicates that this right could be restricted only in the most
limited of circumstances. Under Article 19(3), states must pursue a legiti-
mate purpose in order to restrict the rights guaranteed under Article
19(2).200 Except where disclosure of information violates the privacy of an-

193. See, e.g., Council Directive 95/46/EC, art. 10, 12, 1995 O.J. (L 281) 41, 42; Richard H. Thaler,
Show Us the Data. (It’s Ours, After All.), N.Y. Times, Apr. 24, 2011, at BU4 (discussing an effort under
way in Britain called “mydata,” designed to provide people with information about themselves in a
computer friendly way); Kevin J. O’Brien, Facebook Offers More Disclosure to Users, N.Y. Times, Apr. 13,
2012, at B4.

194. See, e.g., Caroline Wright et al., People Have a Right to Access Their Own Genetic Information, Ge-
nomes Unzipped (Nov. 3, 2011), http://www.genomesunzipped.org/2011/03/people-have-a-right-to-
access-their-own-genetic-information.php.

195. See Federal Trade Commission, Protecting Consumer Privacy in an Era of Rapid
Change: Recommendations for Businesses and Policymakers 64–68 (Mar. 2012); see also Martin
Merzer, FTC Privacy Report Backs More Credit Data Access for Consumers, Fox Business (Mar. 30, 2012),
http://www.foxbusiness.com/personal-finance/2012/03/28/ftc-privacy-report-backs-more-credit-data-ac-
cess-for-consumers/.

196. Such a data portability right would need to be carefully crafted. Peter Swire and Yianni Lagos
have critiqued the data portability provisions in the EU Data Protection Regulation as reducing con-
sumer welfare and posing significant data security risks. Peter Swire & Yianni Lagos, Why the Right to
Data Portability Likely Reduces Consumer Welfare: Antitrust and Privacy Critique, Maryland L.R. (forthcom-
ing 2013), available at http://ssrn.com/abstract=2159157.

197. See Julie E. Cohen, A Right to Read Anonymously: A Closer Look at “Copyright Management” in
Cyberspace, 28 Conn. L. Rev. 981, 1003 (1996).

198. Id. at 1010.
199. Blanchard, supra note 56, at 4. R
200. See ICCPR, supra note 2, art. 19(3) (“For the protection of national security or of public order R

(ordre public), or of public health or morals.”).
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other, the receipt of information alone will rarely cause harm.201 To the
extent states seek to limit the receipt of information, they are doing so in
order to prevent the formation of opinions or to deter actions that people
may take based on the information. The first is impermissible, since freedom
of opinion cannot be limited under any circumstances under Article 19(1),
and the second should be regulated separately, as action rather than as ex-
pressive activity.

Article 19(2) also protects the right to “impart” information. Most obvi-
ously, this protects expressive behavior. It also, however, protects the right
not to impart information. A right to impart information is about autonomy,
not just freedom. It grants a right to impart information but also, by neces-
sary implication, also a right not to impart information202—in other words,
a “right to be forgotten.” One of the most challenging aspects of the online
environment is digital permanence. Information that would have once
slipped into oblivion now follows us for the remainder of our lives.203

Granted, this is information largely voluntarily posted and perhaps we
should simply have to suffer the consequences of our actions. On the other
hand, when information was posted by someone too young to fully compre-
hend these consequences, there may be a better case for providing that per-
son with a legal option for requesting the removal of this information.204 In
the European Union, there have been explicit calls for such rules.205 A right
to be forgotten might also support the creation of technological tools de-
signed to allow digital forgetting.206

Finally, the right to access information under Article 19(2) extends to
information and ideas “of all kinds.”207 The breadth of the subject matter
encompassed by these terms is staggering—indeed, it is difficult to imagine
a broader construction. Article 19(2) protects not only political speech and
commentary but also the right to seek out, exchange, and impart informa-
tion of a factual or frivolous nature, both of which have important implica-
tions for human rights. As Clay Shirky has explained, in discussing Ethan
Zuckerman’s “cute cat theory of digital activism,” frivolous expression is

201. See Cohen, supra note 197, at 1013 (arguing that “the mere act of reading cannot injure”). Cohen R
argues that the right to read does not confer a right to information from an unwilling speaker. Id. at
1015. In the context of the ICCPR, which explicitly calls out not only the right to receive but also to
seek information and expression, this might be viewed as a restriction on the right to seek, not receive,
information.

202. Wooley v. Maynard, 430 U.S. 705, 714 (1977) (“We begin with the proposition that the right of
freedom of thought protected by the First Amendment against state action includes both the right to
speak freely and the right to refrain from speaking at all.”).

203. Solove, supra note 85, at 18 (“People must now live with the digital baggage of their pasts.”). R
204. See Anupam Chander, Youthful Indiscretion in an Internet Age, in The Offensive Internet, supra

note 85, 124, 126–27. R
205. Jeffrey Rosen, The Deciders: The Future of Privacy and Free Speech in the Age of Facebook and Google,

80 Fordham L. Rev. 1525, 1533–34 (2012); Steven C. Bennett, The “Right to Be Forgotten”: Reconciling
EU and US Perspectives, 30 Berkeley J. Int’l L. 161, 162–63 (2012).

206. See Rosen, supra note 205, at 1535 (discussing Tiger Text and X-Pire as examples). R
207. ICCPR, supra note 2, art. 19(2). R
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important for political change because the platforms that we use for social
purposes are often also used for activism and are difficult to shut down.208

Social media platforms also take advantage of the existing networks that
people use to connect with others in their private lives. Moreover, the free
flow of information itself, even if mundane or ordinary, can lead to calls for
greater political freedoms.209

C. Anonymity Online

Article 19(2) also protects anonymity online. The ability to remain anon-
ymous is critically important for ensuring freedom of expression. As the
Special Rapporteur notes, “throughout history, people’s willingness to en-
gage in debate on controversial subjects in the public sphere has always been
linked to possibilities for doing so anonymously.”210 Anonymity allows peo-
ple to give voice to things they might not otherwise express for fear of retri-
bution and thereby helps to mitigate the possible chilling effect of public
and private surveillance.

The Internet is both a protector of and a threat to anonymous speech. It is
a protector of anonymous speech because technology mediates between
speech and identity. As the now-famous New Yorker cartoon proclaimed,
“On the Internet, nobody knows you are a dog.”211 At the same time, the
Internet is also one of the greatest threats to anonymity. Private companies
interested in understanding their consumers’ behavior or enforcing copy-
rights are requiring users to identify themselves or developing other track-
ing mechanisms.212 Even when names are not required, the sheer volume of
information collected about each of us, largely by private companies, threat-
ens to reveal our identities to anyone diligent enough to put together the
pieces.213 Governments, as well, are regulating anonymity through choke-
point regulation, identification requirements, and data retention policies.214

208. Shirky, supra note 191, at 37; see also Ethan Zuckerman, The Cute Cat Theory Talk at ETech, My R
Heart’s in Accra (Mar. 8, 2008, 11:29 AM), http://www.ethanzuckerman.com/blog/2008/03/08/the-
cute-cat-theory-talk-at-etech/.

209. See Peter K. Yu, Six Secret (and Now Open) Fears of ACTA, 64 SMU L. Rev. 975, 1051–52 (2011)
(“While many entertainment products are uncontroversial, highly commercial, and seemingly frivolous,
they may create unintended spillover effects in promoting democratic transition in repressive
countries.”).

210. May 2011 La Rue Report, supra note 1, ¶ 53; see also Global Internet Liberty Campaign, supra R
note 76 (“Central to free expression and the protection of privacy is the right to express political beliefs R
without fear of retribution and to control the disclosure of personal identity. Protecting the right of
anonymity is therefore an essential goal for the protection of personal freedoms in an online world.”).

211. Peter Steiner, On the Internet, Nobody Knows You’re a Dog, The New Yorker, July 5, 1993, at 61
(cartoon), available at http://www.unc.edu/depts/jomc/academics/dri/idog.html (last updated Aug. 27,
1997).

212. A. Michael Froomkin, Lessons Learned Too Well 16–18 (Miami Law Research Paper Series, Paper
No. 2011-29), available at http://ssrn.com/abstract=1930017.

213. When AOL released a batch of search queries from its users, for example, reporters were able to
use these search queries to identify individual users. Grimmelmann, supra note 178, at 18. R

214. See Froomkin, supra note 212, at 18–30; see also May 2011 La Rue Report, supra note 1, ¶ 55. R
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Indeed, the proposed revisions to the ITU’s regulation were rife with “re-
peated references to the need for users to have a recognized identity.”215 The
convergence of public and private interests in identification and increasing
efforts to standardize identification technologies does not bode well for
anonymous speech on the Internet.

Although also protected by the right to privacy under Article 17 of the
ICCPR,216 the ability to remain anonymous in sending, receiving and im-
parting information and ideas played an important role in the drafting his-
tory of Article 19. During the negotiations, Brazil proposed to amend the
article to provide that “[a]nonymity is not permitted.”217 Although pro-
posed to protect the rights of others, this amendment was opposed on the
grounds that “anonymity might at times be necessary to protect the au-
thor.”218 In rejecting the Brazilian amendment, the negotiating parties re-
frained from taking a position on anonymity: Article 19(2) neither explicitly
prohibits nor explicitly protects anonymity. The result is, in essence, a deci-
sion to treat anonymity just like any other aspect of the freedom of informa-
tion and expression. States are free to impose limits on anonymity—and
indeed, should do so if necessary to protect the rights and reputations of
others—but if those limits affect freedom of expression and information (as
they almost inevitably do), they must meet the legality, legitimacy, and
proportionality requirements of Article 19(3).219

Although this compromise has largely been adequate for balancing the
interests at stake in regulating anonymity, it may no longer work today.
Government limits on anonymity typically occur after the fact of speech.
One may always forfeit the ability to remain anonymous by committing
crimes, harming others, or otherwise violating the law, for example.220 Even
where states restrain anonymity in advance—such as in Brazil, which pro-
hibits anonymity by law221—such restraints are difficult to enforce. Today,
however, technology makes it possible to eliminate anonymity absolutely,
invisibly, and with a high level of enforceability.222 Requirements that indi-

215. See Dwayne Winseck, The ITU and the Real Threats to the Internet, Part IV: the Triumph of State
Security and Proposed Changes to the ITRs, Mediamorphis (June 19, 2012), https://dwmw.wordpress.com/
2012/06/19/the-itu-and-the-real-threats-to-the-internet-part-iv-the-triumph-of-state-security-and-pro-
posed-changes-to-the-itrs/.

216. ICCPR, supra note 2, art. 17. R
217. Report of the Third Committee, supra note 187, ¶ 8. R
218. Id. ¶ 21; see also Bossuyt, supra note 54, at 379–80. R
219. See Karl Josef Partsch, Freedom of Conscience and Expression, and Political Freedoms, in The Interna-

tional Bill of Rights: The Covenant on Civil and Political Rights 209, 219 (Louis Henkin ed.
1981). Indeed, in light of the drafting history, Nowak argues that “the anonymous publication of an
opinion or information is protected by Article 19(2).” Nowak, supra note 6, at 341. R

220. See Chander, supra note 204, at 132 (noting that a federal judge issued subpoenas in a case R
involving the website Auto Admit, ordering the site to identify the individuals who had posted defama-
tory and abusive material on the site).

221. Constituição Federal, Oct. 8, 1988, art. 5, § 4 (Braz.), available at http://pdba.georgetown.
edu/Constitutions/Brazil/english96.html (“the expression of thought is free, and anonymity is
forbidden”).

222. Grimmelmann, supra note 112, at 1729–31. R
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viduals use their names or identification numbers to go online can be ap-
plied instantly to everyone, without exception.223 Of course, such
requirements can be circumvented (as demonstrated by the emergence of a
booming black market for identification numbers in South Korea after its
experiment with real-name identification),224 but circumvention is costly.
And circumvention can only occur if the user knows his or her anonymity is
being eroded; in many instances, companies track our online consumer be-
havior without our knowledge or consent. In this new online context, the
balance intended by the drafters in Article 19(2) by their silence on anonym-
ity is no longer adequate to protect anonymity and avoid chilling speech and
information exchange.

Creating and disseminating technologies of anonymity and data privacy
can help restore the balance intended by the drafters of Article 19(2). Tech-
nologies of anonymity are the tools that allow Internet users to mask their
identity online and protect the security of their communications. Tor, for
example, is free software designed to allow users to read, post to, and browse
the Internet without revealing their real world location.225 Technologies of
anonymity may be a particularly effective way of augmenting security be-
cause their use is in the hands of the speaker, who can best judge the level of
security required. Anonymity technologies are currently under threat, how-
ever. Special Rapporteur La Rue has noted that steps are “being taken in
many countries to reduce the ability of Internet users to protect themselves
from arbitrary surveillance, such as limiting use of encryption
technologies.”226

States should refrain from hindering and should take steps to promote the
ability of users to protect themselves online. Tools for protecting data pri-
vacy and limiting data collection online can also help restore balance. Data
privacy and anonymity are closely tied issues because data, even absent real-
name identification, can be used to identify individual users.227 Increasing
transparency around and strengthening the ability of consumers to make
choices about what information is tracked and stored (such as through the
efforts of the World Wide Web Consortium to “defin[e] mechanisms for

223. See Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, Rep. of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression: Addendum, Mission to the Republic of Korea, ¶¶ 49–52, Human Rights Council, U.N. Doc. A/
HRC/17/27/Add.2, Mar. 21, 2011 (describing Korea’s real-name identification system and noting “con-
cern[ ] about the impact of such identification systems to the right to freedom of expression”); see also
Pirongrong Ramasoota, Internet Politics in Thailand after the 2006 Coup: Regulation by Code in a Contested
Ideological Terrain, in Access Contested, supra note 100, at 98 (describing identification requirements R
in Thailand).

224. See Froomkin, supra note 212, at 37; see also Choe Sang-Hun, South Korean Court Rejects Online R
Name Verification Law, N.Y. Times, Aug. 23, 2012 (noting the law was overturned).

225. TOR, Anonymity Online, https://www.torproject.org/.
226. May 2011 La Rue Report, supra note 1, ¶ 55. R
227. Professor Julie Cohen has argued that privacy statutes do not respond sufficiently to anonymity

concerns because they are directed to the disclosure of information, and free speech can be equally chilled
by its collection. Cohen, supra note 197, at 1032–33. R
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expressing user preferences around Web tracking and for blocking or al-
lowing Web tracking elements”228) would help individuals remain anony-
mous online and protect their freedom of expression and information.229

Of course, in this new online environment, there is also increased harm as
a result of anonymity. The Internet’s ability to facilitate the formation of
groups with others who share our beliefs and interests can be a tremendous
asset in organizing and developing new methods of production,230 but on-
line groups can also become extremely destructive. As Danielle Keats Citron
has explained, the Internet can magnify the dangerous features of groups:
Group interactions online lead to feelings of closeness and affirm the nega-
tive views of their members. Digital mediation—the ability to interact with
people virtually instead of in person—makes it easier to dehumanize others.
Anonymity plays a key role in facilitating online harms in part because
“[i]ndividuals do and say things online that they would never consider do-
ing or saying offline because they do not feel anonymous and do not fear
getting caught.”231 The Internet provides a particularly attractive forum for
those who wish to spread damaging messages, not only because of anonym-
ity but also because of greater accessibility of the message.232 Further, it
lacks active speech intermediaries like newspaper editors who might other-
wise exercise control over the messages they transmit (whether out of
reputational concerns, market pressures, or the threat of legal liability).233

The result of this “perfect storm” of destructive group dynamics and
changes in the technological environment can lead to an especially vicious
kind of cyber-harm, frequently targeting women and minorities. Victims are
threatened, stalked, and harassed, often suffering significant and enduring
emotional and physical trauma.234

228. Tracking Protection Working Group Charter, W3C, http://www.w3.org/2011/tracking-protection/
charter (last visited Aug. 28, 2012); see also Federal Trade Commission, supra note 195, at 4–5 (calling for R
“Do Not Track” button); Universal Web Tracking Opt Out, Do Not Track, http://donottrack.us/ (last
visited Aug. 28, 2012).

229. See Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, Implementation of General Assembly Resolution 60/251 of March 2006 Entitled “Human Rights
Council”, ¶ 41, Human Rights Council, 4th Sess., U.N. Doc. A/HRC/4/27 (Jan. 2, 2007) (by Ambeyi
Ligabo) (condemning user tracking and the collection of data about users as restricting the rights to
privacy and freedom of expression).

230. See generally Clay Shirky, Here Comes Everybody: The Power of Organizing Without
Organizations (2008).

231. Danielle Keats Citron, Civil Rights in Our Information Age, in The Offensive Internet, supra
note 85, at 31, 36–37. R

232. Saul Levmore, The Internet’s Anonymity Problem, in The Offensive Internet, supra note 85, at R
50, 53.

233. Id. at 55. Indeed, at least one delegate appears to have supported anonymous expression assum-
ing such expression would be mediated by professionals. The delegate from Saudi Arabia said he would
abstain from voting on the Brazilian amendment on the ground that it would be contrary to established
literary traditions and violate the privacy of the author; he observed that “provided that his [the author’s]
name was known to the editor or publisher, there seemed to be nothing wrong with the practice.” Third
Comm. of the General Assembly Summ. Record, 16th Sess., 1075th mtg., Oct. 17, 1961, ¶ 24, U.N.
Doc. E/C.3/SR.1075.

234. See generally Citron, supra note 231, at 31–36. R
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Although there is an increased need for the protection of anonymity in
today’s digital environment, there is also an increased need for governments
to protect people from cyber-harms. The decision of governments such as
South Korea to impose real-name identification requirements are often di-
rected toward introducing more civility online and mitigating the harms of
malicious and false rumors and attacks on reputation.235 Such wholesale ap-
proaches that eliminate anonymity completely do not meet the proportion-
ality requirement of Article 19(3), however. Requiring identification ahead
of time eliminates anonymity for both harmful and protected speech alike. It
also removes anonymity for the act of seeking information, which (absent
intrusion into someone else’s privacy) does not typically cause harm. Gov-
ernments seeking to regulate anonymity in order to protect others should
instead consider more targeted approaches—such as augmenting civil, crim-
inal, administrative, and civil rights remedies, or limiting intermediary im-
munity so that intermediaries have an incentive to control for such
behavior.236 Continued reliance on post-speech limits on anonymity tailored
to address the particular harm at issue will help restore the balance intended
by Article 19(2).

D. Online Borders

In addition to protecting technology, access to information, and anonym-
ity, Article 19(2) is also fundamentally committed to a global Internet. Be-
cause of its ability to route around blockage and its end-to-end architecture,
the Internet has historically been thought of as a quintessentially “global”
medium—one that could not and should not be regulated by territorial sov-
ereigns.237 Increasingly, however, states are imposing borders online. They
are doing so along a spectrum of intensity, with some merely seeking to
protect certain national values in the online environment, such as prohibi-
tions on gambling or Nazi paraphernalia.238 States and private actors use a
variety of techniques to achieve these goals, ranging from the use of geoloca-
tional technologies (which pinpoint the geographic location of users) to con-
trol of local intermediaries (which control content or the payment
instruments used to conduct business online).239 Other states, however, are

235. Sang-Hun, supra note 224 (noting that the real-name identification law “was adopted amid
widespread concern that Internet users were deluging Web sites with malicious and defamatory com-
ments and false rumors; in a few cases, such statements were blamed in the suicides of celebrities”).

236. See, e.g., Solove, supra note 85, at 25 (proposing a notice and takedown approach for harmful R
gossip and rumor); Citron, supra note 231, at 38–40 (discussing the pros and cons of traditional remedies R
as well as proposing the use of civil rights remedies).

237. See, e.g., David R. Johnson & David Post, Law and Borders—The Rise of Law in Cyberspace, 48
Stan. L. Rev. 1367, 1372 (1996).

238. See, e.g., Paul Schiff Berman, The Globalization of Jurisdiction, 151 U. Penn. L. Rev. 311, 389–90
(2002); see generally Anupam Chander, Trade 2.0, 34 Yale J. Int’l L. 281 (2009) (discussing what these
developments mean for today’s world trading order).

239. See, e.g., Jack Goldsmith & Tim Wu, Who Controls the Internet? Illusions of a
Borderless World 7–13 (2006).
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taking efforts to nationalize the Internet to the next level. Through tech-
niques such as gateway filtering and intermediary liability, backed up by
legal and economic incentives, some states are attempting to create national
“intranets” that differ significantly from the Internet available to the rest of
the world.240

To some extent, of course, the creation of borders online is a good thing.
People want and need content that is responsive to their particular needs and
concerns.241 In addition, governments want to enforce laws on the Internet
that reflect local values and priorities.242 On the other hand, there are also
problems with borders online: They can violate the civil liberties and human
rights of citizens on both sides of the border, prevent people from accessing
ideas and expression from other parts of the world and views that differ from
their own, and even constitute trade barriers in their own right.243 Article
19(2) provides an important countervailing force to the rise of borders on-
line by creating an explicit right to seek, receive, and impart information
across borders. Article 19(2) does not prevent states from controlling and even
filtering content as it crosses their borders, but it does establish a presump-
tion against such limitations and requires that they meet the legality, legiti-
macy, and proportionality criteria of Article 19(3).

Article 19(2) prevents states from disproportionately burdening informa-
tion and expression from outside their borders. Article 19(2) guarantees the
right to seek, receive, and impart information “regardless of frontiers.”244

Taken at face value, this phrase might appear to mean that states could not
stop foreign content from crossing into their borders. Such an interpretation,
however, would be unreasonable, since Article 19 clearly allows states to
limit freedoms of expression and information in general and even provides a
test for evaluating when such limits are permitted. When the application of
ordinary principles of interpretation lead to a result that is absurd or unrea-
sonable, recourse to the drafting history is appropriate.245 The drafting his-
tory indicates that Article 19(2) was intended to create an equivalence

240. Deibert and Rohozinski call this “cyberspace territorialization.” Deibert & Rohozinski, supra
note 100, at 36. Cass Sunstein and Robert Putnam have used the term “cyberbalkanization” to refer not R
to the replication of national borders online but to the fragmentation of social structures that result from
individuals seeking out content that reflects their own world views. See Robert D. Putnam, Bowling
Alone 177–78 (2000); Cass R. Sunstein, Going to Extremes: How Like Minds Unite and Di-
vide 79 (2009).

241. “[P]eople in different nations tend to read and speak different languages and have different
backgrounds, capacities, preferences, desires, and needs. These reflect local differences in history, culture,
geography, and wealth. Internet users seek out, and content providers want to provide, congenial content
that reflects these differences.” Goldsmith & Wu, supra note 239, at 149.

242. Id. at 150.
243. See, e.g., OpenNet Initiative, A Starting Point: Legal Implications of Internet Filtering 8–10 (2004),

http://opennet.net/docs/Legal_Implications.pdf.
244. ICCPR, supra note 2, art. 19(2); see also Bossuyt, supra note 54, at 381 (the right to freedom of R

expression and information is “not to be limited within the confines of any political or territorial
entity”).

245. VCLT, supra note 33, art. 23(b). R
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between domestic and foreign content. The very first draft of the article on
freedom of information and expression for the UDHR provided that “[t]here
shall be free and equal access to all sources of information both within and
beyond the borders of the state.246 The Conference Draft replaced this with
the phrase “regardless of frontiers.”247 The original phrasing of this part of
Article 19(2)—that access must be “free and equal” for information “both
within and beyond” the state’s borders—makes clear that it was intended to
require states to treat foreign content like domestic content and to prevent
states from disproportionately burdening information and expression from
abroad.248 In addition, in treating foreign and domestic content alike, states
must ensure limits on foreign content meet the legality, legitimacy, and
proportionality requirements of Article 19(3). In this way, Article 19 is an
“international right,” one that guarantees freedom of expression “not only
in one’s own country but internationally.”249

Although the political climate changed rapidly after the drafting of the
UDHR, the text “regardless of frontiers” was included in the ICCPR and
remained unchanged during negotiations. Indeed, this phrase was discussed
only once in connection with the ICCPR. In response to a question about
why the UDHR Conference Draft shortened the text to “regardless of fron-
tiers,” Charles Malik, the delegate from Lebanon and a crucial figure in the
drafting of the UDHR and ICCPR, explained that this phrase was intended
to “enable anyone to seek information outside his own country.”250 Other
parts of the drafting history also support the conclusion that “regardless of
frontiers” limited the ability of states to block information from abroad. The
United States had initially wanted to guarantee correspondents’ ability “to
enter foreign countries, to have access to news sources, and to freely transmit
copy from abroad.”251 Because this was viewed by others as too much of an
intrusion on state sovereignty, early drafts of Article 19(2) included a clause
specifying that it would not prevent states from stopping the flow of people
across its borders.252 By implication, then, the language “regardless of fron-
tiers” was left to govern (and limit states’ ability to control) the flow of
information across borders.

246. Secretariat Draft, supra note 42; see also Humphrey, supra note 43, at 183–84. R
247. Conference Draft, supra note 47. R
248. The rhetoric that surrounded the drafting of this article—although exaggerated—indicates the

extent to which states felt even this limitation to be a significant restriction on their sovereignty. The
delegate from the USSR argued that this language “was too wide in scope and could lead to abuses, for it
could protect any act of espionage. No State could allow a foreigner to collect any kind of information
within its boundaries without any control. Articles 17 and 18, as now drafted, represented a violation of
national sovereignty.” Comm’n on Human Rights, 3rd Sess., 64th mtg. at 3, U.N. Doc. E/CN.4/SR.64
(June 17, 1948) [hereinafter Summary Record No. 64].

249. Partsch, supra note 219, at 217. R
250. Summary Record No. 165, supra note 60, ¶ 49. R
251. Blanchard, supra note 56, at 158–59. R
252. Conference Draft, supra note 47. R
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Later developments in the drafting of the ICCPR do indicate that some
caution is warranted in drawing inferences from the inclusion of this partic-
ular phrase, taken from the UDHR, in the ICCPR. The drafting of the
UDHR in the late 1940s took place in a particular ideological framework,
one that viewed the free flow of information across borders as central to
international peace and security. Although the U.S. position was also driven
in part by a desire to export the U.S. Constitution’s First Amendment
abroad, the United States and others broadly held the view that barriers to
the exchange of information across borders had contributed to the Second
World War.253 As the 1950s progressed, this viewpoint met with greater
and greater resistance, with both developing and Soviet-bloc states increas-
ingly allied against the “unrestricted” vision of freedom of information es-
poused by the United States and the United Kingdom. Thus, although the
states stood behind it uniformly during the debates about the UDHR and
did not challenge it in negotiating the ICCPR, the phrase reflects a
worldview that subsequently came under considerable pressure.254

The phrase “regardless of frontiers” would prohibit the creation of na-
tional cyberzones that differ significantly from the global Internet because
such zones constitute a disproportionate burden on foreign information and
expression. States are increasingly using a variety of technological, legal and
economic techniques aimed at creating national “intranets” that differ sig-
nificantly from the global Internet. These techniques include filtering and
blocking (both automatic filtering at gateway points, discussed below, as
well as laws that require intermediaries to control and block specific con-
tent); economic policies that support national Internet services providers or
which make “domestic content easier and less expensive to access than for-
eign”;255 investing in access points that are “tied to special Internet connec-
tions, which limit access only to resources found in the national Internet
domain”;256 as well as affirmative propaganda campaigns designed to popu-
late locally available sites with approved information.257 Collectively, these

253. Cate, supra note 90, at 374; see also Blanchard, supra note 56, at 61 (noting that one of the R
arguments in favor of promoting freedom of expression on the U.N.’s agenda, advanced by the represen-
tative of the Philippines, was that “[a] free press . . . might be the world’s only chance to save itself from
the atom bomb”).

254. This pressure eventually manifested itself in the late 1950s and 1960s in the push for a “New
Information and Communication Order,” spearheaded by the United Nations Educational, Scientific and
Cultural Organization (UNESCO). It was UNESCO’s support for this agenda, and the corresponding
limitations on the press it advocated, that eventually led the United States to withdraw support from
UNESCO. Cate, supra note 90, at 388–92; see also Blanchard, supra note 56, at 401. R

255. Deibert & Rohozinski, supra note 100, at 36. R
256. Id. at 27.
257. See Dwayne Winseck, Big New Global Threat to the Internet or Paper Tiger?: the ITU and Global

Internet Regulation, Part I, Mediamorphis (June 10, 2012), http://dwmw.wordpress.com/2012/06/10/
big-new-global-threat-to-the-internet-or-paper-tiger-the-itu-and-global-internet-regulation-part-i/ (“In
the Web 3.0 model, authoritarian states use filtering and blocking techniques to deny access and (1)
establish national laws that put such methods on a firm legal footing, (2) carve out a distinctive national
internet-media space dominated by national champions (Baidu, Tencent, Yandex, Vkontakte) instead of
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activities disproportionately burden foreign content and thus violate Article
19(2).

The obligation to avoid disproportionately burdening foreign content
would also require careful scrutiny of the practice of gateway filtering. Sev-
eral countries, including China, employ Internet filtering at the “backbone”
or “gateway” level, the level of the actual physical cables and routers that
connect “the domestic Internet to global networks.”258 As Professors Lee
and Liu explain, “[b]ecause online information enters the country through a
limited number of connection points, the Chinese government can control
the information by controlling these connection points.”259 At each of these
connection points or “gateways,” the Chinese government (with the help of
the U.S. company Cisco, among others) has installed a router that can drop
specified IP addresses.260 Users who seek to access those IP addresses will
simply receive a message that the desired website was not found, a message
indicating the network has timed out, or another error code.261 Collectively,
this set of gateway filters has been called the “Great Firewall of China”
because of its ability to block undesirable content from abroad—just as the
Great Wall of China was designed to block foreign invaders.262 Other states,
such as Saudi Arabia, Pakistan and Thailand, have similarly built centralized
control points into their Internet infrastructures and used these control
points to implement filtering systems at the international-gateway level.263

At least with respect to countries that are parties to the ICCPR, such as
Pakistan and Thailand,264 Article 19(2) casts doubt on the practice of gate-
way filtering. Although the other social and legal mechanisms that countries
use to control online content, such as surveillance or licensing, are also
highly effective in their own ways,265 gateway filtering presents particular

Google, Facebook and Apple, within which (3) the state actively uses ‘internet-media-communication’
campaigns (propaganda) to shape the total information environment.”) (internal citations omitted).

258. Lee & Liu, supra note 103, at 133. R
259. Id.
260. Goldsmith & Wu, supra note 239, at 93. An “IP address” is a number assigned to each device R

on the participating network. Dropping the IP address means blocking, through a variety of means,
requests for information from devices with that address. See also Steven J. Murdoch & Ross Anderson,
Tools and Technology of Internet Filtering, in Access Denied: The Practice and Policy of Global
Internet Filtering 57, 59–60 (Ronald Deibert et al. eds. 2008). The result is that websites located on
computers with blocked IP addresses will not appear on the user’s computer.

261. Goldsmith & Wu, supra note 239, at 94. R
262. Lee & Liu, supra note 103, at 133. Others include as part of the “great firewall” the entire range R

of techniques that China uses to control online content, including intermediary licensing, surveillance,
and punishment. See Milton L. Mueller, China and Global Internet Governance: A Tiger by the Tail, in
Access Contested, supra note 100, at 177, 181. R

263. Lee & Liu, supra note 103, at 142; Robert Faris & Nart Villeneuve, Measuring Global Internet R
Filtering, in Access Denied, supra note 260, at 1, 14; Ramasoota, supra note 223, at 98. R

264. For a list of parties to the ICCPR, see Status of International Covenant on Civil and Political
Rights, United Nations Treaty Collection, http://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY
&mtdsg_no=IV-4&chapter=4&lang=en. China and Saudi Arabia are not parties to the ICCPR. Id.

265. In addition to gateway and ISP level filtering, states employ a range of second- and third-
generation controls, including laws and regulation that encourage self-censorship and affirmative misin-
formation and propaganda. See Deibert & Rohozinski, supra note 100, at 30–31. R
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challenges for free expression. Gateway filtering is more effective and less
expensive for governments because it does not rely on compliance by indi-
vidual ISPs to block content. Absent gateway filters, which operate auto-
matically, governments must turn to ISPs to block prohibited sites, and the
resulting filtering may be more variable and less consistently enforced.266

Australia, for example, which has a more decentralized Internet infrastruc-
ture, has not been able to rely on gateway filtering and has found it difficult,
as a result, to “deploy[ ] an effective filtering system.”267 Further, gateway
filtering is also more difficult for users to circumvent.268 Thus, countries
that filter foreign content at deeper levels than domestic content are dispro-
portionately limiting access to information and ideas across borders and trig-
gering the protection of Article 19(2).269

III. Implementing Article 19

This section considers the issue of implementation and non-state actors.
Relying on the text and drafting history of the ICCPR, this section argues
that Article 19 applies directly to the activities of private actors that sub-
stantially burden freedoms of expression and information. Article 19 there-
fore provides a basis for increased transparency and accountability for online
intermediaries. Article 19 does not prohibit online regulation by non-state
actors, nor would that be desirable; non-state actors might be more effective
and conscientious regulators than states in many cases. Applying Article 19
to their conduct simply ensures that the activities of non-state actors, which
affect a range of expressive activity, take place within the human rights
framework.

This section also argues that, in addition to bearing direct responsibility
for some aspects of freedom of expression and information, technology com-
panies should be—indeed must be—a central part of an affirmative vision of
online freedom. These companies not only determine the development of the
technology itself (the code and architecture of online expression and infor-
mation) but often contribute to the development of standards that foster
convergence on particular technologies. Technology companies are impor-
tant partners because they can embed “human rights defaults” into their

266. “When filtering is delegated to the ISP level, and hence decentralized, there may be significant
differences among ISPs regarding the filtering techniques used and the content that is filtered.” Faris &
Villeneuve, supra note 263, at 16. R

267. Lee & Liu, supra note 103, at 143. R
268. Murdoch & Anderson, supra note 260, at 65 (“For countries with tightly controlled Internet R

connectivity, these measures [such as IP filtering] can also be placed at the international gateway(s),
which makes circumvention more difficult and avoids ISPs being required to take any action.”).

269. Many countries focus their filtering efforts on locally produced content. See Faris & Villeneuve,
supra note 263, at 21. Article 19(2) also prohibits censorship of local content that does not meet the R
requirements of Article 19(3), but this does not trigger the phrase “regardless of frontiers.”
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technology by designing it in ways that make it harder for states to violate
international human rights.

A. Non-State Actors

A central challenge for Internet regulation is the private ownership and
regulation of the infrastructure of the Internet. As Special Rapporteur La
Rue notes, “the way in which information is transmitted [on the Internet]
largely depends on intermediaries, or private corporations which provide ser-
vices and platforms that facilitate online communication or transactions be-
tween third parties, including giving access to, hosting, transmitting, and
indexing content.”270 As these third parties gain ever greater shares of the
online market and audience, intermediary choices about what content they
will transmit or display increasingly begin to look like a kind of censorship.
Rebecca MacKinnon, for example, recounts controversy over Apple’s review
process for new applications or “apps” for its iPhone platform. Among other
things, Apple refused to carry an app featuring the work of cartoonist Mark
Fiore that ridiculed President Obama as well as two apps that respectively
“aimed to help ‘cure’ gay men of their homosexuality” and “condemned
homosexuality as ‘immoral.’ ” 271 While the press had historically always
played a role as an intermediary in the regulation of speech,272 that role is
filled today by Internet service and content providers and other technology
companies. Moreover, the role of these companies has increased exponen-
tially as the opportunities for expression have expanded through the availa-
bility of online platforms.

States compound this problem by outsourcing regulation of online con-
tent to these intermediaries. Intermediary liability refers to the practice of
holding intermediaries such as ISPs “liable for the content disseminated or
created by their users.”273 This practice “severely undermines the enjoyment
of the right to freedom of opinion and expression, because it leads to self-
protective and over-broad private censorship, often without transparency
and the due process of law.”274 The Chinese government, for example,
requires intermediaries to remove prohibited content but refrains from iden-
tifying precisely what content is prohibited; this ambiguity leads in-
termediaries to self-censor and, in many cases, results in over-blocking.275

Even efforts to protect intermediaries from liability through notice and take-
down safe harbors can have the effect of outsourcing responsibility for regu-

270. May 2011 La Rue Report, supra note 1, ¶ 38. R
271. MacKinnon, supra note 101, at 126–27. R
272. Blanchard, supra note 56, at 28. R
273. May 2011 La Rue Report, supra note 1, ¶ 40. R
274. Id.; see also Case No. C-70/10, Scarlet Extended SA v. Société belge des auteurs, compositeurs et éditeurs

SCRL, European Court of Justice, 2011 E.C.R. I-00000 (invalidating injunction requiring ISP filtering
in part because “that system might not distinguish adequately between unlawful content and lawful
content”).

275. MacKinnon, supra note 101, at 36–40. R
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lation. Intended to shield intermediaries by providing them with immunity
from liability if they comply with certain conditions (such as removing the
challenged content), notice and takedown laws can nonetheless lead to over-
broad private censorship when intermediaries, under the threat of penalties
for failure to respond adequately, “err on the side of safety by overcensoring
potentially illegal content.”276 Such outsourcing of decisions about the regu-
lation of online activity poses significant problems from a human rights
perspective. There is often no transparency about the decisions reached by
these third parties, which compounds efforts to hold them accountable. In-
termediaries also lack the expertise, information, and resources to make dif-
ficult choices about conflicting values and rights, and as a result are
generally “not best placed to make the determination of whether a particu-
lar content is illegal, which requires careful balancing of competing interests
and consideration of defences.”277

Unlike U.S. constitutional law and most of international human rights
law, which typically apply only to state action, Article 19(2) imposes obliga-
tions directly on third party intermediaries in some instances. Broadly
speaking, there are three ways to conceptualize the responsibility of private
actors for violations of international human rights law.278 Most frequently,
human rights law assumes these actors do not have any independent duties
and turns to governments to protect individuals, through domestic law,
from violations of their rights by such parties.279 The 2008 report of the
U.N. Special Representative of the Secretary General on Human Rights and
Transnational Corporations and other Business Enterprises, John Ruggie, for
example, explains that states have a duty to “take all necessary steps to
protect against such abuse, including to prevent, investigate, and punish the
abuse, and to provide access to redress.”280 At times, although less fre-
quently, international law also imposes duties on private actors them-
selves.281 Finally, it is also possible to think of human rights obligations as
moral or ethical duties, not legal obligations. The Ruggie Report argues, for
example, that corporations have the obligation to respect rights, grounding
this obligation in “social expectations—as part of what is sometimes called a
company’s social license to operate.”282

276. May 2011 La Rue Report, supra note 1, ¶ 41; see also Jennifer M. Urban & Laura Quilter, Efficient R
Process or “Chilling Effects”? Takedown Notices Under Section 512 of the Digital Milennium Copyright Act, 22
Santa Clara Computer & High Tech. L.J. 621, 687–88 (2006).

277. May 2011 La Rue Report, supra note 1, ¶ 41. R
278. John H. Knox, Horizontal Human Rights Law, 102 Am. J. Int’l L. 1, 1 (2008).
279. Id. (discussing the general obligation of states to “use due diligence to ensure that human rights

are protected from private interference”).
280. Special Representative of the Secretary-General on the Issue of Human Rights and Transnational

Corporations and Other Business Enterprises, Protect, Respect and Remedy: A Framework for Business and
Human Rights, ¶ 18, U.N. Doc. A/HRC/8/5 (Apr. 7, 2008) [hereinafter Ruggie Report].

281. Knox, supra note 278, at 2. In rare cases, human rights law also enforces these duties. Id. R
282. Ruggie Report, supra note 280, ¶ 54. In some instances, one might also make the argument that R

when a government delegates responsibility for regulating online content to third parties, “censorship
under such pervasive nominally private systems at the behest of the national government is properly
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With respect to Internet intermediaries, most of the conversation about
human rights has focused on the first and third of these approaches—the
obligation of states to protect individuals from violations of their rights by
private actors, and the moral or ethical duties of corporations. Proposals for
legislation like the Global Online Freedom Act emphasize the responsibility
of the U.S. government to control intermediaries and to prevent them from
violating human rights.283 The Global Network Initiative provides, among
other things, a framework of best practices and an assessment mechanism for
evaluating the human rights performance of companies in the information
and communication technologies sector.284 Several non-profit and public in-
terest institutions focused on technology (such as the Berkman Center for
Internet and Society at Harvard University and the Center for Democracy
and Technology in Washington, D.C.) or on corporate social responsibility
(such as the non-profit organization Business for Social Responsibility) have
drafted guiding principles for companies in this area.285 Others have empha-
sized the way in which the technology itself and the opportunities it creates
can be associated with particular responsibilities. Professor Anupam
Chander, for example, has argued that new media companies have special
responsibilities, including to distant peoples, because of “the special role of
new media in empowering individuals.”286

The drafting history of Article 19(2), however, reveals that there is also a
basis for applying it directly to the conduct of private actors. Article 19(2)
provides that “[e]veryone shall have the right to freedom of expression,” but
does not specify whether it intends to apply this to public or private actors.
In light of this ambiguity, it is appropriate to turn to the drafting history.
Throughout the drafting of the ICCPR, there were two competing under-
standings of the scope of what became Article 19(2): “One was that the
article was intended to protect the individual only against governmental
interference. The other view was that the article should protect the individ-
ual against all kinds of interference.”287 The United States and the United
Kingdom, for example, both supported a draft of the article that would
guarantee the “right to freedom of information and expression without gov-

chargeable to the state.” Dawn C. Nunziato, How (Not) to Censor: Procedural First Amendment Values and
Internet Censorship Worldwide, 42 Geo. J. Int’l L. 1123, 1139 (2011).

283. See Cindy Cohn et al., Global Online Freedom Act 2012 Is an Important Step Forward, Electronic
Frontier Foundation (Apr. 18, 2012), https://www.eff.org/deeplinks/2012/04/global-online-freedom-
act.

284. About Us, Global Network Initiative, http://www.globalnetworkinitiative.org/about/index.
php (last visited Aug. 10, 2012).

285. See, e.g., Erica Newland et al., Account Deactivation and Content Removal: Guiding Principles
and Practices for Companies and Users (Sept. 2011), http://cyber.law.harvard.edu/sites/cyber.law.harvard.
edu/files/Final_Report_on_Account_Deactivation_and_Content_Removal.pdf; Business for Social Re-
sponsibility, Applying the UN Guiding Principles on Business and Human Rights to the ICT Industry
(Aug. 2011), http://www.bsr.org/reports/BSR_UN_Guiding_Principles_and_ICT.final.pdf.

286. Anupam Chander, Googling Freedom, 99 Cal. L. Rev. 1, 28 (2011).
287. Annotations, supra note 62, ¶ 122; see also Bossuyt, supra note 57, at 379. R
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ernmental interference.”288 They did not believe there was a significant
threat to expression by private actors and were concerned that extending the
article to private interference would lead to complications; they also felt that
if included, such a provision would require much more detailed
treatment.289

The Commission on Human Rights, however, explicitly declined to in-
clude the phrase “without governmental interference” because a majority of
the delegates wanted the article to apply to private conduct. A group of the
representatives, led by France, opposed the phrase “without governmental
interference,”290 because “private financial interests and monopoly control of
media of information could be as harmful to the free flow of information as
governmental interference, and that the latter should therefore not be sin-
gled out to the exclusion of the former.”291 France, Denmark, and Lebanon,
in particular, all spoke out about the importance of the threat to expression
and information posed by private conduct.292 Lebanon argued, for example,
that “[i]n many countries, private interference from groups of individuals
was more to be feared than governmental interference.”293 Statements of the
representatives involved in negotiation demonstrate that they explicitly un-
derstood the removal of the phrase, “government interference,” to extend
liability under Article 19(2) to private actors.294 Subsequent commentators
have also concluded that Article 19(2) applies to both public and private
conduct.295

Article 19(2) not only imposes on governments the obligation to protect
the rights of individuals from violations by third parties but also requires
private actors to be treated like state actors in some instances. First, Article

288. U.S. Draft, supra note 57. R
289. See, e.g., Summary Record No. 160, supra note 80, ¶¶ 27, 36 (statement of U.S. delegate that R

deleting text “would create complications and give rise to many unpredictable situations” and by U.K.
delegate that proposal would require “fuller treatment”); Summary Record No. 163, supra note 57, ¶ 28 R
(statement of U.S. delegate that “the principal source of interference was censorship enforced by the
State”); Summary Record No. 165, supra note 60, ¶ 15 (statement of the U.S. delegate admitting that R
private interference existed but that “it would be difficult to expose or prevent them”); see also, e.g.,
Summary Record No. 320, supra note 59, at 4 (opposition by United Kingdom in Eighth Session of R
Commission on Human Rights to include private conduct because it would be “impossible to provide in
a single article a code governing conduct in the field of personal relationships”). See generally
Blanchard, supra note 56, at 260 (discussing the U.S. position). R

290. Summary Record No. 165, supra note 60, ¶ 17 (adopting French proposal to eliminate the words R
“governmental interference” from the baseline text).

291. Annotations, supra note 62, ¶ 24; see also Bossuyt, supra note 54, at 385. R
292. Summary Record No. 160, supra note 80, ¶¶ 45–46. R
293. Summary Record No. 163, supra note 57, ¶ 42. R
294. See Third Comm. of the Gen. Assembly Summ. Record, 16th Sess., 1070th mtg., ¶ 37, U.N.

Doc. E/C.3/SR.1070 (Oct. 11, 1961) (statement by delegate from Iran that in order to cover the range of
relevant interference, “[i]t would therefore be necessary either to prohibit all possible forms of interfer-
ence or to delete the reference to governmental interference”).

295. See, e.g., Nowak, supra note 6, at 344 (“As with freedom of opinion, freedom of expression is R
protected not only against interference by public authorities but also against that by private parties.”);
Stephanie Farrior, Molding the Matrix: The Historical and Theoretical Foundations of International Law Con-
cerning Hate Speech, 14 Berkeley J. Int’l L. 1, 23 (1996).



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 55 24-JUN-13 11:00

2013 / Toward an International Law of the Internet 447

19(2), like other human rights provisions, places an obligation on states to
act to protect individual rights from violations by non-state actors. Indeed,
during the drafting history, it was clear this was an important part of what
the delegates contemplated.296 Second, Article 19(2) imposes direct obliga-
tions on non-state actors (thus requiring them to be treated like state actors
in some circumstances) by creating an equivalence between public and pri-
vate action in some instances. By removing the phrase “without governmen-
tal interference,” the delegates ensured that the “right to freedom of
expression” was guaranteed against all kinds of interference, both public and
private. In this way, Article 19(2) recognizes that with respect to informa-
tional and communicative rights, private actors—those who largely own the
infrastructure of transmission—can constitute as great of a threat to expres-
sion and information as the state.

Article 19(2) creates an equivalence between public and private interfer-
ence, not public and private activity. Private actors do not trigger the appli-
cation of Article 19(2) unless and until they interfere with a protected right.
In most instances, private activity will not rise to this level. For example, if
one hosting service declines to display my content, there are plenty of other
services for me to choose from. In that instance, the intermediary has not
“interfered” with my right to seek, receive, and impart ideas and informa-
tion. When, however, an intermediary assumes such a dominant market po-
sition that its decision not to display my content means that I effectively
cannot reach a meaningful audience, that intermediary is “interfering” with
my right and must justify its decision according to the three-step test of
Article 19(3).297 This does not mean that private entities whose actions in-
terfere with individual rights of expression and information cannot act—it
simply means that they cannot act arbitrarily. When a private entity as-
sumes such a dominant position with respect to expressive rights that its
conduct threatens to interfere with those rights, it must comply with the
legality, legitimacy, and proportionality requirements of Article 19(3). At
the very least, this duty would require intermediaries to be more transparent
about their activities, “to report regularly and systematically to the public
on how content is policed, and under what circumstances it gets removed or

296. France argued that the problem of freedom of expression and information simply “could not be
dealt with in a general document without considering both of its aspects, namely respect for those
freedoms by the State itself and the obligation incumbent upon the State to ensure respect for those
freedoms.” Summary Record No. 165, supra note 60, ¶ 13. R

297. Similarly, one might argue that although Facebook is entitled to set its own terms of service, it
is so widely used as a platform for political activism that its policy of prohibiting pseudonymous pages
interferes with the right to freedom of expression and information and must meet the requirements of
Article 19(3). See MacKinnon, supra note 101, at 151–53 (discussing Facebook’s removal of the “We R
Are All Khaled Said” page used to facilitate protests against torture in Egypt because it was not regis-
tered under a real identity—even though using their real names would have exposed the activists in-
volved to retaliation by the government).
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blocked and at whose behest.”298 Article 19(2) therefore provides a basis for
increased transparency and accountability for online intermediaries, includ-
ing the development of digital due process standards.

Article 19(2) also anticipates and provides a framework for resolving con-
flicts between the speech rights of individuals and third party in-
termediaries. Intermediaries have their own expressive interests in choosing
what speech and information to convey.299 Requiring intermediaries whose
activities occupy such a dominant place in the market that they are effec-
tively acting like state actors, to justify the choices they make about content
is a burden on the intermediary’s own speech. Article 19(3), however, ac-
knowledges and sanctions this additional burden if needed to protect the
rights of others. Article 19(3) specifies that “[t]he exercise of the rights
provided for in paragraph 2 of this article [namely, freedom of expression
and information] carries with it special duties and responsibilities.”300 Be-
cause of this special status, freedom of expression and opinion can be limited
in order to protect, among other things, “the rights and reputations of
others.”301 Thus, Article 19(3) recognizes that all those who exercise their
own expressive rights under Article 19(2), including speech intermediaries,
are subject to duties in the process, and because of those duties, their rights
may be limited if necessary to protect the rights of others to express
themselves.

The drafting history confirms this interpretation and further clarifies the
nature of the duties that the drafters contemplated. During the negotiation
of the ICCPR, states on several occasions expressed concern that individuals
would exercise their own expressive rights in ways that harmed the rights of
others.302 This was a particular concern in light of the dominance that could
be achieved by some voices at the expense of others in situations of media
concentration.303 The language of “duty” was added to make clear that
“opinion makers” were obligated “not to abuse their power at the expense

298. Id. at 244. Frank Pasquale has argued for government monitoring of dominant intermediaries
given their market power and the existence of significant information asymmetries between users and
providers. Frank Pasquale, Beyond Innovation and Competition: The Need for Qualified Transparency in Internet
Intermediaries, 104 Nw. U.L. Rev. 105 (2010).

299. See Randolph J. May, Net Neutrality Mandates: Neutering the First Amendment in the Digital Age, 3
I/S: J. L. & Pol’y for Info. Soc’y 197, 202 (2007).

300. ICCPR, supra note 2, art. 19(3). R
301. Id.
302. See generally Bossuyt, supra note 54, at 386 (recounting the state parties’ discussion about the R

importance of duties); see also Nowak, supra note 6, at 350 (“Freedom of expression, as well as freedom to R
seek information, is quite capable of violating the rights of others, particularly privacy.”).

303. As Nowak explains, “as a consequence of the power associated with the influencing of public
opinion, the exercise of freedom of expression tends toward concentration and monopolization, which
leads to conflicts with the freedom of opinion and expression of others. The power of large media enter-
prises suppresses the freedom of the press of smaller publishers; the freedom of expression of the owners
of media companies competes with that of their editors; and the freedom of expression of the latter
conflicts with the great majority of the population, which is unable to procure access to the opinion-
shaping media of the modern information society.” Nowak, supra note 6, at 350. R



\\jciprod01\productn\H\HLI\54-2\HLI205.txt unknown Seq: 57 24-JUN-13 11:00

2013 / Toward an International Law of the Internet 449

of others.”304 Intermediaries are free to exercise their own rights, but if they
interfere with the rights of others in the process and by virtue of their domi-
nance in the market, they can be called on to justify their choices within the
framework of Article 19(3).

B. Human Rights Defaults

Enforcing Article 19 with respect to non-state actors raises all the diffi-
culties of enforcing international law more generally—and then some. The
question of how to enforce international law even with respect to states is
challenging given that this law “lacks a central governmental authority that
has the power to enforce its commands.”305 In response to critiques that
international law cannot be understood as “law” without these traditional
mechanisms for coercion,306 scholars have emphasized a variety of ways in
which international law nonetheless influences the behavior of states.307 For
Internet intermediaries, as is true for almost all of international law, there is
simply no central authority to decide when a particular intermediary’s mar-
ket presence triggers Article 19 or whether the response of this intermediary
is sufficient. In fact, the question of how to enforce the duties that interna-
tional law imposes directly on non-state actors is even more challenging
since this kind of direct duty is so rare in international law. Presumably, as
is the case for international law in general, many of these questions will be
worked out over time through the norm-generating activities of interna-
tional institutions and human rights advocates. Enforcement, as well, could
occur in the same way that international law influences the behavior of
states: through pressure, shame sanctions, socialization, monitoring, and the
creation of transnational networks.

The purpose of this section is to suggest that we consider, in addition to
these established techniques, a new route for enforcing international law—
namely, enforcement through technology itself. As discussed above, code—
the architecture of the Internet—can be a highly effective regulatory modal-
ity. Like law, markets, and social norms, code affects both what is possible
and what is likely online.308 In making decisions about code, technology

304. Id. at 351.
305. Oona Hathaway, Between Power and Principle: An Integrated Theory of International Law, 72 U. Chi.

L. Rev. 469, 490 (2005).
306. Jack L. Goldsmith & Eric A. Posner, The Limits of International Law 201–02 (2005).
307. See generally Abram Chayes & Antonia Handler Chayes, The New Sovereignty: Compli-

ance with International Regulatory Agreements (1998); Thomas M. Franck, Fairness in
International Law and Institutions (1995); Oona Hathaway & Scott J. Shapiro, Outcasting: Enforce-
ment in Domestic and International Law, 121 Yale L.J. 252 (2011); Andrew K. Woods, A Behavioral
Approach to Human Rights, 51 Harv. Int’l L.J. 51 (2010); Oona Hathaway, Between Power and Principle:
An Integrated Theory of International Law, 72 U. Chi. L. Rev. 469 (2005); Ryan Goodman & Derek Jinks,
How to Influence States: Socialization and International Human Rights Law, 54 Duke L.J. 621 (2004); An-
drew Guzman, A Compliance-Based Theory of International Law, 90 Cal. L. Rev. 1823 (2002); Harold
Hongju Koh, Why Do Nations Obey International Law?, 106 Yale L.J. 2599 (1997).

308. See supra notes 91–105 and accompanying text. R
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companies are routinely making decisions about how to enable and constrain
the behavior of states. Indeed, this is nowhere more clear than in the exam-
ple of China. In applying Lessig’s “code as law” theory to Internet filtering
in China, Professors Lee and Liu argue that China’s technological filtering
functions as a sort of “law” that regulates behavior.309 The Great Firewall
removes objectionable content originating outside of China automatically
and instantaneously, without review or redress.310 For individuals in China
who seek to access blocked information, access is denied even more effec-
tively than if the content were only prohibited by law.311 These gateway
filters make it easier for China to limit expression and information because it
makes regulation less costly in terms of time, effort, expertise and
expense.312

Because of the role technology can play in facilitating state compliance
with international law, technology companies are not just part of the prob-
lem—they are also a critical part of the solution. Technology companies are
key allies in the enforcement of Article 19(2) because of their role in the
creation and development of code and technical standards.313 In controlling
code, these companies also control a kind of “law.” Moreover, these compa-
nies also play a critical role in the development of technical standards. Tech-
nical standards can be understood most simply as code that everyone agrees
to use. More precisely, they are the “agreed-upon rules structuring informa-
tion in common formats and establishing communication interfaces that en-
able interoperability between diverse ICT environments.”314 One of the

309. Lee & Liu, supra note 103, at 137. R
310. Molly Land, Google, China, and Search, 14 ASIL Insight 1 (2010), http://www.asil.org/files/

insight100805pdf.pdf. For content originating within China, the government uses a variety of tech-
niques, including laws that require filtering by ISPs and other Internet service providers, as well as
affirmatively spreading disinformation. Id.

311. Of course, China’s filters are not absolute bars. Individuals can obtain otherwise filtered content
via circumvention tools and strategies. See generally Hal Roberts et al., 2010 Circumvention Tool Usage
Report (October 2010), http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/2010_Circumven-
tion_Tool_Usage_Report.pdf. Use of these tools and strategies, however, is costly. Even if the costs of
routing around filters is not prohibitively expensive, filters that make things even slightly more expen-
sive can disincentivize individuals from pursuing content the government does not want them to see.
Further, perfect control is not necessary—the government has only to make expression costly enough that
it will deter most of the people most of the time. Derek E. Bambauer, The Myth of Perfection, 2 Wake
Forest L. Rev. Online 22, 23 (2012) (“leaky Internet censorship works”). This is well illustrated by
China. Although the government’s control of the Internet is effective, it is not absolute. Chinese users
have access to considerable online content, including some politically sensitive content. Moreover, by
allowing some freedom online, China is able to control content that is of most concern while largely
avoiding discontent that might become a call for political change. Land, supra note 310, at 1. R

312. Lessig, supra note 91, at 56 (“The higher the cost of a regulation, the less likely it will be R
pursued as a regulation.”).

313. See Yu, supra note 157, at 68 (calling on technology developers to be involved in the process of R
protecting fair use through code).

314. DeNardis, supra note 93, at 497; see also Brad Biddle et al., The Expanding Role and Importance of R
Standards in the Information and Communications Technology Industry, 52 Jurimetrics J. 177, 179 (2012)
(“ICT products consist of a variety of equipment, devices, and components that work only if they can
connect to, and operate with, other equipment, devices, and components often made by other
manufacturers.”).
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most prominent standards organizations is the Internet Engineering Task
Force (IETF), a volunteer-based organization aimed at “mak[ing] the In-
ternet work better by producing high quality, relevant technical documents
that influence the way people design, use, and manage the Internet.”315

Standards are important because they imbue decisions about technology
with permanence and create network effects, thus making later changes
more difficult.316 Technology companies are often centrally involved in the
development of these standards. For example, prominent engineers at lead-
ing technology companies have historically played important roles in the
decision-making processes of the IETF.317 Because of the central role they
play in creating code and embedding this code in international standards,
technology companies are well placed to play a role in enforcing interna-
tional law through code.

But why should they do so? Technology companies do not necessarily
have a stellar record when it comes to decisions affecting human rights.
Yahoo! was roundly criticized and in fact the subject of a lawsuit for human
rights violations as a result of its decision to share user information with the
Chinese government that the government used to imprison a dissident.318

Google’s decision to filter its online search engine in China was viewed as
capitulation to a repressive government’s demands.319 Cisco and other U.S.
technology companies have been the subject of heavy criticism in recent
years for selling technology and services for monitoring and limiting expres-
sion online to countries such as China, Burma, Saudi Arabia, Tunisia, Iran,
and Yemen, among others.320 Moreover, it is not clear these companies
would be interested in such an endeavor. Technology companies are, after
all, companies that may be more concerned with their bottom line than
international human rights values.321

315. Mission Statement, IETF, http://www.ietf.org/about/mission.html; see also Ryan, supra note 3, at R
37.

316. DeNardis, supra note 96, at 90–91 (“Once adopted, standards permeate technologies made by R
different manufacturers, and they may endure for long periods of time because of product investments,
institutional commitments, and, through network effects, their deep entrenchment in global technology
infrastructures.”).

317. Id. at 208 (noting that participants in standards development “usually have the financial back-
ing of salaries from corporate employers supporting their participation” and that at the IETF, individuals
“also represent the interests of the institutions funding their involvment”).

318. See, e.g., Nicholas D. Kristof, Op-Ed., China’s Cyberdissidents and the Yahoos at Yahoo, N.Y. Times,
Feb. 19, 2006, at A13.

319. See Ted Bridis, Google Compromised Its Principles in China, Founder Says, USA Today (June 6, 2006,
8:20 PM), http://usatoday30.usatoday.com/tech/news/2006-06-06-google-china_x.htm.

320. See, e.g., Helmi Noman & Jillian C. York, West Censoring East: The Use of Western
Technologies by Middle East Censors 2010–2011, http://opennet.net/sites/opennet.net/files/ONI_
WestCensoringEast.pdf; Ben Wagner, Exporting Censorship and Surveillance Technology
(2012); Richard Winfield & Kristin Mendoza, Does China Hope to Remap the Internet in Its Own Image?, 2 J.
Int’l Media & Ent. L. 85, 94–97 (2008).

321. It is also worth asking why, given this track record, we would want technology companies
involved in enforcing international law at all, even if they were willing to do so. I would argue that it is
better to have them be part of the process than outside it. Their decisions about technology are going to
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There are several reasons why technology companies may be willing part-
ners in supporting freedom of expression and information online. First, de-
spite their varied track record overall, a number of technology companies
have in fact been struggling with these issues in a way that reflects a deep
commitment to online freedom. For example, although it had initially ac-
ceded to Chinese law by censoring its local search engine at google.cn, Google
decided in early 2010 that it was no longer willing to do this and began
redirecting users to its uncensored engine at google.com.hk. Clearly, this was
motivated at least in part by business interests and security concerns; it
noted its decision was a response to a hacking attack originating from China
that targeted the Google email accounts of Chinese human rights activ-
ists.322 In part, however, Google’s decision also reflected its continued com-
mitment to its informal company motto, “Don’t Be Evil,” which Google
describes as more than “about providing our users unbiased access to infor-
mation, focusing on their needs and giving them the best products and ser-
vices that we can” but “also about doing the right thing more generally—
following the law, acting honorably and treating each other with re-
spect.”323 Google executives have been active participants in conferences on
human rights and freedom of expression online.324 Google is also one of
three technology companies involved in the Global Net Initiative (“GNI”),
a multi-stakeholder initiative designed to provide a framework for compa-
nies resisting pressure from governments to participate in restrictions on
freedom of expression and information as well as mechanisms of accountabil-
ity, public engagement, and shared learning.325 Nor is Google alone in its
efforts to attend to human rights values. Twitter, for example, rescheduled
planned maintenance so as to avoid disrupting the use of the platform in
Iran during the election protests.326

Second, technology companies may welcome the normative guidance Ar-
ticle 19 offers. Technology companies today are constantly engaged in ques-
tions about how to balance their own terms of service, local law, commercial
demands, corporate culture, and at times even their own sense of morality.
For example, in a dispute several years ago between Google and Turkey after
Turkey blocked YouTube because of videos insulting Mustafa Kemal At-
turk, Google engaged in a lengthy process of evaluation and negotiation to

be informed by values one way or another, and it would seem preferable that these decisions be informed
by human rights than simply efficiency or other utility concerns.

322. Land, supra note 310. R
323. Google Code of Conduct, Google, http://investor.google.com/corporate/code-of-conduct.html (last

visited Mar. 6, 2013).
324. Jim Fruchterman, Silicon Valley Human Rights Conference, Huffington Post Blog (Oct. 27,

2011, 7:04 PM), http://www.huffingtonpost.com/jim-fruchterman/silicon-valley-human-rights-confer-
ence_b_1033984.html.

325. About Us, Global Network Initiative, http://www.globalnetworkinitiative.org/about/index.
php (last visited Mar. 6, 2013).

326. Maggie Shiels, Twitter Responds on Iranian Role, BBC News (June 17, 2009, 8:21 GMT), http://
news.bbc.co.uk/2/hi/technology/8104318.stm.
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try to convince Turkey to restore access.327 As Professor Jeffrey Rosen ex-
plains, Google’s top management identified and translated potentially of-
fending videos and “set out to determine which ones were, in fact, illegal in
Turkey; which violated YouTube’s terms of service prohibiting hate speech
but allowing political speech; and which constituted expression that Google
and YouTube would try to protect.”328 Some within the company took an
expansive view of free speech, while others were more conservative.329 In the
end, Google took the position that it would block the videos that violated
Turkish law in Turkey but not elsewhere in the world, and it stuck to that
position even after the government demanded that the videos be taken down
entirely.330 More recently, Google was embroiled in controversy about the
video “Innocence of Muslims,” which sparked anti-American protests
throughout the Middle East; Google decided to block the video in selected
countries, such as Egypt and Libya, but refused to remove it altogether de-
spite pressure from the White House to do so.331 Article 19 could provide
the “deciders” in these companies—those who determine what apps, videos,
and posts remain up or are taken down—with useful guidance about how to
navigate these complicated questions.

Article 19 could also provide important political “cover” in negotiating
the demands of local law and international norms. One of the most difficult
challenges technology companies face in a global digital environment is de-
termining when to follow local law and what to do when they know or
suspect that the demands of local law are inconsistent with international
law. Increasingly, there are calls for companies to resist such demands. The
GNI’s Principles on Freedom of Expression, for example, call on participat-
ing companies to seek to “avoid or minimize the impact of government
restrictions on freedom of expression” and to protect freedom of expression
even “when confronted with government demands, laws and regulations to
suppress freedom of expression, remove content or otherwise limit access to
information and ideas in a manner inconsistent with internationally recog-
nized laws and standards.”332 GNI’s Implementation Guidelines provide ad-
ditional guidance on how companies can resist government demands that are
inconsistent with international human rights law, recommending that com-
panies “encourage governments to be specific, transparent and consistent in
the demands, laws and regulations,” and that they “engage[ ] proactively
with governments to reach a shared understanding of how government re-

327. See Jeffrey Rosen, Google’s Gatekeepers, N.Y. Times Magazine (Nov. 28, 2008), http://www.
nytimes.com/2008/11/30/magazine/30google-t.html?pagewanted=all&_r=0.

328. Id.
329. Id.
330. Id.
331. Gerry Shih, White House ‘Innocence of Muslims’ Request Denied: Google Will Not Remove Film from

YouTube, Huffington Post (Sept. 14, 2012, 6:24 PM), http://www.huffingtonpost.com/2012/09/14/
white-house-innocence-of-_n_1885684.html.

332. Principles, Global Network Initiative, http://globalnetworkinitiative.org/principles/index.
php (last visited Mar. 31, 2013).
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strictions can be applied in a manner consistent with the Principles.”333

Nonetheless, companies may not feel they have much leverage, rhetorical or
otherwise, to resist government demands to comply with local law, even if
that law does not comply with international law. Article 19 might provide
companies with some authority in this process. Companies might feel they
are in a stronger bargaining position if they can argue they are bound by
international law themselves to avoid interfering with freedoms of expres-
sion and information.

Finally, technology companies may be willing to take an active role in
promoting freedom of expression and information as a way of improving
their public image. Although companies clearly have significant incentives
to comply with demands by governments to enable and facilitate limitations
on freedoms of expression and information, there are also incentives that
push in the opposite direction for many of these companies. As Professor
Tim Wu has said about Google, “[o]ne reason they’re good at the moment
is they live and they die on trust, and as soon as you lose trust in Google, it’s
over for them.”334 Several technology companies, including Yahoo! and
Cisco, have also been the subject of sustained criticism in the press for their
sometimes active, sometimes passive complicity in human rights abuses.335

Google’s choice of “Don’t Be Evil” as a company motto proved a particu-
larly effective target when the company was criticized for acceding to Chi-
nese censorship demands.336 Active participation in promoting human
rights might be one way for companies to redeem themselves in the eye of
the public.

Assuming it is possible to get technology companies on board, what
should they do? Technology companies are better positioned than almost
anyone else to begin employing the modality of code to enforce international
human rights. In other words, because of the central role they play in the
creation and dissemination of code and technical standards, these companies
are strategically positioned to begin using technology (as opposed to law,
markets, or social norms) to promote international human rights. Specifi-
cally, companies can do this by making choices that encourage state compli-

333. Implementation Guidelines, Global Network Initiative, http://globalnetworkinitiative.org/im-
plementationguidelines/index.php (last visited Mar. 6, 2013).

334. Rosen, supra note 205, at 3. R
335. Id. (noting that “in China in 2004, Yahoo turned over to the Chinese government important

account information connected to the e-mail address of Shi Tao, a Chinese dissident who was imprisoned
as a result”); see generally Ben Wagner, Exporting Censorship and Surveillance Technology
(2012); Helmi Noman & Jillian C. York, West Censoring East: The Use of Western Technologies by Middle East
Censors 2010–2011, http://opennet.net/sites/opennet.net/files/ONI_WestCensoringEast.pdf (last visited
Mar. 6, 2013).

336. See, e.g., Hilmar Schmundt & Wieland Wagner, Great Wall 2.0: How China Leads the World in
Web Censorship, Spiegel Online Int’l (May 2, 2008), http://www.spiegel.de/international/world/great-
wall-2-0-how-china-leads-the-world-in-web-censorship-a-551110.html; Josh McHugh, Google v. Evil,
Wired, http://www.wired.com/wired/archive/11.01/google_pr.html; Larry Magid, Google’s “Don’t Be
Evil” Put to the Test, Huffington Post (Mar. 24, 2010, 3:01 PM), http://www.huffingtonpost.com/
larry-magid/googles-dont-do-evil-put_b_511944.html.
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ance with human rights law. Although many of the core Internet design
principles and protocols such as best efforts routing and end-to-end design
already do reflect the values of Article 19, these values are under considera-
ble pressure today, and new questions constantly arise. When faced with
choices between standards, those that make it easier and those that make it
harder to violate international human rights law, technology companies
should choose a “human right default”—the code or standard that makes it
more costly for states to violate international human rights law.337 In other
words, the principles articulated in Article 19(2) can be, and should be,
embedded directly into code itself.

Article 19 is an appropriate source of guidance for companies that build,
program, and maintain the technologies of connection for two reasons. First,
it is appropriate because it is international law and may bind technology
companies in some instances. Second, it is appropriate because in the context
of online expression, there are important public interests at stake and third
parties might be harmed. In considering how to make choices about
software defaults, for example, Professors Jay Kesan and Rajiv Shah argue
that defaults in software should be set to maximize efficiency for users, un-
less one of three circumstances arises: First, defaults might be set to protect
individuals if “there is a fundamental societal concern at stake and people
are uninformed, misinformed, or not technically sophisticated enough to
change the default.”338 Second, defaults might be set to avoid causing
“harm to third parties.”339 Third, defaults might ensure compliance with
“existing law and policy.”340 In addition, Kesan and Shah as well as Lessig
have emphasized the importance of setting defaults that promote informa-
tion sharing and transparency.341

Although Kesan and Shah were talking about defaults for users,342 their
framework applies equally well when considering defaults for states and the
protocols that are agreed upon as international standards. In a general sense,
it also makes sense for software code standards to maximize efficiency—to
enable users to find relevant information quickly. This is especially true
given the importance of information for the fulfillment of human rights.343

In situations in which the choice of software defaults might affect freedom of

337. See DeNardis, supra note 96, at 192 (“In cases such as IPv6, designers can engineer, or choose R
not to engineer, privacy protections into a protocol designed for some other purpose than privacy but
that, in its design, raises privacy concerns.”).

338. Jay P. Kesan & Rajiv C. Shah, Setting Software Defaults: Perspectives from Law, Computer Science and
Behavioral Economics, 82 Notre Dame L. Rev. 583, 633 (2006).

339. Id.
340. Id.
341. See Lessig, supra note 91, at 181 (in deciding what values we should embrace in code, we should R

“let that control be obvious to users” because “[o]nly when regulation is transparent is a political re-
sponse possible”); Kesan & Shah, supra note 338, at 620–21 (suggesting the use of information forcing R
penalty defaults where parties are not equally informed as a way of protecting individuals).

342. For example, Kesan and Shah consider defaults such as values inputted automatically into partic-
ular fields or boxes that are or are not checked. Kesan & Shah, supra note 338, at 592–93. R

343. See supra notes 173–176. R
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expression and information, however, all of the special circumstances for de-
viating from this presumption apply. Freedom of expression necessarily im-
plicates important societal interests and affects the interests of third parties,
such as others involved in the expression or information exchange. The in-
ternational community has an interest in ensuring that human rights law is
not undermined by technology. In many contexts, users will lack the infor-
mation needed to be able to change the defaults to protect their own rights
or to circumvent the block. Finally, in many contexts, filtering may be in-
visible—when unable to connect to a particular page, users may not realize
this is due to government interference.344 Given these concerns, when free-
dom of expression is implicated, the default states and intermediaries chose
to embed in software code should favor compliance with human rights law
and reflect the principles of Article 19(2).

Full consideration of “human rights defaults”—when and how they
might be applied—is beyond the scope of this Article and is the subject of
another project. Clearly, the idea of human rights defaults necessarily raises
a host of questions about whether—and if so, how—code can be used to
enforce human rights. In many instances, particularly those that require dis-
cretion and balancing, decisions simply cannot be programmed into technol-
ogy.345 This does not mean, however, that we cannot build some defaults
into the technology of expression that makes it more difficult for states to
violate human rights.346 For example, technology companies might make
encrypted communication and “do not track” the defaults in the browsers
and email providers they offer. The purpose of this paper, however, is to
provide a first step toward this more comprehensive theory by 1) explaining
the law and 2) identifying the players. Once we know what international
law has to say about new technologies and who needs to be at the table in
implementing this law, we can then consider how to put these principles
into action.

Conclusion

Law always struggles to keep up with technology.347 Sometimes, existing
law is sufficient, and responding to technological developments requires

344. Grimmelmann, supra note 112, at 1736. R
345. See Edward W. Felten, A Skeptical View of DRM and Fair Use, 46 Communications of the

ACM 57, 57–58 (Apr. 2003), available at http://delivery.acm.org/10.1145/650000/641232/p56-felten.
pdf? key1=641232&key2=0949712501&coll=ACM&dl=ACM&CFID=10297022&CFTOKEN=48
631939.

346. Yu, supra note 157, at 63 (“The fact that the scope and boundaries of these uses, such as the R
fair use privilege, are uncertain and that software code at the current state of technology may not be able
to capture the full range of exceptions and limitations in the copyright system does not mean that we
should not build legitimate uses into the DRM systems.”).

347. Copyright law, in particular, has been forced to adapt in a number of ways. See generally Peter S.
Menell, Envisioning Copyright Law’s Digital Future, 46 N.Y.L. Sch. L. Rev. 63 (2002) (discussing the
general evolution of copyright law in respond to the challenges of technological developments).
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only rereading existing laws; in other instances, new laws are required.348

International human rights law in the area of freedom of information and
expression is more than sufficient to handle the challenges of our current
information age. In fact, the scope of Article 19(2) is both revolutionary and
prescient for a document drafted in the early 1950s. Although no one could
have foreseen the Internet in 1950, the state parties who negotiated the
ICCPR nonetheless created an instrument that protects the Internet. Moreo-
ver, the ICCPR does so in a technologically neutral way, thus paving the
way for the development (and protection) of new and improved means of
expressing and communicating information in coming years. Further, Arti-
cle 19 provides guidance on some of the most pressing issues of Internet
governance today—including settlement free peering, quality of service,
digital forgetting, informational literacy, the digital divide, and freedom of
information. It supports the creation and dissemination of technologies of
anonymity and data privacy and casts doubt on gateway filtering, third gen-
eration Internet controls, and the creation of national cyberzones. As such,
Article 19(2) provides the basis for an emerging “international law of the
Internet” that can provide normative guidance in debates about the regula-
tion of new technologies.

Applying Article 19(2) to these new challenges also illuminates an impor-
tant insight about the relationship between international law and technol-
ogy. Human rights can be affected by the choices we make about software
code because code can augment or undermine a government’s ability to reg-
ulate. It matters that Article 19(2) protects the means of expression because
these means matter, separate and apart from the protection afforded to the
content of the communication. Protecting the technologies of connection in
this way also fills a critical gap in human rights law. There are many deci-
sions about technological design that affect, but do not themselves violate,
international human rights law. Protecting technology allows advocates to
intervene in discussions about those decisions. We must attend to these
choices because they can have significant consequences for human rights that
may not be easily undone after the fact. Recognizing a human right to the
medium of expression that explicitly extends to the Internet thus provides
an important opportunity to begin considering the role of technology in
protecting international human rights.

Finally, this paper is also a call to technology companies to begin taking
an active role in the promotion and protection of human rights online.
When technology companies occupy such a dominant position in the market
that their decisions begin to affect freedoms of expression and information,
their activities may be directly subject to Article 19—and therefore must be
justified according to the principles of Article 19(3). Even aside from this

348. See Bruce A. Lehman & Ronald H. Brown, Information Infrastructure Task Force, Intellectual Property
and the National Information Infrastructure: The Report of the Working Group on Intellectual Property Rights 211
(1995), available at http://www.uspto.gov/web/offices/com/doc/ipnii/ipnii.pdf.
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direct effect, however, there are several reasons why technology companies
may be particularly effective, and willing, partners in promoting the en-
forcement of Article 19 principles. Of course, states retain primary responsi-
bility for enforcing Article 19. Technology companies, however, could be
important partners, particularly given that states may not be entirely enthu-
siastic about limiting their own ability to control online expression.349 Even
states committed to greater online freedom are taking steps to ensure their
ability to respond to threats to national security and vindicate national in-
terests online.350 Following the maxim that “code is law,” technology com-
panies could play an important role in enforcing freedom of expression and
information online by designing their technology in ways that make it
harder for states to violate international human rights.

349. See, e.g., Easton, supra note 3 (“Behind the effort [to increase U.N. control of the Internet] are R
efficient censor machines like China, and autocrats like Russian President Vladimir Putin, who last year
declared his desire to establish “international control” of the Internet.”). As Peter Yu has observed, the
real question is not how the Internet will affect China, but rather how China will affect the Internet. Yu,
supra note 209, at 1046. R

350. Goldsmith & Wu, supra note 239, at 150. R


