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Via electronic mail to freedex@ohchr.org

Professor David Kaye
UN Special Rapporteur on the Right to Freedom of Opinion and Expression
Palais des Nations
CH-1211 Geneva 10
Switzerland

	RE: Response to call for submission for information

Dear Professor Kaye,
The Media Law Resource Center (MLRC) is pleased to submit its comments regarding the perspective of the media industry on the use of encryption and anonymity in digital communications. 
Background of the MLRC
Founded in 1980, the MLRC is a non-profit membership association of more than 125 media organizations and more than 200 law firms specializing in media representation. The primary purpose of the MLRC is to advance rights of freedom of expression in the United States and internationally by coordinating the efforts of leading media organizations and providing their counsel with the tools and resources necessary to represent these interests. Although the MLRC is based in New York City, its membership is international in scope and includes companies that publish content and provide platforms for communication across the entire spectrum of media, from print and broadcast through to the latest digital technologies.
The MLRC’s Interest in Anonymity and Encryption
The MLRC is deeply concerned with ensuring the free flow of information to the public and between members of the public, whether that information relates to news of public importance or cultural content and entertainment that enriches the lives of its recipients. Anonymous speech has been integral to freedom of expression throughout the history of the United States and for centuries earlier, enabling political dissent and the publication of controversial works such as The Farce of Master Pierre Pathelin, Lazarillo de Tormes, the Letters of Junius, Candide, Common Sense, The Federalist Papers, “The Sorrows of Yamba,” and Democracy: An American Novel. 
The democratization of speech through online communication has given voices to those who never had them before, many of whom speak anonymously to shine light on injustice and to criticize the powerful. The MLRC believes that legal protection for anonymity, long recognized in the United States,[footnoteRef:1] remains an essential part of the tradition of free speech in the digital age. Encryption is the technological counterpart to legal protection, providing an essential layer of security when legal standards are not respected by governments or private actors. [1:  Talley v. California, 362 U.S. 60, 64 (1960) (“Anonymous pamphlets, leaflets, brochures and even books have played an important role in the progress of mankind. Persecuted groups and sects from time to time throughout history have been able to criticize oppressive practices and laws either anonymously or not at all.”); McIntyre v. Ohio Elections Comm’n, 514 U.S. 334, 357 (1995) (“Under our Constitution, anonymous pamphleteering is not a pernicious, fraudulent practice, but an honorable tradition of advocacy and of dissent. Anonymity is a shield from the tyranny of the majority. … It thus exemplifies the purpose behind the Bill of Rights, and of the First Amendment in particular: to protect unpopular individuals from retaliation—and their ideas from suppression—at the hand of an intolerant society.”).] 

In particular, appropriate protections for communications from the public to the media have proved essential in order to enable newsgathering and the sharing of information on open platforms without fear of retaliation. The MLRC views protection for anonymity and the ability to use encryption as corollaries to protection against the disclosure of journalistic sources, and as serving a similar purpose: to ensure that the communication of information that the public needs to know is not chilled. 
Source protection, reflected in statutory and/or judicial recognition of a “reporter’s privilege” in the majority of United States jurisdictions,[footnoteRef:2] Europe,[footnoteRef:3] and many other countries around the world,[footnoteRef:4] addresses the unique pressures placed upon media organizations as newsgatherers who must be able to assure the confidentiality of communications in order to build relationships of trust. In order to prevent a chilling effect on newsgathering activity, the reporter’s privilege creates either an absolute right on the part of journalists not to disclose their sources or a qualified right, depending on how a particular jurisdiction implements that concept. [2:  State-by-state guide to the reporter's privilege for student media, STUDENT PRESS LAW CENTER, http://www.splc.‌org/article/2010/09/state-by-state-guide-to-the-reporters-privilege-for-student-media (last updated Feb. 6, 2015). While focused on the application of source protections to student journalism, this resource provides an excellent state-by-state overview of the reporter’s privilege in the United States.]  [3:  Goodwin v. United Kingdom, ECHR Application no. 17488/90, Judgment of 27 March 1996.]  [4:  See, e.g., Inter-American Declaration of Principles on Freedom of Expression, Principle 8, Inter-American Commission on Human Rights, 108 Sessions, 2 – 20 October, 2000, available at http://www.iachr.org/‌declaration.htm; Declaration of Principles on Freedom of Expression in Africa, Principle XV, African Commission on Human and Peoples' Rights, 32nd Session, 17 - 23 October, 2002, available at http://www1.umn.edu/humanrts/‌achpr/expressionfreedomdec.html.] 

Rights of anonymity approach this issue from a different angle, reflecting the perspective of individuals who might reasonably expect retaliation for speech that is lawful but unpopular, sensitive, or embarrassing in nature. Recognizing a right to speak anonymously (or pseudonymously) allows these individuals to advance their own separate interests, including situations where traditional source protection might not apply. This is particularly important given that individuals may turn to digital platforms to share information rather than dealing with journalists in the first instance.
Encryption, in turn, is necessary to protect against the interception or surveillance of communications. Such interceptions may be committed by private actors or by government organizations in a context that judicially oriented remedies (such as tort claims, evidentiary privileges, or exclusionary rules) do not adequately address. Experience has unfortunately established that legal protection for journalist/source communications does not prevent government actors from undertaking covert surveillance of these communications both domestically and internationally.[footnoteRef:5]  [5:  See, e.g., Rachel Oldroyd, Bureau files ECHR case challenging UK government over surveillance of journalists’ communications, BUREAU OF INVESTIGATIVE JOURNALISM, Sept. 14, 2014, http://www.thebureauinvestigates.com/ 2014/‌09/14/bureau-files-echr-case-challenging-uk-government-over-surveillance-of-journalists-communications/; Ann E. Marimow, A rare peek into a Justice Department leak probe, WASHINGTON POST, May 9, 2013, http://www.washingtonpost.com/local/a-rare-peek-into-a-justice-department-leak-probe/2013/05/19/0bc473de-be5e-11e2-97d4-a479289a31f9_story.html; Media organizations call on Justice Department to mitigate damage from broad subpoena of journalists' phone records, REPORTERS COMMITTEE FOR FREEDOM OF THE PRESS, May 14, 2013, http://www.rcfp.org/media-organizations-call-justice-department-mitigate-damage-broad-subpoena-journalists-phone-records. ] 

Encryption may also protect the work product of journalists and other writers who are developing sensitive content. In a 2014 report, the PEN American Center detailed the results of a survey of 800 writers throughout the world, finding that mass government surveillance had produced self-censorship in democratic countries approaching levels seen in authoritarian and semi-democratic nations.[footnoteRef:6] Encryption can add a layer of security to writers’ work, protecting it prior to publication. [6:  Global Chilling: The Impact of Mass Surveillance on International Writers, PEN AMERICAN CENTER, Jan. 5. 2015, http://pen.org/global-chill] 

The MLRC is furthermore concerned with the interception and suppression of legitimate news and cultural content once published, and the persecution of audience members who receive such content.[footnoteRef:7] While other normatively oriented anti-censorship efforts will hopefully provide the groundwork for lasting change, the ability to access content anonymously through secure channels provides interim protection against content filtering and retribution.[footnoteRef:8] To that end, despite technological hurdles, media organizations have been actively exploring means to encrypt connections to their Internet websites and other digital channels of distribution.[footnoteRef:9] Similarly, media organizations may decide not to gather or to retain identifying information about site visitors.[footnoteRef:10]   [7:  See Robert Faris and Nart Villeneuve, Measuring Global Internet Filtering, in ACCESS DENIED: THE PRACTICE AND POLICY OF GLOBAL INTERNET FILTERING 5 (Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, eds., Cambridge: MIT Press 2008); Jonathan Zittrain and John Palfrey, Internet Filtering: The Politics and Mechanisms of Control, in ACCESS DENIED: THE PRACTICE AND POLICY OF GLOBAL INTERNET FILTERING 29.]  [8:   Eitan Konigsburg, Rajiv Pant and Elena Kvochko, Embracing HTTPS, NEW YORK TIMES, Nov. 13, 2014, http://open.blogs.nytimes.com/2014/11/13/embracing-https/.]  [9:  Craig Timberg, In a prying world, news organizations are struggling to encrypt their online products, WASHINGTON POST, Apr. 5, 2014, http://www.washingtonpost.com/business/technology/in-a-prying-world-news-organizations-are-struggling-to-encrypt-their-online-products/2014/04/04/537d1fec-aed5-11e3-9627-c65021d6d572_story.html]  [10:  The MLRC takes no position in these comments regarding the gathering of user information by online services, except to note that such gathering of information should not be compelled by law.] 

The MLRC also supports the recognition of a right to listen anonymously, which would allow audience members to assert a defense against the disclosure of identifying information to the government. Extending anonymity to audience members is necessary to ensure that technological measures to prevent censorship are not circumvented by the use of legal process directed at media organizations and online platforms.[footnoteRef:11] It is also in keeping with recognition of a right to receive information without government interference, separate from the right to speak without such interference.[footnoteRef:12] [11:  See U.S. v. Rumely, 345 U.S. 41, 57 (1953) (“Once the government can demand of a publisher the names of the purchasers of his publications, the free press as we know it disappears. Then the spectre of a government agent will look over the shoulder of everyone who reads”).]  [12:  See, e.g., UN General Assembly, Universal Declaration of Human Rights, Article 19, 10 December 1948, 217 A (III)  (“freedom of opinion and expression ... includes freedom to ... seek [and] receive ... information and ideas through any media and regardless of frontiers.”).] 

The MLRC recognizes that in certain circumstances government organizations, business organizations, and individuals might have a legitimate need for information regarding electronic communications and the identities of parties to those communications. The right of anonymity and the freedom to use encryption need not be absolute; but access to this information should not be presumptive, cavalier, or permitted without adequate demonstration of need. The MLRC discusses further below elements that comprise best legal practices with respect to the structure of these rights and the balancing of interests.
Best Practices: Anonymity
The following discussion details the elements of a robust right to anonymity, drawing upon evolving case law and the experience of content producers and online platforms in a variety of legal contexts.[footnoteRef:13] [13:  See, e.g., Anonymous speech online: When must the identity of a masked commenter be revealed?, REPORTERS COMMITTEE FOR FREEDOM OF THE PRESS, http://www.rcfp.org/browse-media-law-resources/digital-journalists-legal-guide/anonymous-speech-online-when-must-identit (last accessed Feb. 6, 2015); Legal Protections for Anonymous Speech, DIGITAL MEDIA LAW PROJECT, July 7, 2010, http://www.dmlp.org/legal-guide/legal-protections-anonymous-speech.] 

Procedural Aspects
By necessity, recognition of a right to anonymity must preclude blanket laws mandating the general identification or registration of Internet users. It must also include the following: (1) notice to the anonymous speaker or listener (hereafter, the “target”) of a demand for information that could lead to the identification of the target; (2) a reasonable opportunity for the target to oppose the disclosure of that information; and (3) the ability of the media outlet or online platform to which the demand is directed to oppose disclosure. Each of these elements is discussed further below:
1.	Notice
Where possible, the recipient of a demand for a target’s identity should provide prompt notice to the target that such a demand has been received, which must be followed by a reasonable period for the target to assert their right to anonymity. The length of a reasonable period will depend on the legal system of the jurisdiction in question and how long it would ordinarily take to present a defense; it should not be shortened except upon a ruling by the applicable judicial authority based upon a showing of exigent need.
The requirement to provide notice does not require a media organization or online platform to gather or to maintain contact information or other data allowing the identification of a target. Moreover, the recipient of a demand need not provide notice if it has a reason to believe that doing so would endanger or reveal the identity of the target (for example, where a media organization reasonably believes that its communications are subject to surveillance). As discussed in below, the recipient should itself have the opportunity to oppose the disclosure.
The recipient of a demand should not disclose identifying information regarding the target during (a) the notice period or (b) the pendency of any opposition to disclosure. 
2.	Opportunity for Target to Object
The target must be given an opportunity to oppose the disclosure of identifying information before the applicable judicial authority through a procedure that does not compromise the target’s identity while objections to disclosure are pending. This, at a minimum, should include permitting appearances through counsel and submissions of legal pleadings with identities redacted, and may require additional modifications of the ordinary procedures of the court. Interim protection for a target’s identity should extend through any applicable appeals.
Notwithstanding the foregoing, any measures taken in this regard should be limited so as to permit the maximum transparency possible for the court’s processes that is consistent with protecting the target’s identity.
3.	Option for Recipient to Object
It is also essential that a media organization or platform that receives a demand be able to oppose that demand. There will frequently be imbalances in the resources available between an individual wishing to protect their anonymity and a party demanding the individual’s identity. Such imbalances can result in an inability to assert a meaningful opposition; permitting the demand recipient to intervene levels this field.
In addition, the recipient of a demand for a target’s identity may have distinct interests in maintaining the anonymity of the target. For example, the recipient may be in a position to assert journalistic source protection under applicable law. Online platforms might have business interests in ensuring the anonymity of their user base that are broader than an individual user’s interests.
For these reasons, recipients of demands should be recognized as having standing to oppose disclosure of a target’s identifying information, both in their own right and on behalf of the target. The target need not oppose disclosure for the recipient to do so, although the target’s voluntary disclosure of their identity will ordinarily render the recipient’s opposition moot. 
The recipient should not, however, be obligated to oppose disclosure. Recipients might determine that they are not in the best position to oppose disclosure, or that they support disclosure in particular cases. Regardless, recipient’s decision not to oppose should not affect the right of the target to oppose.
Burdens of Proof
As discussed above, there should be no presumption of access to a target’s identity. Rather, the party making the demand (whether a government organization or a private party using judicial process) should be required to demonstrate the need for that information. The specific burden may differ depending on whether the target is the subject of, or merely a witness to, a government investigation or legal proceeding.
1.	Target as subject of investigation/defendant in legal proceeding
The identity of a target should not be disclosed upon a simple statement of need. Rather, the party seeking disclosure should be required to articulate a facially valid claim or charge against the target. Moreover, in order to ensure that such demands are not based upon allegations without basis in fact, the party seeking disclosure should be required to present evidence on each element of the claim or charge, except those elements as to which the evidence would reasonably be expected to be solely in the possession of the target. 
2.	Target as witness
If the target is only a witness, in addition to the burden above, the party requesting disclosure should be required to demonstrate the need for the target’s testimony, by explaining (1) what steps have been taken to obtain the testimony of other witnesses and (2) why the target’s testimony is necessary and not cumulative of that of other witnesses.
Other issues
By itself, the decision to allow users to submit anonymous comments generally should not render a media organization or online platform liable for an anonymous user’s speech. This type of liability is currently precluded in many situations by statutory authority in the United States,[footnoteRef:14] and would separately raise First Amendment concerns. The MLRC, along with many other media and civil society organizations in the U.S. and Europe, has filed written comments with the European Court of Human Rights urging the Court to reject media liability for anonymous user comments.[footnoteRef:15] [14:  See 47 U.S.C. § 230(c)(1).]  [15:   Written Comments of Media Legal Defence Initiative, Media Law Resource Center, et al., Delfi AS v. Estonia, ECHR Application no. 64569/09 (Jun. 6, 2014), available at http://mediadefence.org/sites/default/files/files/‌20140606%20Delfi%20intervention%20FINAL.pdf.] 

Best Practices: Encryption
A legal regime that meaningfully supports the use of encryption will involve the following elements:
· The use of encryption in electronic communications shall not be prohibited generally
· The use of encryption shall not be recognized as evidence of illegal activity
· The government may not require the inclusion in encryption tools of security flaws or require the disclosure of master keys
· The disclosure of encryption keys shall not be cavalierly compelled 
Each of these is discussed further below.
No General Prohibition on Encryption
As with anonymity, blanket laws banning the use of encryption are fundamentally inconsistent with recognizing the utility of encryption to protect freedom of expression. Similarly, laws banning the distribution of encryption technology violate principles of freedom of expression.[footnoteRef:16] [16:  Bernstein v. U.S. Dept. of Justice, 176 F.3d 1132 (9th Cir. 1999).] 

Mere Use Encryption is Not Evidence of Illegal Activity
[bookmark: _GoBack]In some jurisdictions, the use of encryption and other security measures for communications has been seen as evidence of criminal intent or illegal behavior.[footnoteRef:17] This is roughly equivalent to claiming that locking the doors of one’s home is evidence of illegal activity taking place therein. The MLRC disapproves of such inferences, which reflect a lack of understanding of the use of technology and will give rise to a chilling effect against the vast array of legitimate reasons to encrypt communications. [17:  See, e.g., Glyn Moody, Spanish Judge Says Use of 'Extreme Security Measures' For Email Is Evidence of Terrorism, TECHDIRT, Jan 9, 2015, https://www.techdirt.com/articles/20150107/10025729621/spanish-judge-says-use-extreme-security-measures-email-is-evidence-terrorism.shtml. ] 

No Requirement of Security Flaws
There have been various proposals to reduce the effectiveness of encryption against government interception; for example, by building in security flaws that can be exploited by government actors, or presumptively requiring the disclosure of encryption master keys to government agencies.[footnoteRef:18] Justifications for these measures typically involve rhetoric regarding crimes that might be prevented if only law enforcement could review electronic correspondence, or national security measures that would be thwarted by a lack of ready access to this situation. [18:  David Kravets. US top cop decries encryption, demands backdoors, ARS TECHNICA, Oct. 1, 2014,  http://arstechnica.com/tech-policy/2014/10/us-top-cop-decries-encryption-demands-backdoors/; David Meyer, UK’s Cameron won’t “allow” strong encryption of communications, GIGAOM, Jan. 12, 2015, https://gigaom.com/‌2015/01/12/uks-cameron-wont-allow-strong-encryption-of-communications/; Paul Mozur, New Rules in China Upset Western Tech Companies, NEW YORK TIMES, Jan. 28, 2015, http://www.nytimes.com/2015/01/29/technology/‌in-china-new-cybersecurity-rules-perturb-western-tech-companies.html.] 

Of course, this type of “but for” argument can be used to justify virtually any government intrusion into private life, and, as with other methods of government intrusion, limitations on encryption to allow government access are subject to abuse. In the media context, the primary purpose of encryption is to secure against government overreach. Even if the exploitation of built-in limitations is subject to internal governmental oversight, media organizations, their sources, and their audiences could never be assured that their communications are secure.
Moreover, limitations intended for government use can be also exploited by third parties. There is an active black market for measures that exploit security flaws, with a dedicated base working to identify and to sell those measures to private parties and governments.[footnoteRef:19] Government intelligence agencies are actively involved in breaking encryption methods. Consciously building flaws into encryption tools markedly improves their chances of success.[footnoteRef:20] [19:  Lillian Ablon, Martin C. Libicki, Andrea A. Golay, Markets for Cybercrime Tools and Stolen Data: Hackers’ Bazaar,  RAND CORPORATION (2014), available at http://www.rand.org/content/dam/rand/pubs/ research_reports/RR600/‌RR610/RAND_RR610.pdf]  [20:  Bruce Schneier, Stop the hysteria over Apple encryption, CNN, Oct. 31, 2014, http://www.cnn.com/2014/10/03/‌opinion/schneier-apple-encryption-hysteria/ (“You can't build a ‘back door’ that only the good guys can walk through.”); Steven M. Bellovin, The Worm and the Wiretap, SMBLOG, Oct. 16, 2010, https://www.cs.columbia.edu/‌~smb/blog//2010-10/2010-10-16.html. ] 

Protection against Compelled Disclosure of Encryption Keys
As with compelled disclosure of the identity of an anonymous user, compelled disclosure of encryption keys should require at a minimum (1) demonstration of need before the applicable judicial authority, based upon evidence, and (2) an opportunity to oppose the demand.
In addition, judicial authorities must take into account separate legal protections that might apply in their respective jurisdictions. For example, in the United States the compelled disclosure of encryption keys has been found in certain circumstances to violate the right not to incriminate oneself under the Fifth Amendment to the U.S. Constitution.[footnoteRef:21] Similarly, compelled disclosure of encryption keys used by news organizations can implicate limitations on the search and seizure of journalistic work product under the Privacy Protection Act of 1980.[footnoteRef:22]  [21:  In re Grand Jury Subpoena Duces Tecum, 670 F.3d 1335 (11th Cir. 2012).]  [22:  42 U.S.C. § 2000aa.] 



Conclusion
The Media Law Resource Center welcomes further inquiries regarding its activities, its member base, and its position on the foregoing issues. Inquiries may be directed to the MLRC’s Executive Director, George Freeman, by mail, telephone, or e-mail to gfreeman@medialaw.org.

Sincerely,
/s/ George Freeman
George Freeman
Executive Director, MLRC
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