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(3) The granting of a security clear-
ance or approval for access to classified
information.

(4) Assignment to other duties that
reguire a personnel gecurity or trust-
worthiness determination.

(6) Continuing eligibility for reten-
tion of a security clearance and ap-
provael for access to clagsified informa-
tion or for assignment to other sen-
sitive duties.

(e). 32 OFR part 154 shall contain per-
sonnel gecurity ecriteris and adjudica-
tive guidance to assist in determining
whether an individual meets the clear-
ance and sensitive pogition standards
referred to in paragraphs (a) and (¢) of
this saction,

(f) No unfavorable pergonnel gecurity
determination shall be made except in
accordance with procedures set forth in
32 OFR part: 154 or 32 CFR part 1656 or.as
otherwise guthorized by law.

$156.4 Responsibilities.

{a) The Assistant Secretary of Defense
for Command, Conirol, Communications,
and Intelligence shall:

(1) Be responslbls for overall policy,
guidance, and control of the DoDPSP.

(@) Develop and implement plans,
policies, and procedures for the
DoDPAP,

(3) Issue and maintain DoD 5200,2-R
consistent with DoD 5026, 1-M.

(4) Conduct an actlve oversight pro-
gram to onsure compliance with
DoDPSP requirements.

{5) Ensure that research ls conducted
to assess and improve the effectiveness
of the DoDPSP (DoD Directive
5210,795).

(6) Hnsurs that the Defense Inves-
tigative Service 1g operated pursuant
to 32 CFR part 361.

(1) Ensure that the DoD Security In-
stitute provides the education, train-
ing, and awareness support to the
DoDPSP under DoD Directive 5200,32, 6

{8) Be authorized to make exceptions
to the requirements of this part on a
case-by-case bagis when it is deter-
mined that doing so furthers the mis-
gion of the Department of Defense and
is consistent with the protection of

5 8ee footnote 1 o 166.1(b},
% Bes footnote 1 to 166,1(b).
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clasgified information from unauthor-
ized disclosure,

(b) The General Counsel of the Depart-
ment ¢f Defense shall:

(1) Be responsible for providing ad-
vice and guidance as to the legal suffi-
cieney of procedures and gtandards im-
plamenting the DoDPSP and the DISP.

(2) Exercise oversight of PSP appeals
procedures to verify that the rights of
individuals are being protected con-
sigtent with the constitution, laws of
the Unlted Stabes, Executive Orders,
Diroctives, or Regulations that imple-
ment the DoDPSP and DISP, and with
the interests of national security.

(¢} The Heads of the DoD Components
ghall:

(1) Degignate a senior officlal who
shall be responsible for implementing
the DeDPSP within their components.

{2) Ensure that the DoDPSP is prop-
erly adminigtered under this Directive
within their components,

(3) BEnsure that information and rec-
ommendations are provided to the As-
sigtant Secretary of Defense for Com-
mand, Control, Communicationg, and
Intelllgence on any aspect of the pro-
gram.

PART  159—PRIVATE  SECURITY
CONTRACTORS OPERATING [N
CONTINGENCY OPERATIONS

Sec.

15%,1 Purpose,

156.2 Applicability and scope,
159.3 Definitions,

158.4 Policy.

1596 Responsibilities.

169.6 Prooedures.

AUTHORITY: Public Law 110-181; Pub. L.
110-417,

Sourem: 74 FR 34681, July 17, 2008, unless
otherwise noted,

§150.1 Purpose,

This part establishes policy, assigns
respongibilities and provides proce-
dures for the regulation of the seleo-
tion, accountability, training, equip-
ping, and conduct of personnel per-
forming private security functions
under a coverad contract. It also asg-
aigng regponsibilities and -establishes
procedures for incident reporting, use
of and accountability for equipment,
rules for the use of foroe, and a process
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for administrative action or the re-
moval, a8 appropriate, of PS3Cs and
PSC personnel.

§159.2 Applicability and scope,

Thig part:

{a) Applies to:

{1) The Office of the Secretary of De-
fense, the Milltary Departments, the
Office of the CUhairman of the Joint
Chiefs of Staff and the Joint Staff, the
Combatent Commands, the Office of
the Inspector General of the Depart-
ment of Defense, the Defense Agencies,
the DoD Field Activities, and all other
organizational entities in the Depart-
ment of Defense (hereafter referred to
ad the *'DoD Components™).

(2) The Department of Btate and
other U.S. Federal agencies insofar as
it implements the requirsments of sec-
tion 862 of Public Law 1i0-181l. Speocifi-
cally, in areas of operations which re-
quirse enhanced ocoordlnation of PSC
and PSC personnel working for U.8.
Government (U.R.G.) agencies, the Sec-
retary of Defense may designate such
areas as areas of combat operations for
the limited purposes of this part. In
such an Instance, the standards estab-
lished in accordance with this part
would, in coordination with the Sec-
retary of State, expand from covering
only DoD P8Cs and P8(C personnel to
cover all U.8.G.-funded PSOs and P3C
personnel operating in the designated
area.

(b) Prescribes policles applicable to

all:

(1) DoD PSCs and PSU personnel per-
forming private security functions dur-
ing contingency operations outside the
United States.

(2) UBG-funded P8Cs and PSC per-
sonnel performing private security
functions in an area of combhat oper-
ations, as designated by the Secretary
of Defense.

§159.3 Definitions.

Unless otherwise noted, these terms
and their definitlons are for the pur-
pose of this part.

Area of combat operations, An area of
operations designated aa such by the
Secretary of Defenge for the purpose of
thig part, when enhanced coordinatlon
of P8Cs working for U.8.G. agencies i3
required,

32 CFR Ch. | (7-1-11 Edition}

Conlingency operation. A military op-
eraticn that is either designated by the
Secretary of Defense as a contingency
operation or becomes a contingency op-
eration as a matter of law (10 U.8.C.
101(a)(13)). It is -a military operation
that: a. Is deglgnated by the Secretary
of Defenge ag an operation in which
members of the Armed Forces are or
may become involved in military ac-
tions, operations, or hostilitiea agalnst
an enemy of the Unlted States or
againgt an opposing force; or b. Is cre-
ated by definition of law. Under 10
U.8.0. 101(a){13)(B), & contingenoy oper-
ation exists if a military operation re-
gults in the (1) call-up to (or retention
on) active duty of members of the uni-
formed Services under certain enumer-
ated statutes (10 U.B.0. 688, 12301{a),
12302, 12304, 12306, 12406, or 331-338); and
(2) the call-up to (or retention on) ac-
tive duty of members of the uniformed
Services under any other (non-enumer-
ated) provigion of law during war or na-
tlonal emergency declared by the
President or Congress. These may in-
clude humanitarian or peacekseping
operations or other military operations
or exeroises.

Contractor, The contractor, subcon-
tractor, grantee, or other party car-
rying out the covered contract.

Covered coniract. A DoD contract for
performance of services in an area of
contingency operations or a contract of
a non-DoD Federal agency for perform-
ance of gservices in an area of combat
operations, as designated by the Sec-
retary of Defenge;

A subcontract at any tier under such
a contraot; or

A task order or delivery crdar issued
under guch a contract or subcontract.

Also 1ncludes contracts or gsub-
contracts funded under grants and sub-
grants by a Federal agency for per-
formance in an area of combat oper-
atlons as designated by the Secretary
of Defenge, Excludes temporary ar-
rangements entered into by non-DoD
contractors or grantees for the per-
formeance of private gecurlty funetions
by individual indigenous personnel not
affiliated with a local or expatriate se-
curity company. Such arrangements
must atill be in compliance with local
law.
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Private security functions, Activities
engaged in by a contractor under a cov-
ered contract ae follows:

(1) Guarding of personnel, facilities,
designated sites, or property of a Fed-
eral agency, the contractor or subcon-
tractor, or g third party.?

(2) Any other actlvity for which per-
sonnel are required to ¢arry weapons in
the performance of their duties. For
the DoD, DoDI Ingtruction 302041,
“Contractor Personnel Authorized to
Accompany the U.8. Armed Forces,”?
prescribes policles related to personnel
allowed to carry weapons for self de-
fengs,

P8O, During centingency operations
“PS0" means a company employed by
the DoD performing private security
functiong under & covered contract. In
a deslgnated area of combat oper-
ations, the term *“PSC” expands to in-
clude all companies employed by
1.8.G., agencies performing private se-
curity functions under a coversd con-
tract.

PSC personnel. Any individual per-
forming private egecurity functions
under & covered contract.

§16560.4 Policy.

(a) Congistent with the requirements
of paragraph (a)(2) of section 862 of
Public TLaw 110-181, the selection,
training, equipping, and conduct of
PSC personnel including the establish-
ment of appropriate processes shall he
coordinated between the DoD and the
Department of State.

(b) Geographic Combatant Com-
manders will provide tailored PSO
guidance and procedures for the oper-
ational environment in their Area of
Respongibility (AOR) 1n accordance
with this part, the Federal Acquisition
Regulation (FAR)® and the Defonge

i1g0ontractors performing private security
functiong are not authorized to perform in-
herently governmsntal funsctiong. In this re-
gard, they are limited to a defensive re-
sponde bo hostile acte or demcenstrated hos-
tils intent,

zAvailable at http/vww dito.milavhs/direc-
Hues/corres/pd 3020410 pdf.

3Publighed in Title 48 of the Code of Fed-
eral Regulations,

§159.5

Federal Acquisition Regulation Sup-
plament (DFARS).4

{c) In a designated area of combat op-
erations, the relevant Chief of Mission
will be responsible for developing and
iseuing implementing instructions for
non-NoD PH0s and thelr personnel con-
gigtent with the standards set forth by
the geographlc Combatant Commander
in accordance with paragraph (b) of
this section. The Chief of Misgion has
the option to instruct non DoD PRCs
and their personnel to follow the guid-
ance and procedures developed by the
Geographic Combatant Commander
and/or Subordinate Commander,

() The requirements of this part
ghall not apply to contracts entered
intoc by elements of the intelligence
community in support of intelligence
acbivities.

§158.,56 Responsibilities,

(2 The Asggistant Deputy Under Sec-
retary of Defense for Program Support,
undar the authority, direction, and
control of the Deputy Under Secretary
of Defense for Logistics and Materiel
Readiness, shall monitor the reg-
istering, processing, and accounting of
PSC personnsl in an area of contin-
gency operations,

{b) The Director, Defense Procures-
ment and Acquisition Policy, under the
authority, direction, and control of the
Deputy Under Secretary of Defenso for
Acquigition and Technology
(DUSD(A'TY), shall ensure that the
DEFARS and (in consultation with the
other members of the FAR (ouncil) the
FAR provide appropriate guidance and
contract clauses conslstent with this
part and paragraph (b) of section 862 of
Public Law 110-181.

{¢) The Director, Defense Business
Transformation Agency, under the au-
thority, direction, and control of the
Deputy Chief Management Officer of
the Department of Defense, through
the DUSD(A'T), shall ensure that infor-
mation systems effectively support the
accountability and visibility of con-
tracts, contractors, and specified
equipment sgsoclated with private se-
curity functions.

1Published in Title 48 of the Code of Fed-
sral Regulations.

671



§159.6

(1) The Chairman of the Jolnt Chiefs
of Staff shall ensure that joint doctrine
i8 conslstent with the principles estab-
lishad by DoD Directive 3020.4% *'Or-
chestrating, Synchronizing, and Inte-
grating Program Management of Con-
tingency Acquisition Planning and Its
Operational Execution,”t DoD Instruc-
tlon 3020.41, “*Contractor Personnel Au-
thorized to Accompany the U.8. Armed
Forces,” and this part.

{8) The geographic Combatant Com-
manders in whogse AOR a contlngency
operation 1ig ocourring, and within
which PS0Os and PSC personnel perform
under ¢overed contractd, shall:

(1) Provide guldance and prooedures,
as heceagary and conglstent with the
principles established by DoD Directive
3020.49, “Orchestrating, Synchronizing,
and Integrating Program Management
of Contingency Acquisition Planning
and Its Operational Execution,” DoD
Instruction 302041, “‘Contractor Per-
gonnel Authorized to Accompany the
U.B, Armed Forces,'’ 8 and this part, for
the gelection, training, accountability
and equipping of such PSC personnel
and the conduct of PSCs and PSO per-
sonnel within their AOR. Indlvidual
training and qualification standards
shall meef, at a minimum, one of ths
Military  Departments’ esftablished
standards,

Within a geographlo Combatant Com-
mand, Subordinate Commanders shall
be responsible for developing and
issuing implementing procedures as
warranted by the situation, operation,
and environment, in consultation with
the relevant Chief of Misslon in des-
ignated areas of combatb operations,

(2) Through the Contracting Officer,
engure that PSC personnel acknowl-
edgs, through their PS8J, their under-
standing and obligation to comply with
the terms and conditions of their cov-
ered contracts.

(3) Issue written authorization to the
PS80 identifying Individual PSC per-
sonnel who ares authorized to be armed.
Rulss for the usge of force, developed in
accordance with Chairman of the Joint
Chief of Staff Instruction 3121.01B,

i Avaellable from. htip.fwww. dite.milAvhs/di-
rectivesicorres/pdi/302040p pdf.

g Avallable from hittpetwws.dile.miliohs/di-
teativesfeorres/mimi/302041 him.

32 CFR Ch. | (7-1-11 Edition)

“Btanding Rules of Engagement/Stand-
ing Rules for the Use of Forcse for .S,
Forces,”? ghall be included with the
written authorization.

(4) Ensure that the procedures, or-
ders, directives and instructions pre-
scribed §169.6(a) of this part are avail-
able through a single locatlon (to in-
clude an Internet Web gite, consistent
with security considerations and re-
guiremsnts).

(f) The Heads of the DoD Componeants
shall:

(1) Ensure that all private securlty-
related requirement documents are in
compliance with the procedures lsted
in §159.6 of this part and the guldance
and procedures issued by the geo-
graphic Combatant Command,

(2} Ensure private security-related
contracta contain the appropriate
clauses in accordance with the applica~
ble FAR clause and include additional
mission-gpacific requirements as appro-
priate.

§159.6 Procedures.

(a) Standing Combatant Command
Guidence and Procedures. Hach geo-
graphic Combsatant Commander shall
develop and publish guidance and pro-
cedures for P8CY and PSC pergennel
operating during a contingency oper-
ation within their AOR, congigtent
with applicable law; this part; applica-
ble Military Department publications;
and other applicable DoD igsuances to
ineclude DoD Directive 3802049, “Or-
chegtrating, S8ynchronizing, and Iate-
grating Program Management of Con-
tingency Acquizition Planning and Its
Operabional Execution,'* DFARS, DoD
Directive 2311,01E, “DoD Law of War
Program,”?® DoD §200.8-R, ‘‘Physical
Security Program,”?® OJCSI 3121.01B,

TCJCBI 8121.01B provides guldance on the
sbanding rules of engagement (SROM) and es-
tablighes standing rules for the use cof force
(SBRUF) for DOD operations worldwide. This
dooument is clagsified secret. CJORI 3121.01B
1s awallable via Securs Internhet Protocol
Router Netwerk at htip:/s.smilamil If the re-
quester is not an authorized uger of the clas-
sifled network, the requester should contact
Joint Staff 7-3 at 703-614-0425.

9Available at hitp:fwww.dile.milhohs/direc-
tves/corres/iimi/231101 himn,

S Available at hitp/acww.dtic.nilrvhs/direc-
Hues/corres/pd 7520008 pdf.
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“Standing Ruleg of Engagement/Stand-
ing Rules for the Use of Foroe for U.8.
Foerces,” and DoD Directive 5210.56,
“Use of Deadly Force and the Oarrying
of Firearms by DoD Personnel Engagod
in Law Enforcement and Security Du-
ties.”’ 1 The guidance and procedures
shall:

(1) Contaln, at a minimum, proce-
dures to implement the following proc-
eszes, and ldentify the organization re-
gponsgible for managing these processes:

(1) Registering, processing, account-

ing for and keeping appropriate records
of P8Cs and PR0 persennel in accord-
anoe with DoD Ianstruction 3020.41,
“Qontractor Personnel Authorlzed to
Accompany the U.S. Armed Forces,”
- {11y P80 verification that PSC per-
gonnel meet all the legal, training, and
gualification requirements for author-
ization to carry a weapon in accord-
ance with the termsa and conditions of
their contract and host country law,
Weapons accountability procedures
will be established and approved prior
to the weapons authorization,

(iil) Arming of P8C personnel. Re-
guests for permission to arm P80 per-
gonnel shall be reviewed on a cage-by-
case bagis by the appropriate Staff
Judge Advocate to the geographle
Combatant Commander (or a designee)
to ensure there is a legal basls for ap-
proval. The reguest will then be ap-
proved or denisd by the geographic
Combatant Commander or a specifi-
cally identified designee, no lower than
the flag officer level. Reguests to. arm
non-DOD PSO personnel shall be re-
viewed and approved in accordance
with §153.4(c) of this part. Requesta for
permission to arm P8C personnel shall
include:

(A) A description of where PSC per-
sonnel will operate, the anticipated
threat, and what property or persennel
guch personnel are intended to protect,
if any,

(B) A description of now the move-
ment of PAC personnel will be coordi-
nated through areas of increased risk
or planned or ongoing military oper-
ations, including how PSC personnel
will be rapidly identified by members
of the U.8. Armed Forces.

10 Avallable ab hiip:fwinw.dite.milaohs/direc-
tives/corres/himl/521056 him.

§159.6

{0) A communication plan, to include
a degcriptlon of how relevant threat in-
formation will be shared between PSC
personnel and U.8. military forces and
how appropriate agsigtance will be pro-
vided to PSC personnel who becoms en-
gaged In hostile situations. DoD con-
tractors performing private security
functions are only to be used in accord-
ance with DoD Instruction 1100.22,
YGuidance for Determining Workforce
Mix,”Y that is, they are limited to a
defensive response to hostile acty or
demongtrated hostile intent.

(D) Documentation of individual
training covering weapons famillariza-
tion and gualification, rulas for the use
of force, limits on the use of force in-
cluding whether defense of others is
consistent with host nation Status of
Forces Agreements or local law, the
distinction between the rules of en-
gagement applicable to military forces
and the prescribed rules for the use of
force that control the use of weapons
by civiliang, and the Law of Armed
Conflict.

(B) Written acknowledgment by the
PSQ and its individual PSC personnel,
after investigation of background of
PSC personnel by the contraoctor,
verifying such personnel are not pro-
hibited under U8, law to possess fire-
arms,

(M Written acknowledgment by the
PSC and individual PSC personnel
that:

(1) Potential civil and criminal liabil-
ity exists under U.3. and local law or
host nation Status of Forces Agree-
mentg for the use of weapons,!2

(2} Proof of authorization to be
armed must be carrled by each PSC
personnel.

(2) PSO personnel may possess only
U,8.0 . -issued and/or -approved weapons
and ammunition for which they have
been qualified according to paragraph
(a){1)(ii1)(E) of this section.

1 Avgllable at hitp:fwww.dtle.miliwhs/direc-
tHves/corres/pd i/l 10022p, paf,

12Thiz requirement 18 specific to arming
procedures, Such written acknowledgement
should not be congtrued o Iimit civil and
oriminal liability to condnct arising from
“‘tha nse of weapons.' P8 personmnel could
be held eriminally llable for any -conduch
that would conghitute a fedsral cffenge (ses
MIREJA, 18 USC 3261(a)).
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(4) PSO personnel were briefed and
understand limitations on the use of
force,

(5) Authorization to possess weapons
and ammunition may be revoked for
non-compliance with established rules
for the use of foree.

(6) PSC personnel are prohibited from
consuming aleoholic beverages or heing
under the influence of alcohol while
armed.

(Iv) Reglstration and identification
in the 8ynchronized Predeployment
and Operational Tracker (or its suc-
cosgor database) of armored wvehicles,
helicopters, and other vehicles oper-
ated by PSC pergonnel.

(v) Reporting alleged criminal activ-
ity or other incidents invelving PS8Cs
or P8O personnel by another company
or any other person. All incidents in-
volving the following shall be reported
and documented:

(A) A weapon is discharged by an in-
dividual performing private security
functions;

(B) An Individual performing private
security functions is killed or injured
in the performance of their duties;

(0) A person other than an individual
performing private seourity functions
is killed or injured as a result of con-
duct by PSC personnel;

(D) Property is destroyed as a result
of conduct by a PSC or PRC persgonnel;

(F) An individual performing private
security functionsg has come under at-
tack Including in cages where a weapon
is discharged against an individual per-
forming private security functions or
personnel performing such functions
bellave a weapon was so discharged; or

(F) Active, non-lethal counter-meas-
ures (other than the discharge of a
weapon) are employed hy PSC per-
sonnel in response to a perceived im-
mediate threat in an incident that
could significantly affect U.8, objee-
tives with regard to the military mis-
glon or international relations.

¢(vi) The independent review and, if
practicable, investigation of incldents
reported pursuant to paragraphs
(aYL)v)(A) through (@)(1V)(E) of this
sectlon and incidents of alleged mis-
conduct by P80 pergonnel.

(vil) Identification of ultimate crimi-
nal jurlsdictlon and invegtigative re-
sponsibilities, where conduoct of U.8.G.-

32 CFR Ch. | (7-1-11 Edifion)

finded P80s or PSC personnel are in
question, in accordance with applicable
laws to include a recognition of inves-
tigative jurisdiction and coordination
for joint investigations (l.e., other
U.8.G. agencies, host nation, or third
country agencies), where the conduct
of P8Cs and PSC personnel 1&g in ques-
tion.

(viil) A mechanism by which a com-
mander of a combatant command may
request an action by which P80Q per-
gonnel who ars non-compliant with
contract requirements are remaoved
from the dezignated operational area.

(1x) Interagency coordination of ad-
ministrative penalties or removal, as
appropriate, of non-DoD PSC personnel
who fail to comply with the terms and
conditiona of thelr contract, as is .ap-
plicable to thig part.

(x) Implementation of the training
requirements contained below in para-
graph (a)2)(i1) of thig section.

(2) 8pecifically cover:

(1) Matters relating to authorized
equipment, force protection, security,
health, gafety, and relations and inter-
action with locals in accordance with
DoD Instruction 8020.41, *“Contractor
Personnel Authorized to Aecompany
the U.8. Armad Forces.”

(i) Predeployment training require-
mentg addressing, at a minimum, the
identification of resources and asslst-
ance avallable to P80 personnel as weall
ag country information and cultural
training, and guidance on working with
host country nationals and military
personnel.

(i) Rules for the use of force and
graduated forge procedurss.

(iv) Requirements and procedures for
direotion, control and the maintenance
of communications with regard to the
movement and coordination of P8Cs
and PSC personnel, including speci-
fying interoperability requirements.
These include coordinating with the
Chief of Mission, a8 necessary, private
gecurity operations outside secure
bages and U.8. diplomatic propertles to
include movement control procedures
for all contractors, including PSC per-
sonnel.

(b} Availability of Guidance and Proce-
dures, The geographic Combatant Com-
mander shall sngure the guidance and
procedures prescribed in paragraph (a)
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of this section are readily avallable
and accessible by PSCs and their per-
ponnel (e.g., on & Web page sand/or
through contract terms), consistent
with security considerations and re-
gqulrements.

(e) Subordinate Guldance and Proce-
dures, The Subordinate Commander, in
congultation with the Ohief of Mission,
will issue guidance and procsdures im-
plementing the gatanding combatant
command publications specified in
paragraph (a) of this section, con-
sistent with the situation and oper-
ating environment,

(d) Consultation and Coordination, The
Chief of Mission and the geographic

§159.6

Combatant Commander/Subordinate
Commander shall make every effort to
consult and coordinate responses to
common threats and common concerns
related to oversight of the conduct of
U.8,¢,-funded PSC and thelr personnel,
The Memorandum of Agreement be-
tween the Department of Defense and
Department of State on U.8.¢. Private
Securlty Contractors® shall provide
the framework for the development of
guidance and procedures without re-
gard to the gpecific locations 1dentifled
therein,

13 Available at kitpsavwne aeq.osd.milfog/PS/
o vault.himi,
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(3) The granting of a security clear-
ance or approval for access to classified
information.

(4) Agsignment to other dutles that
require a perscnnel gecurity or trust-
worthiness determination.

(6 Continuing ellgibility for reten-
tion of & security clearance and ap-
proval for access to classified informa-
tion or for assignment ito other sen-
sgitive duties.

(e) 32 OFR part 154 shall contain per-
sonnel security criteria and adjudica-
tive guidance to assist 1n determining
whether an individual meets the clear-
ance and sengitive position standards
referred to in paragraphs (a) and (o) of
this section.

(f) No unfavorable pergonnel security
determination ghall be made except in
accordance with procedures get forth in
32 OFR part 154 or 32 OFR part 155 or ag
otherwige authorized by law.

§156.4 Responsibilities,

(a) The Assistant Secretary of Defense
for Command, Contrel, Communications,
and Intelligence shall:

(1) Be respongible for overall policy,
guidance, and control of the DcDPSP.

{2} Develop and implement plans,
policies, and procedures for the
DoDPSP.

(3 Issue and maintain DoD 5200.2-R
consistent with DoD 6025.1-M,

(4) Conduct an active oversight pro-
gram to ensure compliance with
DoDPRP reguirements.

(5} Ensure that reaearch is conducted
to asgeds and improve the effectiveness
of the DoDP8P (DeD Directive
6210.795),

(6) Hngure that the Defense Inves-
tigative Hervice is operated pursuant
40 82 CFR part 381,

() Ensure that the DoD Security In-
gtitute provides the education, traln-
ing, and awareness support to the
DoDPSP under DoD Directive 5200.32.6

{8) Be authorized to maks exceptions
to the requirements of this part on a
case-by-case bagis when it 1s deter-
mined that doing so furthers the mis-
sion of the Department of Defense and
is comsistent with the protection of

58ee footnote 1 bo 156.1(h).
8des footnote 1 to 186.1(b),

§189%9.1

clasgified information from unauthor-
ized disclosure.

(h) The General Counsel of the Depart-
ment of Defense shall:

(1) Be responsible for providing ad-
vice and guldance as to the legal suffi-
ciency of procedures and standards im-
plementing the DoDPSP and the DISP.

{2) Bxercise overglght of PSP appeals
procedures to verify that the rights of
individuals are being protected ocon-
glstent with the constitution, laws of
the United States, Executive Orders,
Directives, or Regulations that imple-
ment the DoDPSP and DISP, and with
the Interests of national security.

(c) The Heads of the DoD Components
shall:

(1) Designate & senlor official who
shall be responglble for implementing
the DoDPSP within their components.

(2) Ensure that the DoDPSP is prop-
orly administered under this Directive
within their components.

(8) Ensure that information and rec-
ommendations are provided to the As-
gigtant Secretary of Defense for Uom-
mand, Control, Communications, and
Intelligence on any aspect of the pro-
graim,

PART  159—PRIVATE  SECURITY
CONTRACTORS OPERATING IN
CONTINGENCY OPERATIONS

Bao,

159,1 Purpose.

159.% Applicabillty and scope,
159.83 Definitions,

1594 Poliey,

169:6 Responsibilities,

159.6 Procedures.

AUTHORITY: Public Law 110-181; Pub. L.
110417,

SourcE: T4 'R 34881, July 1%, 2008, unless
otherwise noted.

$169.1 Purpose.

This part establishes policy, assighs
responsibilities and provides proce-
dures for the regulation of the selec-
tion, accountability, training, equip-
ping, and conduct of personnel per-
forming private security functions
under a covered contract. It also as-
signs responglbilities and establishes
procedures for incident reporting, use
of and accountability for equipment,
rules for the use of force, and a process
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for administrative action or the re-
moval, ag appropriate, of PSCs and
P8C personnel.

$169.2 Applicability and scope.

This part:

(a) Applisg to:

(1) The Office of the Secretary of De-
fonse, the Military Departments, the
Office of the Chairman of the Joeint
Chiefs of Staff and the Joint Staff, the
Combatant Commands, the Office of
the Inspector General of the Depart-
ment of Defense, the Defense Agencies,
the DoD Pield Activities, and all other
organizational entities in the Depart-
ment;, of Defense (hereafter referred to
as the "“DoD Components'’),

(2) The Department of State and
other U.8. Federal agencles ingofar as
it implements the requirements of sec-
tion 862 of Public Law 110-181. Specifi-
cally, in areas of operations which re-
quire emhanced coordination of PSC
and P80 personnel working for U.8.
Government (U.8.G.) agencies, the Sec-
retary of Defenze may designate such
areag as areas of combat operations for
the llmited purposes of this part. In
such an ingtance, the gtandards estab-
lished in accordance with this part
would, In coordination with the Sec-
retary of State, expand from covering
only DoD P3Cs and PSC personnel to
cover all U.8.G.-funded PSCs and PSC
personnel operating in the designated
area.

(b) Prescribes policies applicable to
all:

(1) DoD» P8Cs and PSC personnel per-
forming private security functiong dur-
ing contingency operations outside the
United States.

(8 USG-funded PSCs and P3C per-
gonnel performing private security
functione 1n an area of comhbat oper-
atlons, ag designated by the Secretary
of Defenge,

§159.3 Definitions.

Unless otherwise noted, these terms
and thelr definitions are for the pur-
pose of this part.

Area of combat operations. An area of
operations designated as such by the
HSecretary of Defense for the purpose of
this part, when enhanced coordination
of PRCs worklng for U,8.&. agencies is
required.

32 CFR Ch. I (7-1-11 Ediition)

Contlingenecy operation. A military op-
eratlon that 1s either designated by the
SBecretary of Defense as a. contingency
operation or becomes & contingency op-
eration as a matter of law (10 U,3.0.
101¢a)¢13)). It 1s & military operation
that: a. Is designated by the Secretary
of Defense ag ah operation in which
members of the Armed Forces are or
may become involved in military ac-
tlons, operations, or hostilities against
an enemy of the United States or
agalnegt an opposing force; or h, Is cre-
ated by definitlon of law, Under 10
U.8.0. 101(a){13){B), a contingenoy oper-
atlon exigts if a military opervation re-
sults In the (1) call-up to (or retention
on) active duty of mombers of the uni-
formed Services under certain enumer-
ated statutes (10 U.8.C. 688, 12301{s),
12302, 12304, 12305, 12408, or 331-836); and
(2) the call-up to {or retention on) ac-
tive duty of members of the uniformed
Services under any cother (non-enumer-
ated) provigion of law during war or na~
tional emergency declared hy the
President or Congress. These may 1n-
clude humanitarlan or peacekeeping
operations or other military operations
or exercises,

Contractor. The contractor, subcon-
tractor, grantee, or other party car-
rying out the covered contract.

Covered contract, A DoD contract for
performance cof services in an area of
contingency operations or a contract of
a non-DoD Federal agency for perform-
ance of services in an area of combat
operationg, a8 designated by the Sec-
retary of Defenge;

A gubcontract at any tier under such
a contract; or

A task order or delivery order issued
under such & centract or subcontraot,

Also Includes contracts or gub-
contraocts funded under grants and sub-
grants by a Federal agency for per-
formance in an area of combat oper-
atlons as designated by the Secretary
of Defengs. Hxcludes temporary ar-
rangements entersd into by non-DoD
contractora or grantees for the per-
formance of private securlty functions
by individual indigenous personnel not
affillated with a local or expatriate se-
curity company. Such arrangements
must still be in compliance with local
law.
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Private security functions, Activities
engaged in by a contractor under a cov-
ered contract as fellows!

(1) Guarding of personnel, facilities,
designated sites, or property of & Fed-
eral agency, the contractor or suboon-
tractor, or a third party.!

(2) Any other activity for which per-
gonnel gre required to carry weapons in
the performance of their duties. For
the DoD, DoDI Instruction 302041,
“Oontractor Personnel Authorized to
Accompany the U8, Armed Forces,” 2
prescribes policies related to personnel
allowed to carry weapons for self de-
fense.

PS¢, During coatingency operations
“PEO"” means a company employed by
the DoD performing private securlty
functions under & covered contract. In
a desgignated area of combat oper-
ationg, the term “PR30” expands to in-
cluade all companiegs omployed DY
U.8.G. agencles performing private se-
curity functions under a covered oon-
tract,

PSC personnel, Any individual per-
forming private seocurity functions
under & covered contract,

§159.4 Policy.

(a) Consistent with the requirements
of paragraph (a)2) of section 862 of
Public Law 110-181, the selection,
training, equipping, and conduct of
PS80 personnel including the establigh-
ment of appropriate processes shall be
coordinated between the Dold and the
Department of State,

(b) Geographic Combatant Com-
manders will provide tallored FPS8C
guidance and procedures for the oper-
ational environment in their Area of
Reaponsibility (AOR) in accordance
with this part, the Federal Acquisition
Regulation (FAR)® and the Defense

1Q0ontractors performing private seourity
fanetions are not authorized to perform in-
herently governmental functions, In this re-
gard, they are limited to a defensive re-
aponse to hogtile acts or demonstrated hos-
tile intent.

2avallable at Aitpdwww. ditcantlaohs/direc-
tlves/corres/vd /302041p.pdf.

3Puhlished in Title 48 of the Code of Fed-
eral Regulations.

§159.5

Federal Acquigition Regulation Sup-
plement (DFARS) ¢

(@) In a designated area of combat op-
erations, the relevant Chief of Mission
will be responsible for developing and
issuing implementing instructions for
non-DoD PR0s and their personnel con-
sigtent with the standards set forth by
the geographle Combatant Commander
in accordance with paragraph (b) of
this gection, The Chief of Mission has
the option to instruct non DoD PSCs
and their personnel to follow the guid-
ance and procedures developed by the
Geographic Combatant Commander
and/or Subordinate Commander,

(d) The reguirements of this part
ghall not apply to contracts entered
inte by elements of the intelligence
community in support of intelligence
aotivities.

§159.6 Responsibilities,

(a) The Assistant Deputy Under Sec-
retary of Defenge for Program Support,
under the authority, direction, and
contbrol of the Deputy Under Secrotary
of Defense for Logistics and Materiel
Roadiness, ghall monitor the reg-
istering, processing, and accounting of
PSC personnel in -an area of contin-
gency operationd,

(b)Y The Director, Defense Procure-
ment and Acquisition Policy, under the
authority, dirsction, and control of the
Deputy Under Becretary of Defense for
Acqguisition and Technology
(DUSD(AT)), shall ensure that the
DFARS and (in consultation with the
other members of the FAR Council) the
FAR provide appropriate guidance and
contract clauges consistent with this
part and paragraph (b) of section 862 of
Public Law 110-181.

(c) The Director, Defense Business
Trangformation Agency, under the au-
thority, direction, and control of the
Deputy Chief Management Officer of
the Department of Defense, through
the DUSD{AT), shall ensurs that infor-
mation systems effectively support the
accountability and wvisibility of con-
tracts, contractors, and specified
equipment assoclated with private se-
curity functions.

4+ Publighed in Title 48 of the Code of Fed-
eral Regulations,
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(d) The Chairman of the Joint Chiefs
of Staff shall ensure that joint doctrine
is conglastent with the principles estalb-
lighed by DoD} Directive 3020.49 **Or-
chestrating, Synchronizing, and Inte-
grating Program Managementi of Con-
tingency Acquisition Planning and Its
Operational Execution,” s DoD Instruc-
tion 3020.41, “Contractor Personnel Au-
thorized to Accompany the U.8. Armed
Forces,”” and this part,

{e) The geographic Combatant Com-
manders in whose AOR a contingency
operation is occurring, and within
which PSCs and PSC pergonnel perform
under coverad contracts, shall:

(1) Provide guidance and procedures,
a8 necessary and consistent with the
principles established by DoD Direchive
3020.49, “Orchestrating, Synchronizing,
and Integrating Program Management
of Contingency Acquisition Planning
and Its Operational Hxecution,” DoD
Instruction 3020.41, ‘“Contractor Per-
sonnel Authorized to Accompany the
U.8. Armed Forces,”® and this part, for
the selection, training, accountability
and equipping of such PSC personnel
and the conduct of PSC0s and PSC per-
sonnel within their AOR. Individual
training and qualification standards
shall maeet, at & minimum, one of the
Military  Departments’  established
standards..

Within a geographic Combatant Com-
mand, Subordinate Commanders shall
be regponsible for developlng and
issuing implementing procedures as
warranted by the situation, operation,
and environment, in consultation with
the relevant Chief of Mission in des-
lgnated areas of combat operations,

(2) Through the Jontracting Officer,
ensure that PS80 personnel acknowl-
edge, through their P20, thelr under-
standing and obligation to comply with
the terms and conditions of their cov-
ered contracts.

(8) Issue written authorization to the
PSC identifylng individual PSC per-
sonnel who are authorlzed to be armed.
Rules for the use of force, developed in
acoordance with Chairman of the Joint
Ohief of Staff Instruction 3121.01B,

FAvailable from hitp:fuww,ditc.milivhs/dl-
rectives/oorres/od F3020400.0df,

G Avyailable from hitpfwww. dite. milivhs/dl-
rectivesicorres/himi/302041, him,

32 CFR Ch. | (7-1-11 Edlition)

“Btanding Rules of Engagement/Stand-
ing Rules for the Use of Force for U.8.
Forces,” " shall be included with the
written authorization.

(4) Ensure that the procedurass, or-
ders, directives and instructions pre-
geribed §169.6¢a) of this part are avall-
able through a single location (to in-
clude an Internet Web gite, consigtent
with security consideratlons and re-
gquirementa).

(f) The Heads of the DoD Components
shall:

(1) Ensure that all private securlty-
related requirement documents are in
compliance with the procedures listed
in §169.8 of this part and the guldance
and procedureg issued by the geo-
graphic Combatant Command,

(2) Engure private security-related
contracts contaln the appropriate
clauges in accordance with the applica-
ble FAR clause and include additional
misgston-specific requirements as appro-
priate,

$169.6 Procedures.

(a) Standing Combatant Command
Guidance and Procedures. Bach geo-
graphlo Combatant Qommander shall
develop and publish guidance and pro-
codures for P8CUs and PSC personnel
operating during a contingency oper-
atlion within their AOR, oonsistent
with applicable law; this part; applica-
ble Military Department publications:
and other applicable DoD issuances to
include DoD Directive 3020,48, “Or-
chestrating, Synchronizing, and Inte-
grating Program Management of Con-
tingency Acquisition Planning and Ite
Operational HExecutlon,” DFARS, DoD
Directive 2311.01E, “DoD Law of War
Program,””8 DeD B5200.8-R, “Physlcal
Security Program,”? CJCSI 3121.0iB,

TOJOSI 3121.01B provides guldance on the
standing rules of engagement (SROE) and es-
tablighes standing rules for the use of force
(SRUF) for DOD opsratlons worldwide. Thia
document s classified secret. CJORI 3121,018
is avallable via Securs Internet Protoccl
Router Network at hiip:ffs.smil.mil If the ra-
quester i3 not an authorized uger of the clas-
gified networle, the requester should contact
Joint Staff J-3 at 7036140435,

BAvailable at htiplwww.diicmilivhs/direc-
tives/corres/himi/231101 i,

2 Avgilable at hitpfwww.diie.milivhs/direc-
Hves/corres/nd /620008y pdf,
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“3tanding Rules of Engagement/Stand-
ing Rules for the Uss of Force for U.8.
Forcegs,” and DoD Directive 5210,66,
“TUse of Deadly Force and the Carrying
of Firearms by DoD Personnsl Engaged
in Law BEnforcement and Security Du-
ties.”” 0 The guidance and procedures
shall.

(1) Contain, at a minimum, proce-
dures to implement the following proc-
egses, and identify the organization re-
sgponsible for managing these processes:

(1) Registering, processing, account-
ing for and keeping appropriate records
of PSCs and PSC personnel in accord-
ance with DoD Instruction 3020.41,
"Contractor Pergonnel Authorized to
Accompany the U.8. Armed Forces.”

(1) PSC verification that PSSO per-
sonnel meet all the legal, training, and
gualification requiremsnts for author-
lzation to carry a weapon in acoord-
ance with the terms and conditions of
their contract and host country law.
Weapons accountability procedures
will be egtablished and approved prior
to the weapons authorization.

(1il) Arming of PRC personnel. Re-
quoats for permission to arm PSC per-
gonnel shall be reviewed on a case-by-
cage basis by the appropriate Staff
Judge Advocate to the geographic
Combatant Commander (or a degignee)
to ensure there ig a legal basis for ap-
proval, The request will then he ap-
proved or denied by the geographic
Combatant Commander or a specifi-
cally identified deslgnee, no lower than
the flag officer level, Requests to arm
non-DOD PSC personnel shall be re-
viewed and approved in acoordance
with §159.4{c) of this part. Requests for
permission to arm PS{ personnel ghall
include:

(AY A description of where PSC per-
sonnel will operate, the anticipated
threat, and what property or personnel
such pergennel are intended to protect,
if any.

(B) A description of how the move-
ment of PRC personnel will be coordi-
nated through areas of increased risk
or planned or ongolng military oper-
ations, including how PSC personhel
will be rapidly identified by members
of the U.8. Armed Forces.

1 Avallable at Aitp:AAoww.dticmilihs/direc-
Hves/corres/Mmi/E21056 him,

§159.6

() A communication plan, to include
g description of how relevant threat in-
formation will be shared hetween PSC
personnel ang U.8. military forces and
how appropriate assistance will be pro-
vided to P30 pergonnel who become en-
gaged in hostile situations. DoD con-
tractors performing private security
functions are only to be used in accord-
ance with Dol Imstruction 1100.22,
“Guidance for Determining Workforce
Mix,” 1! that ig, they are llmited to a
defensive response to hostile acts or
demonstrated hostile intent.

{D) Documentation of individual
training covering weapons familiariza-
tion and gualification, rules for the use
of force, limits on the use of force in-
cluding whether defense of others is
consistent with host nation Status of
Forces Agreements or local law, the
digtinction between the rules of en-
gagement applicable to military forces
and the prescribed rules for the use of
force that control the usge of weapons
by civilians, and the Law of Armed
Confliot.

(B) Written acknowledgment by the
PRC and its individual PSC personnel,
after investigation of background of
P8SC pergonnel by the contractor,
verifying such personnel are not pro-
hibited under U.S. law to possess fire-
armas,

{Fy Written acknowledgment by the
PEC and individual PSC personnel
that:

(1) Potentlal civil and criminal liabil-
ity oxlsts under U.8, and local law or
host nation Btatus of Forces Agree-
ments for the use of weapons, 12

(2) Proof of aunthorization to he
armed must be carried by each PSO
personnel,

(3} PBC personnel may possess only
U.8.¢ ~issued and/or -approved weapons
and ammunition for which they have
been gualified according to paragraph
{(a)X1)(111)(E) of this section.

1 Available ab hitpracww.ditc.milivhs/divec-
tHuessnorresipdf/1100220. pdf.

12This requirement 18 speolfioc to srming
procedures, Such written acknowledgement
ghould not be congtraed to limit civil and
eriminal liability to conduct ariging from
“the use of weapons.” PSC personnel could
be held criminally liable for any conduct
that wounld oonstitute a federal offense (see
MEJA, 18 USC 3261(a)).
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(4) PSSO personnel were briefed and
understand limitations on the use of
force.

{5) Authorization to possess weapons
and ammunition may be revoked for
non-compliance with establizshed rules
for the use of force.

(6) PBO personnel are prohibited from
consuming alecoholic beverages or being
under the influence of alcohol while
armed,

(iv) Reglstration and identification
in the Synchronized Predeployment
and Operational Tracker (or its sue-
cessor database) of armored wvehlcles,
helicopters, and other vehicles oper-
ated by PSC personnel.

{v) Reporting alleged criminal actlv-
ity or other incldents involving PSCs
or PSC personnel by another company
or any other person, All incidents in-
volving the following shall be reported
and documented:

{A) A weapon ias discharged by an in-
dividual performing private security
functions;

(B) An individaal performing private
security functions ls kllled or injured
in the performance of their dutles;

(C) A person other thanh an indlvidual
porforming private security functions
is killed or injured as a result of con-
duet by PSC personnel;

{D) Property iz destroyed as a result
of conduct by a PRC or PSC personnel;

(E) An individual performing private
gecurity functions has come under at-
tack including in cases where a weapon
is discharged against an individual per-
forming private security functions or
personnel performing such functions
believe a weapon was so discharged; or

(F) Active, non-lethal counter-meas-
ures (other than the discharge of a
weapon) are omployed by PSC per-
gonnel in response to a perceived im-
medlate threat in an incident that
could slgnificantly affect U.8. objec-
tives with regard to the military mis-
glon or international relations,

(vl) The independent review and, if
practicahle, investigation of incidents
reported pursuant to paragraphs
(@) 1){v)(A) through (a)Y1)Xv)(F) of this
section and incildents of alleged mis-
conduct by PSC pergonnel.

(vll) Identification of ultimate erimi-
nal jurisdiction and Investigative re-
sponglbilities, where conduct of U.8.G.-

32 CFR Ch. | (7-1-11 Edition)

funded P808 or P8C perscnnel are in
question, in accordance with applicabls
laws to include a recognition of inves-
tigative jurlsdictien and coordination
for joint investigations (l.e., other
U.8.G. agencieg, host nation, or third
country agencles), where the conduct
of P8Cs and PEC pergonnel is in ques-
tion.

(viil) A mechanism by which a com-
mander of & combatant command may
request an actlon by which PSC per-
sonnel who are neon-compllant with
conbract requirements are removed
from the designated operational area.

(ix) Inberagency coordination of ad-
ministrative penalties or removal, ag
appropriate, of non-Dol> PSC persennel
who fail to comply with the terma and
conditions of their contract, as is ap-
plicable to this part.

(x) Implementation of the training
requirements contained below in para-
graph (a){(2)(i1) of this section.

{2) 8pecifically cover:

{1} Matters relating to authorlzed
equipment, force protection, security,
health, safety, and relations and inter-
action with locals in accordance with
DeD Instruction 302041, “'Contractor
Personnel Authorized to Accompany
the U.8. Armed Iorces."

(il) Predeployment training require-
ments addressing, at a minimum, the
identification of resources and asslst-
ance available to P8C personnel as well
a8 country information and cultural
training, and guidance on working with
host country nationals and military
personnel.

(iil) Rules for the uge of force and
graduated force procedures.

(iv) Requirements and procedures for
direction, control and the malntenance
of communications with regard to the
movement and coocrdination of PS0s
and PS8C personnel, including speci-
fying interoperability requirements.
These include <coordinating with the
Chief of Mission, as necessary, private
gsecurity operations outside securs
bages and U.8. diplomatic properties to
include movement contrel procedures
for all contractors, including P8C per-
sonnel.

(1) Avadlability of Guidance and Proce-
dures. The geographle Combatant Com-
mander shall ensure the guldance and
procedures prescribed in paragraph (a)
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of this seotion are readlly available
and accessible by PSCs and their per-
gonnel (e.g., on a Weh page and/or
through contract terms), consistent
with security congiderations and re-
quirements.

(c) Subordinaie Guidance and Proce-
dures. The Subordinate Commander, in
consultation with the Chief of Mission,
will issue guldance and procedures im-
plementing the standing combatant
command publications specified in
paragraph {(a) of thls section, con-
slstent with the situation and oper-
ating environment.

(dy Consuliation and Coordination, The
Chief of Misslon and the geographic

515%9.6

Combatant Commandesr/Subordinate
Commander shall make every effort to
consult and coordinate responses to
common threats and common concerng
related to oversight of the conduct of
U.8.3.-funded PBC and their pergonnel,
The Memorandum of Agreement be-
tween the Department of Defense and
Department of State on U.8.G, Private
Security Contractors’? ghall provide
the framework for the development of
guidance and procedures without re-
gard to the specific locations identified
thersein.

13 Available at Riipsavww.acq.osd milllog/PS/
p__voult.himl,
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