
Report on behalf of the National Network for Children (NNC), Bulgaria
 towards the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression
 to the Rapporteur’s annual thematic report to be presented to the Human Rights Council at its 47th session in June 2021

We hereby present the Contributions on behalf of the NNC regarding the Republic of Bulgaria are in response to the following questions:
1. What are the key challenges raised by disinformation? What measures would you recommend to address them? 
Disinformation is a severe challenge to democracy, since it is executed by combining the leakage of information stolen by cyberattacks with information warfare in media and Social networking service (SNS) to transform public opinion in specific countries and to influence democratic processes, such as the outcome of elections and demonstrations. 
Planning countermeasures and regulations under national and international cooperation is an urgent issue, recognized by all public communications specialists and political scientists.
Effective disinformation campaigns typically have three components: 1) A state-sponsored news outlet to originate the fabrication; 2) Alternative media sources willing to spread the disinformation without adequately checking the underlying facts; 3) Witting or unwitting “agents of influence”: that is, people to advance the story in other outlets.
Thus, key challenges are: 
· to draw the attention of local governments and the European Commission (EC)to the seriousness of the problem and the need for urgent coordination between them. Once coordinated, to identify which states sponsor media fabrications;

· to identify exactly which national and European structures are dealing with hybrid attacks, disinformation and the damage they cost. To check the effectiveness of relevant structures and to point out the good and bad examples;

· to persuade local governments and the EC to set up funds to finance the fight against disinformation, as well as a convincing scheme for spending these funds;

· to identify all alternative media sources willing to spread the disinformation and  to list all specific topics that disinformation uses against the interests of the EU and Bulgaria. To create effective tools for exposing anti-EU myths and conspiracy theories;

· to identify “agents of influence”, whether they are on social media or in the mass-media. Then to find to what extent the media in different countries are able to help in the process of exposing disinformation and aggressive propaganda. To point out the good examples and the failures, explaining why they’ve been effective or not;

· to look for allies in the non-governmental sector and in civil society to help fighting against disinformation and to minimize its damage.
Given these challenges, the most urgent measures we need to take are:

 - to address in writing to the Government of Bulgaria and the European Commission with a request not to ignore the damage caused by disinformation and to immediately draw up an effective plan to combat it - with specific goals, deadlines, responsible persons and institutions;

- to urge the EC and local governments to immediately draw up a plan to popularize the topic of disinformation and the fight against it, in cooperation with local and international media and social networks influencers;

- to develop the National Network for Children (NNC)’s and other NGO’s plans for informing all members and improving their media literacy about sources of disinformation, how to recognize them and how to check the accuracy of any information.
2. What legislative, administrative, policy, regulatory or other measures have Governments taken to counter disinformation online and offline? 
There are no serious legislative, administrative, policy, regulatory or other measures that the Government has taken to counter disinformation online and offline. However, the Ministry of Labour and Social Policy has reacted via an official statement to the serious fake news regarding children supposedly being taken away and transported via trains to Norway
, an outbreak of which led to hundreds of Bulgarian citizens part of the Roma community to take their children from a school day
, and many Bulgarian parents being fearful for their children. With specific facts and data, the Ministry of Labor and Social Policy refuted the allegations in the public space that from January 1, 2020, legal changes will allow the mass abduction of children. In an extensive publication on its website, the ministry commented on all controversial points that could be misinterpreted for political and other purposes. 

According to information disseminated by certain organizations, the Bulgarian family is endangered as an institution and with only one phone signal the children will be able to be taken away from it after the intervention of a social worker without a court order, and this can be done by private companies. For months, religious activists, organizations of estranged fathers and citizens not deeply familiar with the topic have been trying to stage protests and spread disinformation against what they call the "introduction of the Norwegian model" in Bulgaria - by analogy with the Barnevern social service in the Scandinavian country, which has been criticized for the extreme measures it takes in case of alerts for children at risk.
"The changes aim to reflect the closure of all children's homes and improve coordination in child protection, as it is not only the responsibility of social workers. Most of the amendments to the Child Protection Act are terminological and stem from the change in the definition of social services (eg the closure of homes for children deprived of parental care and homes for medical and social care for children after 2021). They do not introduce foreign models and ideology, "they said. the Ministry of Social Affairs
.

They also provide a number of specific examples showing how legal provisions presented by the leaders of the demonstrations as an imminent threat to the Bulgarian family have actually been applied for years in our country without leading to an offensive against the mothers and fathers of adequately raised children.
3. What has been the impact of such measures on i) disinformation; ii) freedom of opinion and expression; and iii) other human rights? 
Key media in Bulgaria pay attention to the topic of disinformation and  events organized by NGOs such as the National Network for Children and information they provide in order to shed light on the problems arising from the subject matter. The challenge and main goal is to influence Members of Parliament in Bulgaria and the European Commission in order not to ignore the damage caused by disinformation and to draw up an effective plan to overcome the problem with disinformation with appropriate responsible persons and institutions;
In Bulgarian media society, media has taken part in the disinformation issue by spreading some disinformation campaigns as a result of being tricked that the subject matter is true or by not actively refuting the disinformation campaigns straightforwardly.
4. What measures have been taken to address any negative impact on human rights? 
No measures have been taken by the state to prevent the negative effect of disinformation on human rights. The reactions of the institutions, as far as they existed, have always been reactive to events. For the most part, however, the institutions have not managed to fulfill their responsibility to be communicators and to dispel the fears and doubts of society. On the contrary, with the suspension and blocking of the Strategy for the Child, which by the date has not been adopted, the government has shown a tendency to listen to irrational and manipulative disinformation theories, some of which have been shown to be linked to far-right religious organizations and are paid so-called trolls and professional disinformation actors. The inability or unwillingness of the state to deal with these attacks and to neutralize false news, the lack of  professional communication campaign and the reaction to the accusations deprived Bulgaria and Bulgarian children of such an important document as the Strategy for the Child. In a country with over one million children,  where half of them at risk of poverty and social exclusion, the total lack of sustainable development of policies for children and families, is scandalous, but this is exactly what happened in Bulgaria because of disinformation.

At the same time, the NGO sector was attacked simultaneously by two sides - the same far-right religious organizations, claiming that NGOs are helping the state to steal children from families in exchange of substantial funding, and the wider society itself, which began to seek explanations for what was happening  not from the state institutions but from the NGO sector. Thus, the NGO sector has reluctantly become a major defender of government documents and positions due to the lack of adequate response from the institutions.

In April 2019, the National Network for Children Bulgaria addressed an open letter to Bulgarian politicians:

„The misinterpretation, false news and disinformation of this visionary political document poses a real danger of its rejection because some small social groups do not agree with it. The model of "my own and my family's well-being" cannot be a reason to deny the need for a common understanding of caring for and supporting children and their families. Homeless, harassed, beaten, raped, sold, forced to marry or prostitute children, children of unemployed and poor working parents, single parents, parents seeking professional support, which is most often not paid for by the state, children with parents who raise money for their treatment on a daily basis because the state refuses it. Family and children's policies cannot be aim only at "my child”, they aim to serve the whole society, to direct public resources to quality education and health care, social support for all parents and children, safe housing and neighborhood. And your children live in this same society and face inequality, poverty and violence against their peers. We remind you that as politicians, you must serve all parents and children, you must demand that institutions work to ensure that every child enjoys a dignified lifestyle and developmental conditions.

Dear Bulgarian politicians, you are expected to work for every Bulgarian institution to be open to every Bulgarian citizen, parent and child. We expect every parent and child to be heard, understood and their problems and needs answered in a timely manner.“
On December 10, 2020, the National Network for Children together with 70 civil society organizations in Bulgaria sent a signal to 13 European and international institutions regarding the attack on children's rights in the IMRO proposals for amendments to the Child Protection Act. The gross violation of children's rights in the draft law violates a number of international acts, as well as Bulgarian law.

In January 2021 the Vice-President of the European Commission for Democracy and Demography Dubravka Shuitsa sent a letter on behalf of the European Commission to the NNC regarding their appeal for protection of children's rights in Bulgaria. Тhe letter highlights the need for a comprehensive and integrated approach to child rights to ensure that  countries systematically meet the needs of all children. 

„In 2021, the European Commission will adopt an EU Strategy on the Rights of the Child to give states EU Member States to adopt or strengthen strategies and focus children's rights policies and propose actions to strengthen integrated child custody systems within the European Union.“ 

Targeted efforts to overcome disinformation and its effects on human rights in Bulgaria, and in particular children's rights and the protection of the family, continue by the NGO sector, but unfortunately we do not see a change in the state's efforts to combat these attacks. On the contrary, with the upcoming parliamentary elections in April 2021, the problem is deepening.
5. What policies, procedures or other measure have digital tech companies introduced to address the problem of disinformation? 
Recognizing 2020 U.S. elections as the most vulnerable to disinformation event, major social media companies have taken a  fractured approach to managing this complex issue. Twitter announced a ban on political ads during the election season, in part over concerns about enabling the spread of disinformation. Facebook opted for a more limited ban on new political ads one week before the election.

Earlier in fall, Twitter announced new measures to tackle disinformation, including false claims about the risks of voting by mail. Facebook tried to crack down on disinformation and voter intimidation on its platform, including by removing posts, banning fake profiles and suspending active groups which were spreading false news and conspiracy theories. Google has dropped the Proud Boys domain that Iran allegedly used to send messages to some 25,000 registered Democrats that threatened them if they did not vote for Trump.
Tools developed by leading tech companies including Twitter, Facebook and Google now allow such tactics to scale up dramatically.

6. To what extent do you find these measures to be fair, transparent and effective in protecting human rights, particularly freedom of opinion and expression? 
There is much debate about the effectiveness of social media measures against disinformation, but the restrictions they imposed on users content immediately raised questions about individual rights, human rights protection of freedom of speech.

Obviously,  the definitions of disinformation, hate speech, insult, threat and violence  are incomplete when talking about virtual relationships on social media.

As social media has proved to be a major environment for disseminating disinformation and violence against political and ideological adversaries, we have a long way to go until we find effective tools to reduce their harm to common users. Currently, the existing automated and moderating network tools are only partially effective. The so-called bots are too often confused, especially in the context of the content. The intervention of people as moderators does not always lead to the right decision and there are millions of examples of this, especially in the area of ​​hate speech and insult.

7. What procedures exist to address grievances and provide remedies for users, monitor the action of the companies, and how effective are they? 
There is a draft law on the Radio and Television Act dating from March 2020
. The bill proposes that the Electronic Media Council supervise the prevention and reduction of disinformation in the Internet environment. Media services within the meaning of the Radio and Television Act should be understood not only as audio-visual media services and radio services, but also as publications on the Internet. In detail, the draft law proposes that the Council for Electronic Media effectuates the monitoring and prevention and limitation of disinformation on the Internet. The draft law also contains proposals that grant the Council for Electronic Media, as part of its monitoring, presents a list of web pages that spread disinformation. An introduction of a webpage to that list happens with a Council decision after proposal of the vice-president of the Council. Furthermore, if the responsible pages do not delete the disinformation publications in 3 days, the Council alerts Sofia Regional Court with a demand for all electronic messaging networks  to stop the access towards the website.  The Court has 72 hours to react towards the demand with a decision on whether or not it grants it. Then the electronic messaging networks have 24 hours to stop the access to the service. Тhe Council for Electronic Media should also assess the prevention and reduction of disinformation in the online environment. A property sanction in the amount of BGN 500 to 2000 (from 255 to 1022 EUR) is envisaged for the dissemination of disinformation on the Internet. Disinformation in the Internet environment means the dissemination through social networks, Internet sites or otherwise in the Internet environment through websites accessible from the territory of the Republic of Bulgaria, of a publication that contains false information concerning individuals or legal entities.

The bill proposes to amend Art. 326, para. 1 of the Penal Code, namely: who by word, press or other mass media, through electronic communication systems or in any other way  disseminates false information, false call or misleading signs of help, accident or alarm, shall be punished by deprivation of freedom to three years.

However, this draft law was voted negatively in the leading Committee of the parliament for the draft bill – the Committee of culture and media and it proposed that the law should not be adopted by the Parliament. The statements received in the Committee on Culture and Media from the Ministry of Culture, the Ministry of Justice, the Council for Electronic Media, the Bulgarian National Radio, the Bulgarian National Television, the Association of Bulgarian Radio and Television Operators, the Supreme Bar Council, the Association of European Journalists - Bulgaria, The Bureau for Interactive Advertising - Bulgaria, the Bulgarian Chamber of Commerce, and the Society and Values ​​Association are essentially not in against the bill, but express considerations and reservations on it and the chosen approach to combating disinformation.
8. Information on measures to address disinformation that you believe have aggravated or led to human rights violations, in particular the right to freedom of opinion and expression. 
The negative children’s rights campaign in Bulgaria went so far that in the end the prime minister there decided to stop the draft National Strategy for the Child 2019-2030 (the Strategy)
, which would have introduced for the first time a holistic approach for family policy, oriented not only towards vulnerable children but also towards family support, including non-violent parenting. 
When it was submitted the draft Strategy for public discussion at the beginning of the 2019, it triggered heated debates, followed by a wave of public psychosis and protests. Certain parent groups, which are led by extreme right-wing organisations and supporters of evangelical denominations, made negative comments about the Strategy. Following this, the Bulgarian Orthodox Church intervened with an official statement in which it stated that parents have the right to slap their children in order to discipline them. It was also outlined that the Church is against abortion, contraception and sexual education at school, which should be replaced with abstinence. After a negative public reaction, the Holy Synod of the Church announced that this was not their official opinion and came up with a softer and more diplomatic stance.

Initially the debate was dominated by the notion that the Strategy introduces a total ban on corporal punishment. Later the strategy was attacked by false and provocative claims stating that the Strategy is diminishing the rights of the parents and that the state and the social services will be able to take away children from their families “based on the Norwegian model of child protection”. Narratives began to dominate the public discourse, arguing that Bulgarian children would be taken away from families for banal reasons, such as a refusal to buy a toy or ice-cream to the child and will be given instead to Norwegian gay couples for adoption. Subsequently, the attacks were not only focused on the Strategy but also targeted the whole child protection system, including foster care and home visits, the national telephone helpline for children 116 111, the activities of non-governmental organisations working with children, health and sexual education at school, and many other topics.

The worst aspect of the situation was the silence of the state institutions. The Ministry of Labor and Social Policy and the State Agency for Child Protection did not manage to explain to the citizens what policies are envisaged with the new Strategy and why they are important. Instead, the complete silence was followed by a statement by Prime Minister Boyko Borisov that the Strategy is withdrawn and it will not be adopted. He even said that there was “no strategy” after a group of loud protesters shouted outside the windows of the Council of Ministers in Sofia, the Bulgarian capital, – no more than 1,000 people but well-organised and carefully prepared with dozens of posters in the same style that analysts later identified as extremely reminiscent of neo-Nazi propaganda.

The National Network for Children, which brings together 130 civil society organizations working for and with children and families across the country, could not remain impartial. The Network has come up with several positions on the subject, including an open letter to the government and political parties. The letter called for urgent support from the institutions for the Strategy by taking sides in the debate on its content, purpose and adoption process. The Network invoked the state to implement those measures that bring together society and to address the important issues of demography, poverty, parental income, and support for improving the well-being of children.

The Network also addressed an open letter to Bulgarian parents, asking them to be critically minded citizens, rather than a passive electorate led by propaganda and fake news. NNC led the public debate with broad media coverage. The Network prepared questions and answers to calm people’s fears and try to counter the fake news in the social media. According to many analysts, the Strategy is only a motive and the disinformation plan has longer-term and broader goals.

9. Suggestions or recommendation you may have for the Special Rapporteur on how to protect and promote the right to freedom of opinion and expression while addressing disinformation.

As a Special Rapporteur it will be extremely necessary to call for actions on behalf of international and national organizations to understand the seriousness of disinformation and propaganda related to children’s rights and human rights globally. There is need to consolidate civic, political and philanthropic level for counteraction of the new phenomenon. All international and donor organization should invest in counter-propaganda, media literacy and advocacy for children's rights and human rights at European and national level addressing disinformation and propaganda. 
National Network for Children - Bulgaria
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� The hysteria for the Strategy of the child, Capital media � HYPERLINK "https://www.capital.bg/politika_i_ikonomika/bulgaria/2019/10/18/3977824_isteriiata_za_strategiia_za_deteto_s_nami_i_bog_i/?fbclid=IwAR2lJezjwdEVVsa5fNaMw_SknC_-gHKu7U6amyKEF37GPappgv9a0uoUE2w" �https://www.capital.bg/politika_i_ikonomika/bulgaria/2019/10/18/3977824_isteriiata_za_strategiia_za_deteto_s_nami_i_bog_i/?fbclid=IwAR2lJezjwdEVVsa5fNaMw_SknC_-gHKu7U6amyKEF37GPappgv9a0uoUE2w� ; English translation of the article available at the NNC website: � HYPERLINK "https://nmd.bg/en/the-hysteria-for-a-strategy-for-the-child-god-is-with-us-and-so-is-russian-propaganda/" \t "_blank" �https://nmd.bg/en/the-hysteria-for-a-strategy-for-the-child-god-is-with-us-and-so-is-russian-propaganda/�; other sources in English regarding the issue:  � HYPERLINK "https://nmd.bg/en/bulgaria-hits-the-news-on-german-french-television-arte-with-the-hysteria-related-to-the-strategy-for-the-child/" \t "_blank" �https://nmd.bg/en/bulgaria-hits-the-news-on-german-french-television-arte-with-the-hysteria-related-to-the-strategy-for-the-child/� ; � HYPERLINK "https://nmd.bg/en/child-rights-anti-child-rights-groups-are-making-up-stories-to-convince-the-public/" \t "_blank" �https://nmd.bg/en/child-rights-anti-child-rights-groups-are-making-up-stories-to-convince-the-public/� ; � HYPERLINK "https://nmd.bg/en/panic-in-bulgaria/" �https://nmd.bg/en/panic-in-bulgaria/�


�Are the Roma community afraid due to stupidity? � HYPERLINK "https://toest.bg/ot-glupost-li-se-strahuvat-romite/?fbclid=IwAR2vectAD6dACTBYn1afo7-eAuOJfsOyUCX8Oqr_DRPXSb9vLlX9D9hkyKY" \t "_blank" �https://toest.bg/ot-glupost-li-se-strahuvat-romite/?fbclid=IwAR2vectAD6dACTBYn1afo7-eAuOJfsOyUCX8Oqr_DRPXSb9vLlX9D9hkyKY�


� Ministry of Labour and Social Policy: there will not be a mass taking away of children, dir.bg Media https://dnes.dir.bg/obshtestvo/mtsp-nyama-da-ima-masovo-otnemane-na-detsa-ot-2020-g


� Draft law on the Radio and Television Act, official website of the Bulgarian government (in Bulgarian) https://www.parliament.bg/bills/44/054-01-25.pdf


5. Bulgaria Hits the News on German-French Television ARTE with the Hysteria Related to the Strategy for the Child, 2019


 � HYPERLINK "https://nmd.bg/en/bulgaria-hits-the-news-on-german-french-television-arte-with-the-hysteria-related-to-the-strategy-for-the-child/" �https://nmd.bg/en/bulgaria-hits-the-news-on-german-french-television-arte-with-the-hysteria-related-to-the-strategy-for-the-child/� 
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