Submission of China for Developing A General Comment on Children’s Rights in Relation to the Digital Environment

The development of information technology makes information dissemination much faster and easier, and enables the communities of vulnerable children, including the female and the disabled, to access information and understand the world through internet. At the same time, cyberspace is by no means a lawless land. States should strengthen internet governance, effectively prevent and fight acts of IT abuse that violate children’s rights, create conditions to facilitate children’s enjoyment, through internet, of their rights, such as the rights to education, assembly, family environment, health and well-being, strengthen internet supervision, and take legislative and enforcement measures to fight cybercrime, and effectively protect children from harmful information on internet.

Ⅰ. Access to information and freedom of expression and thought (Article 12, 13, 14, 17 of the Convention). 

The internet has provided an important platform for children to access information, express themselves and communicate their thoughts. States should step up the construction of internet infrastructure to enable children to exercise their relevant rights, and to ensure equal enjoyment of the right of access to information by all children.

The access to information should take into consideration the particularities of information in cyberspace, and should be premised on children’s physical and mental well-being. States should take legislative, judicial and administrative measures to create, through collaboration among the governments, internet businesses and schools, an internet environment that is favorable to children’s healthy growth. Such measures include the governance policy on illegal information and information that is unsuitable for children to get access to, and the guidance to relevant business organizations to develop substantive standards. 

Children’s freedom of expression and thought and the restrictions on the exercise of these rights should apply in cyberspace. Not only should States ensure children’s freedom of expression and thought, they should also take precautions against children’s being used as a tool to disseminate and proliferate information of extreme terror, hate speech, fake information and other information harmful to public order.

Ⅱ. Right to culture, leisure and play (Article 31 of the Convention). 

In the digital environment, children’s right to culture, leisure and play should be ensured with adequate emphasis on children’s need for mental and physical health and education, especially the need to prevent children from internet addiction. States should take measures to build children’s character traits for internet, and to raise their awareness and capabilities for safe and rational use of internet. States should promote children’s right to culture, leisure and play in the digital environment, according to their own national social economic circumstances, and at the same time support the research, development and deployment of internet technology and products that are in line with the pattern and characteristics for children’s physical and mental growth, and are helpful to provide protection for children’s use of internet. States should request families and schools to train and guide children to use internet with good manners and use it safely and scientifically. States should request the providers of internet products and services to take effective technical measures, including such setups as time management, authority management and other functions that help the guardians to fulfill their duty of guardianship. States should attach and pursue legal liabilities against providers of internet products and services and relevant practitioners that violate the laws in this respect. 
Ⅲ. Protection of privacy, identity and data processing (Article 16, 40 of the Convention). 

Children’s online privacy and personal data should be protected by law. Action that infringes on children’s privacy should be punished. The collection and use of children’s personal information through internet should adhere to the principle of legality, legitimacy and necessity, and explicitly explain the ends, means and scope of such collection and use, and obtain the consent of the children and their guardians. Rules for the collection and use of children’s personal information through internet should be developed to enhance protection of children’s online personal data. Internet service providers should take necessary measures to delete or block information containing children’s personal data upon the request of the children or their guardians.

Ⅳ. Protection from violence, sexual exploitation and other harm (Article 19 of the Convention).

States should take all necessary measures to protect children from violence, sexual exploitation and other harm in the digital environment, and impose penalties according to law on all types of illegal and criminal acts that violate children’s rights. States should exercise control on the production, publication and dissemination of information that is not suitable for children, and use explicit reminder against information that may induce violence, bullying, sexual contact and other information that may bring negative impact on children’s physical and mental health. States should encourage the research, development and deployment of protection software for children’s use of internet, and prohibit by law any individual or organization from  threatening, insulting, assaulting or harming children through internet. States should promptly deal with allegations of  internet child-bullying and hold perpetrators accountable. The production, publication and dissemination of illegal information such as child pornography through internet should be subject to penalties under the law.


