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Information Note by the UN Working Group on Business and Human Rights

1. Introduction

1.1 Background

The ongoing conflict in Yemen has killed more than 380,000 people, at least 154,000 of whom died due
to direct combat and violence.? International actors consistently suggest that the Coalition may have
committed war crimes in the course of its tens of thousands of airstrikes in Yemen, including the UN
Panel of Experts on Yemen* and the UN Group of Eminent Experts on Yemen®, each of which found that
some Coalition airstrikes have been indiscriminate and may amount to war crimes.®

This example demonstrates clearly that while the regulatory framework governing the arms sector
contains provisions prohibiting the export of weapons where they are at clear risk of being used in
violation of international humanitarian law (IHL) or international human rights law (IHRL), arms
products and services are still exported to States where they are used to commit a wide variety of human
rights violations, including potential war crimes and crimes against humanity.’

That arms continue to be exported into contexts of severe human rights violations results from the
confluence of several factors—a lack of accountability for States that ignore human rights provisions in
arms control laws for national security or commercial reasons; an arms sector regulatory framework that
grants States leeway to interpret human rights conditions permissively; a culture of secrecy and non-
transparency around arms exports worldwide; corruption in the arms sector; and a lack of human rights
due diligence (HRDD) conducted by arms companies, as well as a failure by States to require them to do
SO.

This challenge is complex, but stronger application of the UN Guiding Principles on Business and Human
Rights (“the Guiding Principles”) across the arms sector—by both States and businesses—is critical to
helping to prevent, mitigate, and remedy negative human rights impacts that this sector currently enables.

This information note from the UN Working Group on Business and Human Rights (“the Working
Group”) aims to highlight the duties of States and responsibilities of businesses in the arms sector,
according to the Guiding Principles. In so doing, the note draws on past Working Group output relevant
to the arms sector, including reports on business, human rights, and conflict-affected regions'? and
business and human rights and the anti-corruption agendas.™

1.2 Defining the arms sector

For the purpose of this note, the “arms sector” refers to the full value chain of actors producing or being
directly linked to the research, development, design, production, delivery, maintenance, repair and
overhaul of military weapons systems, subsystems, parts, components, and ancillary equipment.** This
includes actors providing “technical assistance, training, financial or other assistance, related to military
activities or the provision, maintenance or use of any arms and related materiel”.!®
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While arms manufacturers and States constitute the top layer of this chain, many other entities play
important down and upstream roles, all of which are included within this note’s definition of the arms
sector:1®

e Actors directly involved in weapons production include, in addition to arms manufacturers,
weapons systems integrators (companies that assemble weapons systems from component parts),
ammunition manufacturers, and producers of individual components specifically designed for use
in the assembly of arms products and services, such as missile guidance computer systems,
surveillance technologies with military applications, purpose-built fighter jet engines, or custom
machined parts for weapons systems.’

e Businesses making products and services with both military and non-military applications. Such
“dual-use” goods include items such as software services and solutions that may be used in or in
concert with arms products and services (cloud services, operating systems, etc.), GPS systems,
dual-use vehicles, dual-use chemicals, and surveillance systems or equipment that have both
combat and non-combat uses.

e Actors involved in the transport and sale of arms. These include the agents, brokers, dealers and
other intermediaries that facilitate the international transfer of weapons, as well as exporters,
freight forwarders, carriers, and transporters that move weapons across borders.

e Financial institutions and insurance companies that provide funding and/or financial loss
protection to actors in the arms sector (including national governmental export credit agencies),
as well as the legal firms and consultants who advise on these deals, including the financial
structure, use of offsets, and use of offshore jurisdictions for payments.

2.  The current regulatory framework

The arms sector is governed by a multi-faceted regulatory framework that positions States as the
gatekeepers of the arms trade. This framework is comprised of many different legal instruments at the
domestic, regional, and international levels, including weapons control and elimination conventions and
export control regimes. Some of these instruments attempt to address the arms sector’s elevated human
rights risk through human rights provisions that vest governments with the responsibility of ensuring that
arms products and services are not exported where there is clear risk of IHL and/or severe IHRL
violations.

2.1 Multilateral weapons control, elimination, or anti-proliferation conventions

A key element of the arms sector regulatory framework is the group of multilateral conventions and
treaties that aim to restrict the trade of weapons in various ways. Some prohibit the trade and use of
specific types of weapons deemed especially dangerous or inhumane,*® while others target the illicit trade
and manufacturing of weapons categories that are not themselves unlawful.®

The main multilateral instrument is the 2013 Arms Trade Treaty (ATT), with stated objectives to
“establish the highest possible common international standards for regulating or improving the regulation

of the international trade in conventional arms”, “prevent and eradicate the illicit trade in conventional
arms and prevent their diversion”, and, importantly, to “[reduce] human suffering”.?

The ATT delineates the obligations of State Parties in controlling the export of weapons from within their
borders, including establishing and presiding over national export control systems; carrying out national

2
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risk assessment processes to understand the potential that arms transfers?! would lead to any of a number
of specific negative consequences, including undermining peace and security and the commission or
facilitation of serious violations of IHL or IHRL; and denying all exports that carry such risks.??

2.2 Domestic and regional export control legislation

Most individual States and many regional organizations have in place export control legislation that
governs how and to whom arms sector products and services can be sold and exported.

Some domestic and regional export control legislation contains explicit human rights provisions. For
example, the UK Strategic Export Licensing Criteria states, “the Government will not grant a licence if it
determines there is a clear risk that the items might be used to commit or facilitate a serious violation of
[IHL]”.Z Similarly, the EU Common Position on Arms Exports (“EU Common Position”) states,
“Member states shall deny an export licence if there is a clear risk that the military technology or
equipment to be exported might be used in the commission of serious violations of [IHL]”.?*

Categories of equipment and technology that States or regional unions consider subject to these controls
are enumerated in control lists.?® Some legislation also includes specific export control rules for dual-use
products and services,?® which may be listed on separate dual use lists.?”

2.3 Multilateral export control regimes

There are also non-binding multilateral export control frameworks , the most extensive of which is the
Wassenaar Arrangement. These States frameworks are implemented by groups of States that coordinate
informally on export controls and strategic trade control instruments on proliferation-relevant goods and
technologies and military items.?

The key functions of these frameworks are “maintaining and updating common control lists, exchanging
information, developing and publishing guidance documents on export control implementation, and
outreach to non-members. In addition, they provide a forum for licensing, enforcement and technical
experts to discuss technological developments and particularly challenging export control issues” .2

The control lists and dual-use goods lists created and maintained by these regimes—in particular the
Wassenaar Arrangement—are more extensive than the categories of goods enumerated by the ATT; these
control lists also sometimes reappear in the national legislation of participating States.*

3. The challenge: shortcomings of States and businesses

3.1  Lack of political will

The arms sector’s regulatory framework is built around the responsibility of home States to decide with
whom companies under their jurisdiction can do business. Respect for human rights therefore currently
depends primarily on the robustness of the human rights commitments of these home States.
Unfortunately, this means that there is little accountability when States choose to authorize arms exports
despite clear risks that those arms may be used to perpetrate IHL or IHRL violations.

For example, State Parties to the ATT are bound to prohibit arms transfers where there is an overriding
risk of serious violations of IHL or IHRL,*! and EU Member States are subject to similar requirements

3
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around IHL violations via the EU Common Position. Despite this, some ATT State Parties have continued
to approve arms transfers into contexts of alleged war crimes, and States face little consequence for
failing to enforce them. Unfortunately, export control laws are only as strong as governments’ political
will to enforce them, and this political will is often lacking, for multiple reasons:

First, arms companies are almost naturally interwoven into the domestic national security fabric of their
home States, with arms companies—particularly very large ones—being key partners of their home
States, building and maintaining States’ military capacity by keeping the national military supplied with
weaponry and other equipment.

This dynamic is sometimes referred to as a “symbiotic relationship” between decisionmakers and the
arms sector.® This results in a blurring of the lines separating the State and the arms sector, which can
cause States to approve arms exports despite genuine human rights risks that should prevent them. This is
furthered by the existence of a “revolving door” phenomenon in many States, wherein senior defence
department and military officials go on to high-level positions with arms sector companies.*

Second, arms companies are often of major economic importance to their home Statesincluding in
legislative districts of individual lawmakers. As a result, States find economic motivation to ensure that
domestic arms companies are successful and profitable enterprises. This may create incentives to approve
lucrative international arms transfers even where those transfers may facilitate severe human rights
violations.*

Third, many States utilise international arms transfers as tools of geopolitical diplomacy and means of
furthering national security interests abroad. Arms exports can ensure that allies are well armed and
capable of acting as military deterrents in the home State’s interest abroad, as well as ensuring that allies
are not armed by competing States. Decisions by home States to arm allies, even where those allies have a
track record of using imported weapons to commit serious human rights violations, can thus “help sustain
relationships and align defence policies around the world”.#

3.2 Lack of comprehensiveness in the regulatory framework
Definitions of “clear” or “overriding” risk

The wording of the human rights provisions in arms control laws does not explicitly prohibit the transfer
of weapons to States responsible for serious IHL or IHRL violations. These provisions often contain
ambiguous formulations, providing States leeway for subjective interpretations, even if the fact that
human rights violations are occurring is not disputed. For example, under the ATT governments are free
to authorise arms export licences as long as the State has judged that the specific arms exported do not
themselves carry a clear risk of being used to commit such violations. The EU Common Position contains
similar provisions in relation clear risks of exported arms being used in violations of IHL or in “internal

repression”.*?

Non-comprehensive regulatory instruments

The legal instruments regulating the arms trade are also inconsistent in terms of the specific products and
services they cover, creating gaps that weaken the legal regime. For example, the ATT includes a
minimum of eight general categories of conventional weapons*® and encourages, but does not require,
State parties to maintain more extensive lists. The ATT also does not specifically mention dual-use goods.

A more comprehensive response exists through the Wassenaar Arrangement, which includes lengthy and
regularly updated lists of conventional weapons and dual-use goods and technologies,* including
4
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categories that are largely unregulated by the ATT, such as surveillance equipment. However, the
Wassenaar Arrangement, while strongly normative, is not legally binding.

3.3 Lack of transparency and oversight

Pointing to national security justifications, many governments do not allow for transparent examination of
arms revenues and expenditures, including full accounting of arms sales, by either the public or by
internal oversight committees.*® The level of parliamentary oversight of arms transfers, for example,
varies widely between countries. While some systems require periodic reports to parliaments, others do
not, and the reasoning behind decision-making is often not well understood, complicating oversight.*® In
jurisdictions where this type of oversight has been especially lacking, some CSOs argue that the resulting
lack of transparency has led directly to the transfer of arms into scenarios of IHL and IHRL violations.*’

In countries where there is some level of independent government oversight of arms transfers, observers
still note issues with the completeness of data provided about transfers, risks of backsliding into opacity
after transfers of power, and the use of less transparent licensing processes, such as open licences.*®

Compounding this issue is the difficulty of lodging judicial challenges to arms export licences. Judiciaries
take differing stances on the jurisdiction of domestic courts to hear challenges to export licensing
decisions;*® these decisions are often covered by foreign policy and national security exemptions that
shield them from judicial scrutiny that could prevent transfers in the first place. For example, when CSOs
recently challenged French government export licences in the administrative court, an appeals court ruled
that licensing decisions are “not detachable from French foreign policy and thereby exempt from judicial
scrutiny”.%°

Some jurisdictions also do not grant CSOs acting in the interest of victims legal standing to challenge
export licences in administrative courts, further shielding licensing decisions from judicial examination.5!
In recent cases in the Netherlands and Spain, administrative courts found that the human rights CSOs that
were challenging arms export licences were not “directly affected by the licence” or were not “interested
parties”.%? A Spanish court ruled that “the mere fact that the plaintiffs have among their purposes the
defence of human rights does not automatically confer on them an interest within the meaning of [the
law]”.5® And though some jurisdictions grant victims of armed violence legal standing to challenge export
licences,* identifying such victims and involving them in complex legal battles overseas is a logistically
difficult undertaking. Barring CSOs from challenging export licences is thus another significant obstacle
to judicial review and to overall transparency.>®

3.4  Lack of HRDD requirements for companies

States largely do not require arms companies to conduct HRDD, for example by including reference to it
in the business and human rights sections of National Action Plans (NAPS), or in national legislation or
other regulatory requirements.*® Indeed, “beyond applying export controls and other domestic and
international restrictions, most states have not required defence companies to conduct human rights due
diligence in their global operations and supply chains”.>” This contributes to the prevailing lack of
understanding that the Guiding Principles have implications for arms companies beyond mere compliance
with export controls.
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3.5  Failure of arms companies to conduct human rights due diligence

Finally arms companies are equally coming up short by still largely not conducting HRDD with respect to
arms production and transfers. While some companies may conduct due diligence in terms of risks of
forced labor and other human rights concerns in their supply chains and workplaces, identification of risks
of negative impacts by virtue of the use of their products or services in different places and conflicts is
still largely absent.

There are a few examples where companies and government actors have recognized the application of the
Guiding Principles to the arms sector. For example, the Norwegian defence company Kongsberg notes in
its human rights report that “[a]s a producer of defence systems, we pay particular attention to the risk of
potential human rights violations and acting in accordance with all trade and export regulations”.”® The
Canadian Commercial Corporation, an export promotion arm of the Canadian government that helps
Canadian companies secure contracts with foreign governments, asks defence companies to complete a
due diligence checklist. This due diligence checklist asks companies about their HRDD, and notes that the
checklist is based on both the ATT and the Guiding Principles.> Socially responsible investors have also
proposed shareholder resolutions that ask arms companies to conduct HRDD due to the significant human
rights risks relating to arms sales and transfers.®® There are existing national laws focused on mandatory
human rights due diligence, such as the French Law Duty of Vigilance Law, for example that may apply
to arms companies based on size and revenue.®

Many arms companies still reference strict compliance with both the national laws in countries of
operation and the provisions of international regulations and treaties as a substitute for human rights due
diligence, arguing that home State approval fulfils their risk assessment responsibilities.5? As seen above,
export controls cannot replace HRDD. Moreover, this misses an essential point of the Guiding Principles:
the business responsibility to respect human rights under Pillar Il of the Guiding Principles “exists
independently of States’ abilities and/or willingness to fulfil their own human rights obligations”.%® The
United States of America’s State Department has created guidelines for companies that export
surveillance technology as a supplement to export control, demonstrating how company’s conducting
human rights due diligence can exist in tandem with export control requirements. It is notable that other
regulated sectors, such as the pharmaceutical sector, have also already recognized that companies have a
separate responsibility to comply with the UN Guiding Principles, even though the pharmaceutical sector
is highly regulated and subject to licensing requirements.®®

3.6 Remedy and accountability in the arms sector

The emergence of various laws on business and human rights, such as the upcoming European Union
Directive on corporate due diligence and corporate accountability; the existing French law on the duty of
vigilance of parent and outsourcing companies; the German law on the corporate duty of care in supply
chains; and the Norwegian law on business transparency and human rights and decent working conditions
clearly apply to the arms sector. They open up more avenues for victims of human rights abuses in the
context of armed conflict to accessing genuine remedy and accountability.

Nonetheless, the requirements for State to ensure that victims do not face “barriers to prevent legitimate
cases from being brought before the courts”® and “[consider] ways to reduce legal, practical and other
relevant barriers that could lead to a denial of access to remedy”® remain.
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4. Conclusion

The world’s current approach to keeping arms and related technology out of the hands of human rights
violators is not working. Despite provisions in export control laws banning arms transfers into contexts of
IHL or IHRL violations, States face few repercussions if they choose to authorise such transfers
anyway—as some States do for reasons of national interest. Moreover, key legal instruments leave wide
leeway to States to interpret human rights provisions and judge risk as they see fit. This dynamic, in
combination with non-transparency, corruption, and a lack of HRDD being conducted across the sector,
means that weapons may be too available for use in the commission of serious human rights violations.

A more robust and consistent application of the Guiding Principles by States and businesses in the arms
sector is crucial to improving human rights outcomes, as the Guiding Principles are a key tool for States
and businesses to model their policies in order to close these gaps.

5.  Recommendations

The recommendations below outline best practices for States and business enterprises to ensure that
exports of arms sector products and services do not infringe upon human rights protections, by way of
implementation of the Guiding Principles.

5.1 Recommendations to States

- Sign, ratify and adhere to the ATT and all other weapons control, elimination and anti-
proliferation conventions and regional and sub-regional instruments.

- Join and adhere to all existing Multilateral Export Control Regimes.

- Amend national and regional export control legislation governing the arms sector to include
reference to the standalone responsibility of all businesses in the sector to conduct HRDD in line
with the Guiding Principles.

- Introduce mandatory HRDD legislation with enhanced HRDD obligations for the arms sector.

- Publicly communicate information about risk assessments in export licence approval decisions.

- Establish independent oversight of arms transfers through parliamentary commissions, national
human rights institutions, and other independent mechanisms. Ensure that detailed, disaggregated
data is provided to such mechanisms to allow for genuine assessment of transfers.

- Ensure that national export control legislation prohibits the use of offshoring as a means of
circumventing export controls.

- Take additional steps to protect against rights abuses by arms companies that are owned (in part
or in whole) or controlled by the State, or that receive substantial support from State agencies.

- Ensure that all political processes related to arms transfers, including the export control process,
are protected from undue corporate influence, including safeguards to ensure that arms sector
lobbying activities are transparent and responsible.1%

- Grant legal standing both to victims of human rights violations originating in the arms sector and
to human rights CSOs to challenge export licences in administrative courts.

- Grant legal standing to victims of human rights violations originating in the arms sector to join
legal actions against arms companies, including as partie civil in criminal proceedings. Expand
definitions of “affected persons” beyond only direct victims of armed attacks.
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- Commit to establishing and using State-based non-judicial grievance mechanisms to deliver
remedy and accountability for human rights violations originating in the arms sector, including by
allowing challenges to export licences, even where previously approved by government.

5.2 Recommendations to businesses and business associations

- Implement HRDD processes throughout all aspects of business operations. Conduct HRDD in all
cases, regardless of export licence decisions by States. Ensure that HRDD processes are enhanced
in situations of heightened risk, such as armed conflicts or internal upheaval.

- Ensure that the complexity of HRDD processes is commensurate with the business’s position in
the arms sector value chain and its risk of causing or contributing to human rights abuses.

- Publicly communicate information about HRDD and human rights risk assessments in relation to
the sale and export of arms equipment and products.

- Commit to ceasing the use of offshoring as a means of circumventing export controls.

- Ensure that all political engagement and lobbying activities are consistent with the Guiding
Principles and do not contribute to negative human rights impacts.

- Commit to identifying, investigating, and eradicating the use of corruption and bribery in the
arms sector.

- Commit to responsible business practice in the context of disposing of obsolete weapons.®

- Commit to establishing and/or participating in existing operational-level grievance mechanisms
as a means of providing accountability for wrongdoing and remedy for victims of rights abuses.

- Where it becomes evident that the business has caused contributed to human rights abuses,
provide for, or cooperate in, their remediation through legitimate processes, including through
compensation to victims and cooperation with all judicial mechanisms.
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